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X.2.1	Relationships
	This clause depicts the set of classes (e.g. IOCs) that encapsulates the information relevant for this MnS. This clause provides an overview of the relationships between relevant classes in UML. Subsequent clauses provide more detailed specification of various aspects of these classes.
In order to realise the use cases for authentication and authorization, the need is to model the required IOCs and the relevant operations which utilise the IOCs. The operations supported on the IOCs are the respective CRUD operations for IOCs as defined in [27].
As mentioned in the usecases the IOCs are provisioned during the integration time by a network operator. The data is sent to a authentication and authorization service producer.
Post this during integration time when a MnS consumer invokes an operation on the MnS producer, the authentication and authorization service producer validates the action on the resource to enable the decision for the MnS producer. The decision could be that the MnS producer allows or disallows the action on the resource.
Below are the IOCs that need to interact in order to store the data required for the authentication and authorization operations with respect to role based access control.
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Figure X.2.1-1 NRM for role based access control name containment

The IOCs related to Identity, Role, PermissionForStaticIOCs are name contained within the Subnetwork or ManagedFunction or ManagedElement.

[image: Generated by PlantUML]


Figure X.2.1-1 NRM for role based access control relationship

X.2.2	Inheritance
This subclause depicts the inheritance relationships. The IOCs are derived from the TOP class[image: Generated by PlantUML]


Figure X.2.2-1 Inheritance diagram for role based access control
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X.3.1	Identity
X.3.1.1	Definition 
This IOC represents an identity of a MnS consumer.
It is used for authentication and authorization. It can be name-contained by SubNetwork or Managed Function or a Managed Element.
The MnS consumer can be a human or a machine user. This IOC enables the creation and storage of an identity of a MnS consumer. The information in this IOC is the starting point for a MnS consumer to identity who it is. This is validated against an authentication service producer.
For the authentication operation to take place the identity related information has to be provisioned into the system by a network operator who could be an administrator. The administrator adds the identityType attribute and identityName attribute which characterizes a human or machine user.
Attribute credential is used to provide information for the credential used together with identity when requesting authentication. The examples of credential are password, certificate, biometric, etc.
The roleRefLis attribute defines the role names associated to a particular user
The IOC stores the details of the expected tasks to be performed by an identity. The tasks are what is to be done on the network management system. To ease the administration on the system, the tasks are organised as roles. The user can be associated to one or more roles.

X.3.1.2	Attribute
The Identity IOC includes the attributes inherited from Top IOC (defined in [32] and the following attributes:
	Attribute Name
	S
	isReadable 
	isWritable
	isInvariant
	isNotifyable

	identityType
	M
	T
	F
	F
	T

	identityName
	M
	T
	F
	F
	F

	credential
	O
	T
	T
	F
	T

	Attributes related to role
	
	
	
	
	

	roleRefList
	M
	T
	F
	F
	T



X.3.1.3	Attribute constraints
None
X.3.1.4	Notifications
The common notifications defined in clause X.5 are valid for this IOC, without exceptions or additions

X.3.2	Role
X.3.2.1	Definition
The Role IOC represents a task or collection of tasks in a network management system.
The Role can be name contained under the Subnetwork or Managed Function or a Managed Element.
The Role IOC enables the storage of information as to what resources and actions an identity can work upon. This IOC  maintains the static resources that are known to the management system during integration time. This contains all the granular level resources and the corresponding actions.

X.3.2.2	Attribute
	Attribute Name
	S
	isReadable 
	isWritable
	isInvariant
	isNotifyable

	roleName
	M
	T
	F
	F
	T

	Attribute related to role
	
	
	
	
	

	permissionsForStaticIOCsList
	M
	T
	F
	F
	T



X.3.2.3	Attribute constraints
None
X.3.2.4	Notifications
The common notifications defined in clause X.5 are valid for this IOC, without exceptions or additions

X.3.3	PermissionForStaticObjects
X.3.3.1	Definition
The PermissionForStaticObjects IOC represents the granular resource and actions in a network management system.
The PermissionForStaticObjects can be name contained under the Subnetwork or Managed Function or a Managed Element 

This IOC enables the storage of the resource types in the system and the possible actions that are allowed on it. The permutations and combinations of these permissions are assigned to a role.

X.3.3.2	Attribute
	Attribute Name
	S
	isReadable 
	isWritable
	isInvariant
	isNotifyable

	resource
	M
	T
	F
	F
	F

	actions
	M
	T
	F
	F
	T



X.3.3.3	Attribute constraints
None
X.3.3.4	Notifications
The common notifications defined in clause X.5 are valid for this IOC, without exceptions or additions


X.4	Attribute definitions
X.4.1	Attribute properties
The following table defines the properties of attributes specified in the present document.

	Attribute Name
	Documentation and Allowed Values
	Properties

	identityType
	This defines a readable string to uniquely represent an identity, e.g., an email address, a username, a phone number, etc.

AllowedValues: NA

	type: String
multiplicity: 1
isOrdered: NA
isUnique: NA
defaultValue: None
isNullable: False

	identityName
	This indicates a type of identifier, e.g., email address, ip address, username, phone number, etc.

AllowedValues: NA
	type: String
multiplicity: 1
isOrdered: NA
isUnique: NA
defaultValue: None
isNullable: False

	credential
	The credential of an MnS consumer or producer used for authentication with authentication service producer. It could be password, certificate, key, pass phrase, etc., based on authentication protocol and factor.

AllowedValues: NA
	type: String
multiplicity: 1
isOrdered: N/A
isUnique: N/A
defaultValue: No value
isNullable: False

	roleRefList
	This defines the list of roles associated with an identity

AllowedValues: NA
	type: DN
multiplicity: *
isOrdered: False
isUnique: True
defaultValue: None
isNullable: False

	roleName
	This string defines the name of a role

AllowedValues: NA
	type: String
multiplicity: 1
isOrdered: NA
isUnique: NA
defaultValue: None
isNullable: False

	permissionsForStaticIOCsList
	This defines the list of permissions for resources and corresponding actions for static objects

AllowedValues: NA
	type: permissionsForStaticIOCs
multiplicity: *
isOrdered: False
isUnique: True
defaultValue: None
isNullable: False

	resource
	This defines the name of a static resource

AllowedValues: NA
	type: String
multiplicity: 1
isOrdered: NA
isUnique: NA
defaultValue: None
isNullable: False

	actions
	This defines a list of actions that correspond to the resource

AllowedValues: CRUD operations
	type: ENUM
multiplicity: 1
isOrdered: NA
isUnique: NA
defaultValue: None
isNullable: False




X.5	Common Notifications
FFS



Y.x	Access Control management service
Y.x.1	Operations
Y.x.1.1	authentication operation (CM)
Y.x.1.1.1	Description
This operation is invoked by MnS consumer to request the authentication service producer to authenticate MnS consumer. MnS consumer and authentication service producer shall use one of the following methods for authentication:
-	Mutual authentication between MnS consumer and authentication service producer provided by the transport layer protection solution.
-	Client credentials assertion based authentication.
When client credentials assertion based authentication is used, the operation is invoked by a MnS consumer to request authentication by authentication service producer. The authentication service producer gets the identifier and credential of the MnS consumer for validation. Based on identifier in the request, authentication service producer gets identity information, e.g. credential of the identity, associated role(s) of the identity, etc., from local data store (e.g., a directory). The authentication service producer authenticates the MnS consumer by validating the identity information. associated to the role(s) the MnS consumer belongs to.
If authentication is successful, the authentication service producer sends successful response with assertion to the MnS consumer. MnS producer validates the assertion to authenticate a MnS consumer.
If fail for authentication, the authentication service producer sends failure response to the MnS consumer.
Y.x.1.1.2	Input parameters

	Parameter Name
	S
	Information Type / Legal Values

	Comment

	Identifier

	M
	String
	This parameter specifies the identity of the MnS consumer that is to be authenticate. 


	attributeListIn

	M
	LIST OF SEQUENCE< attribute name, attribute value>
	This parameter may have a null value. When this parameter is supplied, it contains a list of name/value pairs specifying attribute identifiers and their values to be assigned to the identity to be authenticated.   




Y.x.1.1.3	Output parameters
	Parameter name
	S
	Matching Information / Legal Values
	Comment

	attributeListOut
	M
	LIST OF SEQUENCE< attribute name, attribute value>
	This list of name/value pairs contains the attributes of the authenticated MnS consumer and the actual value assigned to each. 

	Status
	M
	ENUM (OperationSucceeded, OperationFailed)
	



Y.x.1.2	authorization operation (M)
Y.x.1.2.1	Definition
The operation is used to authorize a MnS consumer by the authorization service producer.
MnS consumer, MnS producer and authorization service producer shall use one of the following methods for authorization:
-	Token based authorization framework (e.g., as specified in RFC 6749 [xx])
-	Static authorization as specified (e.g.,. in RFC 8341 for NACM [yy])
When token based authorization framework is used, authorization service producer receives authorization request, gets the assertion of the MnS consumer related to the authentication and probably other context information (e.g. resource , action) from the request. If access token is supported by the MnS producer and consumer:
-  The MnS consumer gets access token from authorization service producer by providing the identity, list of resources and assertion from authentication session.
-  The authorization service producer validates the assertion and construct access token. The authorization service producer returns access token to the MnS consumer for the resource in authorization request.
-  The MnS consumer starts normal operation with MnS producer with the access token. The MnS producer validates the token. If the token is valid, the MnS producer performs the action(operation) on the resource authorized and returns result to the MnS consumer.
If access token is not supported by the MnS producer and consumer:
-  When normal operation starts, the MnS producer validate the authentication assertion and check permission of the MnS consumer with authorization service producer.
-  The MnS producer performs the operation on the targeted resource which is part of the authorized scope and returns result to the consumer if the MnS request is allowed according to permissions.
If fail for authorization, the authorization service producer sends failure response to the consumer.
Y.x.1.2.2	Input parameters
	Parameter Name
	S
	Information Type / Legal Values
	Comment

	attributeListIn
	M
	LIST OF SEQUENCE< attribute name, attribute value>
	This parameter may have a null value. When this parameter is supplied, it contains a list of name/value pairs specifying attribute identifiers and their values to be assigned to the identity to be authorized.   




Y.x.1.2.3	Output parameters
	Parameter name
	S
	Matching Information / Legal Values
	Comment

	attributeListOut
	M
	LIST OF SEQUENCE< attribute name, attribute value>
	This list of name/value pairs contains the attributes of the authorization for the MnS consumer and the actual value assigned to each. 

	Status
	M
	ENUM (OperationSucceeded, OperationFailed)
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Annex Z (Informative):
Z.1	Informative sequence diagram: Commissioning flow to be carried out by an administrator:

The sequence diagram below explains the IOCs to be used as a pre-requisite for enabling the role based access control. The notes above in the diagram also depict an example of each of the tasks.
The sequence diagram below explains the operations and the interactions with the authentication and authorization service which typically should suit any implementation be in oAUTH or a NACM implementation
The notes along the flows show the examples related to the IOCs provisioning operations.
[image: Generated by PlantUML]
Figure Z.1 - Sequence of commissioning for role based access control

Commissioning usecases to be carried out by an administrator
· To carry out authentication and authorization based on role based access a set of tasks needs to be in place at the commissioning phase. 
The network equipment vendor will typically take care of the below:
· The granularity level at which the management objects need to be authorized
· The actions that need to be permitted on these granular level objects
This is typically carried out by an administrator who has to setup the system for operational purposes which included authentication and authorization for every operation. Hence the administrator will need to have a good view of the permissions of the devices being integrated and managed. The administrator will need to know the possible scope of action for various users in the system on the instances that are created. The administrator will need to know the roles that need to be created in the system as well as the mapping of the same to the users. Below is the detail of every task.
The below elaborates the sequence flow to depict the IOCs involved for provisioning.
a. Permissions with resources and actions
· Permissions are combinations of static resources and actions. The network equipment vendor can introduce the resources and actions at various levels of granularity as well as in the language that can be suitable for the vendor. When the commissioning phase happens it is important to translate these permissions to the authentication and authorization system so that it is aware of the static resources and corresponding actions on them for access control.
Hence the IOC for PermissionsForStaticIOCs is required to create the necessary data.

b. Role creation with association to permissions and conditions
The meaningful task is the role which defines the responsibility realm for the user. Hence the role contains the overall distribution of resources and actions it can work on by resolving the condition and permissions. The static resources identified need to be combined with the dynamically created instances of the resource in order to be assigned to a meaningful task in the system.
The roles are typically created according to the convenience and hierarchy of the organisation.  Coarse grained or fine grained permissions can be created with the help of roles. 
The management system should be setup for access control by a system administrator who will have the know how of creating the required users and roles. Roles will use the various possibilities to map resources and actions.
Hence the IOC for Role is required to create the necessary data related to various roles in the system.

c. Identity to role assignment
The identity or user of the system needs to be assigned the responsibilities to carry out the OAM operations. Hence the set of responsibilities are defined in various roles. Assignment of the roles to an identity is required to make the administrative task more efficient and flexible. This also shields the administrator from getting into the details of the know how of granular resources and actions relevant to it.
Hence the IOC for Identity is required to create the necessary data.
Z.2 Informative sequence diagram: Authentication and Authorization with role based access control:

Post the above tasks we have the possibility to have role-based access in operation with every service call being authenticated and authorized.
The below sequence diagram shows how the operations are invoked from a consumer towards an authentication and authorization service producer.
When an MnS is invoked, the MnS consumer authenticates towards an authentication service producer. This is then followed by checking the access rights with respect to the role-based access. This takes place in the authorization service producer which is invoked from the MnS producer to check if its resources can be accessed with respect to the related operation.
Hence then need of a authentication and authorization service producer which will validate a user who want to access the resources as well as validates what the user can access.

[image: Generated by PlantUML]
Figure Z.2 - Sequence diagram for operations of authentication and authorization
	End of changes
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