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1
Decision/action requested

This contribution is proposed to be approved.
2
References
-
3
Rationale

Additional requirements for security are necessary.
4
Detailed proposal

It is proposed to apply the following changes as below in TR 28.829 v1.0.0.
	Start of the first change


PR 6.7.3-1. Subject to operator policies, regulatory requirements and contractual obligations, the 3GPP management system shall support a means to expose a standard interface for incident reporting by authorized consumer. The process of incident reporting itself is out of scope of this requirement as this is a business process. The information that this report contains is intended to be a 'common subset' supported by incident reporting procedures and tools today. 

NOTE 1:
An example of such information elements includes: {UE Identifier e.g. IMSI, performance characteristics that constitute a service level failure, time of start of incident, location of UE, cell ID serving the UE, ... }

NOTE 2: 
More than one incident report may be submitted, e.g. as more information is learned by the customer.

NOTE 3:
The information elements to include in the incident report will be defined and evaluated during the 'solution description' phase. These information elements are expected to include {UE Identifier e.g. IMSI, performance characteristics that constitute a service level failure, time of start of incident, location of UE, cell ID serving the UE, . . . }

NOTE 4:
This requirement does not imply that the incident reporting interface required will replace existing tools or processes. The 'common subset' of information defined for the incident reporting interface does not limit incident reporting by the customer to the operator to this subset - additional information will be collected by tools and/or interfaces as well.

PR 6.7.3-2. Subject to operator policies, regulatory requirements and contractual obligations, the 3GPP management system shall support a means to expose a standard interface for incident response to authorized DSOs. The process of responding to incident reports itself is out of scope of this requirement as this is a business process. The information that this response contains is intended to be a 'common subset' supported by incident responses procedures and tools today. 

NOTE 5:
An example of such information elements includes: {incident does or does not correspond to known fault or performance degradation in the mobile network, expected time of restoration of service, . . .}

NOTE 6: 
More than one incident reporting response may be sent to the customer, e.g. as more information is learned by the MNO.

NOTE 7:
The information elements to include in the incident report will be defined and evaluated during the 'solution description' phase. These information elements are expected to include {incident does or does not correspond to known fault or performance degradation in the mobile network, expected time of restoration of service, . . .}
NOTE 8:
This requirement does not imply that the incident response interface required will replace existing tools or processes. The 'common subset' of information defined for the incident response interface does not limit incident response by the operator to the costomer to this subset - additional information will be provided by tools and/or interfaces as well.

NOTE 9: 
All requirements above concerning the MNO apply to the site operator. In some network sharing scenarios the site operator could be an entity other than an MNO. In active network sharing scenarios the DSO can communicate with an MNO that operates the site, but can be distinct from the serving MNO. 

PR 6.7.3-3. Authentication of the consumer (3rd party) by the producer (3GPP management system) shall be possible,

PR 6.7.3-4. Authentication of the producer (3GPP management system) by the consumer (3rd party) shall be possible. 

PR 6.7.3-5. Authorization of the consumer (3rd party) by the producer (3GPP management system) shall be possible,

PR 6.7.3-6. Communication between the consumer (3rd party) and the producer (3GPP management system) shall be confidentially protected.

PR 6.7.3-7. Communication between the consumer (3rd party) and the producer (3GPP management system) shall be integrity protected.

	End of the first change


