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1
Decision/action requested

The group is requested to discuss and approve the pCR below

2
References

[1]

3GPP TS 28.831: " Management and orchestration; Study on basic Service-Based Management Architecture (SBMA) enabler enhancements"
3
Rationale

None.
4
Detailed proposal

The following changes are proposed for TR 28.831[1].

	Begin of modifications


4.5.3
CR proposal
The following clause shall be added to TS 32.158.

****** BEGIN *********************************************************************************

X.4
The "reason" property
X.4.1
Overview
The "reason" property provides more details on the error conditions than the "type" property. For client-side errors, these reasons may provide hints to the MnS Consumer on how to generate a request without errors. For server-side errors, they may help the MnS Consumer to generate requests that may be satisfied by the MnS Producer.
When multiple reasons apply, the most generic reason shall be put in the "reasons" property. For example, when a MnS Consumer attempts to replace an invariant attribute, and, in addition, the attribute value is invalid, then only the information that the attribute is invariant shall be contained in the "reason" property.
The "reason" property may be omitted when the MnS Producer does not want to disclose details on the error to the MnS Consumer.
Detailed error reasons are specified by the "reason" property for

· 400 Bad Request

· 403 Forbidden

· 422 Unprocessable Content
· 500 Internal Server Error
X.4.2
Error reasons for GET (without query parameters)

Valid values for the "reason" property for an error response related to HTTP GET:

· ALL_ATTRIBUTES_NOT_READABLE (RETRIEVAL_NOT_ALLOWED ,403 Forbidden): All attributes of the resource are not readable, according to the attribute property "isReadable".

X.4.2
Error reasons for GET (with query parameters)
Valid values for the "reason" property for an error response related to HTTP GET:
· QUERY_MALFORMED (VALIDATION_ERROR, 400 Bad Request): The syntax of the query component is malformed. The "queryParams" property shall be absent.
· QUERY_PARAMS_UNKNOWN (VALIDATION_ERROR, 400 Bad Request): One or more query parameters are not supported by the selected resources. The "queryParams" property shall indicate the names of the parameters not supported.
· QUERY_PARAMS_MISSING (VALIDATION_ERROR, 400 Bad Request): One or more query parameters, that shall be present in the request or that shall be present in case another parameter is present, are not contained in the query component. The "queryParams" property shall indicate the names of the missing parameters.
· QUERY_PARAMS_INCONSISTENT (VALIDATION_ERROR, 400 Bad Request): Query parameters with mutual dependency constraints do not respect these constraints. The "queryParams" property shall indicate the names of the parameters not respecting the dependency.

· QUERY_PARAM_VALUES_INVALID (VALIDATION_ERROR, 400 Bad Request): One or more query parameters have an invalid value. The "queryParams" property shall indicate the names of the parameters with invalid values.
· ATTRIBUTES_NOT_READABLE (RETRIEVAL_NOT_ALLOWED ,403 Forbidden): One or more attributes or attribute fields identified by the query parameters are not readable, according to the attribute property "isReadable". The "queryParams" property shall indicate the names of the parameters identifying attributes that are not readable. Editor's note: Shall we return which attributes are not readable?
· QUERY_PARAMS_TOO_COMPLEX (SERVER_LIMITATION, 500 Internal Server Error): The query parameters are well formed but one or more of them cannot be processed as requested because complexity limits of the MnS Producer are reached, for example, a filter expression is syntactically correct but cannot be evaluated and yields no results since the expression is longer or more complex than the MnS producer can or is willing to interpret. The "queryParams" property shall indicate the names of the parameters that cannot be processed.
· RESPONSE_TOO_LARGE (SERVER_LIMITATION, 500 Internal Server Error): The content requested to be returned exceeds the response body size limit of the MnS Producer.
· NO_DATA_ACCESS (SERVER_LIMITATION, 500 Internal Server Error): 
Note that is not an error when query parameters do not identify any resource or attribute to be returned.

Note that the following query parameters are currently specified in the present document: "scopeType", "scopeLevel", "filter", "attributes", and "fields".

For the following request
	GET /SubNetwork=SN1?scopeType=COMPLETE_SUBTREE&scopeLevel=highest&attributeFields=userLabel HTTP/1.1

Host: example.org

Accept: application/json


the error response may look like
	HTTP/1.1 400 Bad Request
Date: Tue, 06 Aug 2019 16:50:26 GMT

Content-Type: application/json

[

  {
    "type": "VALIDATION_ERROR",
    "reason": "QUERY_PARAM_VALUES_INVALID"
    "title": "The value of one or more query parameters is invalid.",

    "queryParams": ["scopeType", "scopeLevel"]
  },
  {

    "type": "VALIDATION_ERROR",

    "reason": "QUERY_PARAMS_NOT_KNOWN",
    "title": "The name of one or more query parameters is unknown.",

    "queryParams": ["attributeFields"]

  }
]


When the sub-errors have a different HTTP error code, "207 Multi-Status" is used in the response status line. The "status" property is present for each sub-error and specifies the status code for this sub-error.
	HTTP/1.1 207 Multi-Status
Date: Tue, 06 Aug 2019 16:50:26 GMT

Content-Type: application/json

[

  {

    "status": 404,

    "type": "VALIDATION_ERROR",
    "reason": "QUERY_PARAM_VALUES_INVALID",
    "title": "The value of one or more query parameters is invalid.",

    "queryParams": ["attributes", "fields"]

  },

  {

    "status": 404,

    "type": "VALIDATION_ERROR",

    "reason": "QUERY_PARAMS_NOT_KNOWN",
    "title": "The name of one or more query parameters is unknown.",

    "queryParams": ["attributeFields"]

  },

  {

    "status": 500,

    "type": "APPLICATION_LAYER_ERROR",

    "reason": "QUERY_PARAMS_TOO_COMPLEX",
    "title": "The semantics of one or more query parameters is too complex to be processed.",

    "queryParams": ["fields"]

  }
]


X.4.3
Error reasons for JSON Patch and PUT (resource update)
Valid values of the "reason" property for an error response related to a JSON Patch request are:
· OP_UNKNOWN (VALIDATION_ERROR, 400 Bad Request): The patch operation specified by the "op" property is not known by the MnS producer. This situation may occur, for example, when a patch operation is not supported or wrongly spelled. Not valid for PUT.
· NEW_ATTRIBUTE_NAME_UNKNOWN (VALIDATION_ERROR, 400 Bad Request): The attribute or attribute field to be added and specified in the "path" property is not known to the MnS Producer. This reason is applicable to the patch operation "add".
· NEW_ATTRIBUTE_PARENT_NOT_FOUND (REQUEST_OBJECTS_MISMATCH, 422 Unprocessable Content): The parent of the attribute field to be added does not exist. Note, that the "path" property identifies the location of the attribute field requested to be added, not its parent. This reason is applicable to the patch operation "add". Not valid for PUT.
· NEW_ATTRIBUTE_VALUE_INVALID (VALIDATION_ERROR, 400 Bad Request): The value specified in the "value" property is invalid. Valid values are determined by the attribute properties "type", "allowedValues", "multiplicity", "isOrdered", "isUnique", and "isNullable". This reason is applicable to the patch operations "add" and "replace".

· FINAL_ATTRIBUTE_VALUE_INVALID (REQUEST_OBJECTS_MISMATCH, 422 Unprocessable Content): The value specified in the "value" property is valid. However, the final value of the attribute or attribute field after applying the patch operation becomes invalid. Valid values are determined by the attribute properties "type", "allowedValues", "multiplicity", "isOrdered", "isUnique", and "isNullable". This reason is applicable to the patch operations "add" and "replace". Not valid for PUT.
· ATTRIBUTE_NOT_WRITABLE (MODIFICATION_NOT_ALLOWED, 403 Forbidden): The attribute or attribute field identified by the "path" or "from" property is not writable by MnS consumers, according to the attribute property "isWritable". This reason is applicable to the patch operations "add", "replace", "remove", and "move", but not to "copy".
· ATTRIBUTE_INVARIANT (MODIFICATION_NOT_ALLOWED, 403 Forbidden): The attribute or attribute field identified by the "path" or "from" property cannot be modified, according to the attribute property "isInvariant". This reason is applicable to the patch operations "add", "replace", "remove", and "move", but not to "copy".
· ATTRIBUTE_NOT_FOUND (IE_NOT_FOUND, 400 Bad Request): The attribute or attribute field identified by the "path" or "from" property does not exist. This reason is applicable to the patch operations "replace", "remove", "move", and "copy". Not valid for PUT.
Consider the following Patch request.
	PATCH /SubNetwork=SN1/ManagedElement=ME1/XyzFunction=XYZF1 HTTP/1.1

Host: example.org

Content-Type: application/json-patch+json
[

  {

    "op": "add",
    "path": "/attributes/attrA/attrB",
    "value": "def"
  }
]


The error response might look like.
	HTTP/1.1 403 Forbidden
Date: Tue, 06 Aug 2019 16:50:26 GMT

Content-Type: application/json

[

  {

    "op": "add",

    "path": "/attributes/attrA/attrB",

    "value": "def",

    "status": 403,

    "type": "MODIFICATION_NOT_ALLOWED",

    "reason": "ATTRIBUTE_INVARIANT",

    "title": "The attribute field, whose value is requested to be replaced, is invariant."

  }
]


Note that the patch operation included in the request is repeated in the error response with "op", "path" and "value".
Other responses may look as below. Note that information not essential for illustrating the examples is left out (referred to as "...")
	...

[

  {

    ...

    "status": 404,

    "type": "TARGET_OBJECT_NOT_FOUND",

    "title": "The target URI does not exist."

  }

]


when "example.org /SubNetwork=SN1/ManagedElement=ME1/XyzFunction=XYZF1" does not exist.
	...

[

  {

    ...

    "status": 400,

    "type": "VALIDATION_ERROR",
    "reason": "OP_UNKNOWN",

    "title": "The patch operation add is not supported."

  }

]


when "add" is not supported.
	...

[

  {

    ...

    "status": 400,

    "type": "VALIDATION_ERROR",
    "reason": "NEW_ATTRIBUTE_NAME_UNKNOWN",

    "title": "The name of the attribute, that is requested to be added, is not known."

  }

]


when "attrB" is not known or supported.

	...

[

  {

    ...

"status": 400,

"type": "REQUST_OBJECTS_MISMATCH"
"reason": "NEW_ATTRIBUTE_PARENT_NOT_FOUND",

"title": "The parent of the attribute field, that is requested to be added, does not exist."

  }

]


when "attrA" does not exist.

	...

[

  {

    ...

    "status": 400,

    "type": "VALIDATION_ERROR",
    "reason": "NEW_ATTRIBUTE_VALUE_INVALID",

    "title": "The value of the attribute, that is requested to be added, is invalid."

  }

]


when the value "def" for "attrB" is invalid, for example when "attrB" is of type "number".

"reason": ["FINAL_ATTRIBUTE_VALUE_INVALID"],
not applicable
	...

[

  {

    ...

    "status": 403,

    "type": "MODIFICATION_NOT_ALLOWED",
    "reason": "ATTRIBUTE_NOT_WRITABLE",

    "title": "The attribute, that is requested to be added, is not writable."

  }

]


when "attrB" is not writable by MnS Consumers.
	...

[

  {

    ...

    "status": 403,

    "type": "MODIFICATION_NOT_ALLOWED",
    "reason": "ATTRIBUTE_INVARIANT",

    "title": "The attribute, that is requested to be added, is invariant."

  }

]


when "attrB" is invariant and cannot be added after object creation time any more.

"reason": ["ATTRIBUTE_NOT_FOUND"],
not applicable
In the next example an attribute field is requested to be removed.
	PATCH /SubNetwork=SN1/ManagedElement=ME1/XyzFunction=XYZF1 HTTP/1.1

Host: example.org

Content-Type: application/json-patch+json
[

  {

    "op": "remove",
    "path": "/attributes/attrA/attrB",
    "value": "def"
  }
]


Error responses may look like:
	...

[
  {

    "status": 404,

    "type": "TARGET_OBJECT_NOT_FOUND",

    "title": "The target URI does not exist."

  }
]


when "example.org /SubNetwork=SN1/ManagedElement=ME1/XyzFunction=XYZF1" does not exist.
	...

[

  {

    "status": 400,

    "type": "VALIDATION_ERROR",
    "reason": "OP_UNKNOWN",

    "title": "The patch operation remove is not supported."
  }

]


when "remove" is not supported.
	...

[

  {

    "status": 403,

    "type": "MODIFICATION_NOT_ALLOWED",
    "reason": "ATTRIBUTE_NOT_WRITABLE"
    "title": "The attribute, that is requested to be removed, is not writable."
  }

]


when "attrB" is not writable by MnS Consumers.
	...

[

  {

    "status": 403,

    "type": "MODIFICATION_NOT_ALLOWED",
    "reason": "ATTRIBUTE_INVARIANT",

    "title": "The attribute, that is requested to be removed, is invariant."
  }

]


when "attrB" is invariant and cannot be removed after object creation time.
	...

[

  {

    "status": 400,

    "type": "IE_NOT_FOUND",
    "reason": "ATTRIBUTE_NOT_FOUND",

    "title": "The attribute, that is requested to be removed, does not exist."
  }

]


when "attrA/attrB" does not exist.
In the next example the current value of an attribute field is requested to be replaced by a new value.
	PATCH /SubNetwork=SN1/ManagedElement=ME1/XyzFunction=XYZF1 HTTP/1.1

Host: example.org

Content-Type: application/json-patch+json
[

  {

    "op": "replace",
    "path": "/attributes/attrA/attrB",
    "value": "def"
  }
]


Error responses may look like:

	...

[

  {

    "status": 404,

    "type": "TARGET_OBJECT_NOT_FOUND",

    "title": "The resource identified by the target URI does not exist."
  }

]


when "example.org /SubNetwork=SN1/ManagedElement=ME1/XyzFunction=XYZF1" does not exist.
	...

[

  {

    "status": 400,

    "type": "VALIDATION_ERROR",
    "reason": "OP_UNKNOWN",

    "title": "The patch operation replace is not supported."
  }

]


when "replace" is not supported.
"reason": "NEW_ATTRIBUTE_NAME_UNKNOWN"
not applicable.
"reason": "NEW_ATTRIBUTE_PARENT_NOT_FOUND "
not applicable.
	...

[

  {

status": 400,

"type": "VALIDATION_ERROR",

"reason": "ATTRIBUTE_VALUE_INVALID",

"title": "The value, that is requested to replace an existing attribute value, is invalid."
  }

]


when the value "def" for "attrB" is invalid, for example when "attrB" is of type "number".
"reason": ["FINAL_ATTRIBUTE_VALUE_INVALID"],
not applicable.
	...

[

  {

    "status": 403,

    "type": "MODIFICATION_NOT_ALLOWED",

    "reason": "ATTRIBUTE_NOT_WRITABLE",

    "title": "The attribute, whose value is requested to be replaced, is not writable."
  }

]


when "attrB" is not writable by MnS Consumers.
	...

[

  {

    "status": 403,

    "type": "MODIFICATION_NOT_ALLOWED",

    "reason": "ATTRIBUTE_INVARIANT",

    "title": "The attribute, whose value is requested to be replaced, is invariant."
  }

]


when "attrB" is invariant, and its value cannot be replaced after object creation time.
	...

[

  {

    "status": 400,

    "type": "IE_NOT_FOUND",

    "reason": "ATTRIBUTE_NOT_FOUND",
    "title": "The attribute, whose value is requested to be replaced, does not exist."
  }

]


when "attrA/attrB" does not exist.
X.4.4
Error reasons for PUT, POST and DELETE and 3GPP JSON Patch
Valid values for the "reason" property related to a HTTP PUT, HTTP POST, HTTP DELETE and 3GPP JSON Patch request, when objects are to be manipulated, are:

· OBJECT_CREATION_NOT_ALLOWED (MODIFICATION_NOT_ALLOWED, 403 Forbidden): Objects of this class cannot be created by MnS Consumers. This reason is applicable to HTTP PUT, HTTP POST and the patch operation "add".
· OBJECT_DELETION_NOT_ALLOWED (MODIFICATION_NOT_ALLOWED, 403 Forbidden): Objects of this class cannot be deleted by MnS Consumers. This reason is applicable to HTTP DELETE and the patch operation "remove".
· OP_UNKNOWN (VALIDATION_ERROR, 400 Bad Request): The patch operation specified by the "op" property is not known by the MnS producer. This situation may occur, for example, when a patch operation is not supported or wrongly spelled.
· NEW_OBJECT_CLASS_UNKNOWN (VALIDATION_ERROR, 400 Bad Request): The object class of the object to be created is not known to the MnS Producer. This reason is applicable to HTTP PUT, HTTP POST and the patch operation "add".
· NEW_OBJECT_PARENT_NOT_FOUND (REQUEST_OBJECTS_MISMATCH, 422 Unprocessable Content): The parent of the object to be created does not exist. This reason is applicable to the patch operation "add", "move" and "copy".

· NEW_OBJECT_CONTAINMENT_INVALID (VALIDATION_ERROR, 400 Bad Request): The object cannot be created, moved or copied under the specified parent as requested, because this containment is not allowed. This reason is applicable to HTTP PUT; HTTP POST and the patch operations "add", "move" and "copy".
· NEW_OBJECT_ID_EXISTS (REQUEST_OBJECTS_MISMATCH, 422 Unprocessable Content): The object to be created, moved or copied has an "id" that exists already under the specified parent. This reason is applicable to HTTP PUT, HTTP POST and the patch operations "add", "move" and "copy".

· NEW_OBJECT_REPRESENTATION_INVALID (VALIDATION_ERROR, 400 Bad Request): The object representation of the object to be created does not comply to its class definition. This reason is applicable to HTTP PUT, HTTP POST and the patch operation "add".

· NEW_OBJECT_ATTRIBUTE_VALUE_MISSING (VALIDATION_ERROR, 400 Bad Request): The object cannot be created as requested, because one or more attribute or attribute field values, that shall be provided in the creation request, are not provided. This reason is applicable to HTTP PUT, HTTP POST and the patch operation "add".
· OBJECT_CARDINALITY_INVALID (REQUEST_OBJECTS_MISMATCH, 422 Unprocessable Content): The object cannot be added, removed or moved as requested, because this would result in violating the cardinality constraints. This reason is applicable to HTTP PUT, HTTP POST, HTTP DELETE, and the patch operations "add", "remove" and "move".

· OBJECT_NOT_FOUND (IE_NOT_FOUND, 400 Bad Request): The object to be removed, moved or copied does not exist. This reason is applicable to the patch operation "remove", "move" and "copy".

· OBJECT_NO_LEAF (REQUEST_OBJECTS_MISMATCH, 422 Unprocessable Content): The object to be removed or moved is not a leaf. This reason is applicable to HTTP DELETE and the patch operation "remove" and "move".
Assume the following patch is applied to an object tree, that has one "SubNetwork" instance only. The first operation requests to create a "ManagedElement". This operation is successful. The second operation requests to create a "HuhuFunction" object under the new object. The "HuhuFunction" is not known to the MnS Producer. The operation fails. The third operation fails as well, since it requests to create a new object under an object, that does not exist.
	PATCH /SubNetwork=SN1 HTTP/1.1

Host: example.org

Content-Type: application/3gpp-json-patch+json

[

  {

    "op": "add",
    "path": "/ManagedElement=ME1",
    "value": {

      "id": "ME3",
      "objectClass": "ManagedElement",
      "attributes": {

        "userLabel": " Berlin NW 3",

        "vendorName": "Company XY",

        "location": "Spandau"

      }

    }

  },

  {

    "op": "add",

    "path": "/ManagedElement=ME1/HuhuFunction=HUHUF1",

    "value": {

      "id": "XYZF1",

      "objectClass": "XyzFunction",

      "attributes": {

        "attrA": "xyz",

        "attrB": 771

      }

    }

  },

  {

    "op": "add",

    "path": "/ManagedElement=ME3/XyzFunction=XYZF1",

    "value": {

      "id": "XYZF2",

      "objectClass": "XyzFunction",

      "attributes": {

        "attrA": "abc",

        "attrB": 772
      }

    }

  }
]


	HTTP/1.1 207 Multi-Status
Date: Tue, 06 Aug 2019 16:50:26 GMT

Content-Type: application/json

[

  {

    "op": "add",

    "path": "/ManagedElement=ME1/HuhuFunction=HUHUF1",

    "value": {

      "id": "XYZF1",
      "objectClass": "XyzFunction",
      "attributes": {

        "attrA": "xyz",

        "attrB": 771
      }

    },
    "status": 400,
    "type": "VALIDATION_ERROR",

    "reason": "NEW_OBJECT_CLASS_UNKNOWN",

    "title": "The class of the new object to be created is not known."

  },
  {
    "op": "add",

    "path": "/ManagedElement=ME3/XyzFunction=XYZF1",

    "value": {

      "id": "XYZF2",

      "objectClass": "XyzFunction",

      "attributes": {

        "attrA": "abc",
        "attrB": 772

      }

    },
    "status": 422,
    "type": "REQUEST_OBJECTS_MISMATCH",

    "reason": "NEW_OBJECT_PARENT_NOT_FOUND",

    "title": "The parent object of the new object to be created does not exist."

  }
]


X.4.5
Error reasons for JSON Merge Patch
Error responses related to JSON Merge Patch, case attribute modifications, atomic, a patch modifies multiple attributes of a single object
Values for the "reason" property:

· NEW_ATTRIBUTE_NAME_UNKNOWN (VALIDATION_ERROR, 400 Bad Request): One or more attribute or attribute fields to be added are not known to the MnS Producer. The "badAttributes" property provides the names of these attributes and attribute fields.
· NEW_ATTRIBUTE_VALUE_INVALID (VALIDATION_ERROR, 400 Bad Request): One or more attributes or attribute fields to be updated or added have an invalid value. Valid values are determined by the attribute properties "type", "allowedValues", "multiplicity", "isOrdered", "isUnique", and "isNullable". The "badAttributes" property provides the path to these attributes and attribute fields.
· ATTRIBUTE_NOT_WRITABLE (MODIFICATION_NOT_ALLOWED, 403 Forbidden): One or more attributes or attribute fields to be added, updated or removed are not writable by MnS consumers, according to the attribute property "isWritable". The "invalidAttr" property provides the names of these attributes. The "badAttributes" property provides the path to these attributes and attribute fields.
· ATTRIBUTE_INVARIANT (MODIFICATION_NOT_ALLOWED, 403 Forbidden): One or more attributes or attribute fields to be added, updated or removed are invariant, according to the attribute property "isInvariant". The "badAttributes" property provides the path to these attributes and attribute fields.
· ATTRIBUTE_NOT_FOUND (IE_NOT_FOUND, 400 Bad Request): One or more attribute or attribute fields to be removed do not exist. The "badAttributes" property provides the path to these attributes and attribute fields.

Assume a resource where the attributes "attrA" and "attrB" exist. The following message requests to replace the current value of "attrB" with "def".
	PATCH /SubNetwork=SN1/ManagedElement=ME1/XyzFunction=XYZF1 HTTP/1.1

Host: example.org

Content-Type: application/json-merge-patch+json
{

  "id": "XYZF1",

  "attributes": {

    "attrA": {

      "attrB": "def"

    }

  }

}


When "attrB" is invariant the MnS Producer might respond as follows.
	HTTP/1.1 403 Forbidden
Date: Tue, 06 Aug 2019 16:50:26 GMT

Content-Type: application/json

[

  {
    "type": "MODIFICATION_NOT_ALLOWED",
    "reason": "ATTRIBUTE_INVARIANT",
    "title": "The attribute field, whose value is requested to be replaced, is invariant.",
    "badAttributes": ["/attributes/attrA/attrB"]
  }
]


X.4.6
Error reasons for 3GPP JSON Merge Patch (object manipulations)
Valid values for the "reason" property related to 3GPP JSON Merge Patch request are:

· OBJECT_CREATION_NOT_ALLOWED (MODIFICATION_NOT_ALLOWED, 403 Forbidden): Objects of this class cannot be created by MnS Consumers. The "badObjects" property specifies the Distinguished Names of these objects.
· OBJECT_DELETION_NOT_ALLOWED (MODIFICATION_NOT_ALLOWED, 403 Forbidden): Objects of this class cannot be deleted by MnS Consumers. The "badObjects" property specifies the Distinguished Names of these objects.
· NEW_OBJECT_CLASS_UNKNOWN (VALIDATION_ERROR, 400 Bad Request): The object class of one or more objects to be created is unknown to the MnS Producer. The "badObjects" property specifies the Distinguished Names of these objects.
· NEW_OBJECT_PARENT_NOT_FOUND (REQUEST_OBJECTS_MISMATCH, 422 Unprocessable Content): The parents of one or more objects to be created do not exist. The "badObjects" property specifies the Distinguished Names of the on-existent parent objects.
· NEW_OBJECT_CONTAINMENT_INVALID (VALIDATION_ERROR, 400 Bad Request): One or more objects cannot be created under the specified parent as requested, because this containment is not allowed. The "badObjects" property specifies the Distinguished Names of these objects.
· NEW_OBJECT_ID_EXISTS (REQUEST_OBJECTS_MISMATCH, 422 Unprocessable Content): One or more objects to be created or moved have an "id" that exists already under the specified parent. The "badObjects" property specifies the Distinguished Names of these objects.
· NEW_OBJECT_REPRESENTATION_INVALID (VALIDATION_ERROR, 400 Bad Request): The object representation of the object to be created does not comply to its class definition. The "badObjects" property specifies the Distinguished Names of these objects.
· OBJECT_CARDINALITY_INVALID (REQUEST_OBJECTS_MISMATCH, 422 Unprocessable Content): One or more objects cannot be added or removed as requested, because this would result in violating the cardinality constraints. The "badObjects" property specifies the Distinguished Names of these objects.
· OBJECT_NOT_FOUND (IE_NOT_FOUND, 400 Bad Request): One or more objects to be removed do not exist. The "badObjects" property specifies the Distinguished Names of these objects.
· OBJECT_NO_LEAF (REQUEST_OBJECTS_MISMATCH, 422 Unprocessable Content): One or more objects to be removed are not a leaf. The "badObjects" property specifies the Distinguished Names of these objects.
Editor's note: Should the objects in "badObjects" be specified with a DN, LDN, or URI?
Assume the "ManagedElement" with the identifier "ME3" does not exist. Then the following message requests to create two new objects under a non-existent object. This request cannot be satisfied.
	PATCH /SubNetwork=SN1 HTTP/1.1

Host: example.org

Content-Type: application/3gpp-merge-patch+json

{

  "id": "SN1",

  "ManagedElement": [

    {

      "id": "ME3",

      "XyzFunction": [

        {

          "id": "XYZF1",

          "objectClass": "XyzFunction",

          "attributes": {

            "attrA": "xyz",

            "attrB": 771

          }

        },

        {

          "id": "XYZF2",

          "objectClass": "XyzFunction",

          "attributes": {

            "attrA": "abc",

            "attrB": 772
          }

        }

      ]

    }

  ]

}


	HTTP/1.1 422 Unprocessable Content
Date: Tue, 06 Aug 2019 16:50:26 GMT

Content-Type: application/json

[

  {

    "type": "IE_NOT_FOUND",

    "reason": "NEW_OBJECT_PARENT_NOT_FOUND",
    "title": "The object, below which new objects are requested to be created, does not exist.",

    "badObjects": ["example.org/Subnetwork=SN1/ManagedElement=ME3"]

  }
]


X.4.7
Security considerations

When the MnS Consumer is not trustworthy or the MnS Producer does not want to disclose error details, just the "type" property may be included in the error response. The response body may be omitted also completely, and just the error status code be returned in the response status line.
	End of modifications
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