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1
Decision/action requested

Endorse that the updated WID on Enhancement of Management of Trace/MDT phase 2 is updated.
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3
Rationale

Through the years usage of the Management Based Activated Trace in the RAN has shown that many operators are using this feature 24/7 for getting specific events from all cells. The trace feature was never specified to be used in this manner and a more resource efficient solution is needed to support such usage
Management based trace has not been specified such that trace records can be correlated to a subscriber when they originate from the secondary node of a dual connectivity deployment or from the CUUP or DU for split RAN architecture deployments.
When addressing these concerns other issues are also identified:

· RAN UE ID was introduced for split architecture deployments. It is specified as a header attribute (32.423). However, conditions around when it is used have not been specified.

· Use of a cell list as a filter, provides no filtering when all cells are being monitored. It also has no meaning for CUUP function. Use of a publish/subscribe mechanism for trace records can be supported by all network functions and provides better granularity.

· Trace depth defines vendor extensions on standardized Events. Vendors may also have proprietary events for which support is not currently defined.  Use of a publish/subscribe mechanism could also address this gap.
3.1
Issues
Consider the NG-RAN trace starting mechanism as described in 32.422 [4]:
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Figure 4.2.2.10.1: NG-RAN trace starting mechanism with file-based trace reporting

Two areas are of particular concern and require improvement:

1) Starting a Trace recording Session and allocation of TRSR in response to a NAS Service Request

2) Signalling of TR and TRSR from the RAN node to the AMF

When all the cells are being traced continuously there is no need to signal the AMF to do the IMSI lookup. The AMF knows when UE sessions start. The related traffic messages can be used as triggers to provide the mapping data required by the TCE.  The mapping data can be based on AP IDs that both the RAN node and the core node know.  The core node provides the TCE with the connected entity IDs and AP IDs and the IMSI/IMEI(SV). The RAN node provides the TCE with the connected entity IDs and AP IDs and RAN UE ID whenever a logical connection to the core is established. All UE signalling related messages have a RAN UE ID so they can all be associated to a subscriber.

A solution based on RAN UE ID is proposed:

· A RAN UE ID should and can be instantiated at the same time as the TRSR is allocated, in the current standard, in response to the NAS Service Request.  Trace records that occur before the connection to the core can be captured.

· RAN UE ID is a large random number that is large enough to be considered unique for the UE session on the node. This means it can be generated independently. For example, in a split deployment if there is a new UE session initiated on the DU function it may allocate a new RAN UE ID without co-ordination from CUCP. There is a need to co-ordinate the creation of the common RAN UE ID between the managed functions. The required signalling for coordinating usage of the common RAN UE ID is already defined (TS 38.473 and TS 38.463). Continuing with a solution based on TRSR continues to require more signalling, that is redundant considering that RAN UE ID can meet the needs and is already defined for all UE sessions regardless, if the session is being traced or not.

· The NG interface is not the only interface where mapping needs to be performed. NG is used for the initial connection, but dual connectivity and split deployments use other interfaces.  A RAN UE ID can be generated in all these cases. Using RAN UE ID makes corerelation of trace records to a subscriber more consistent for the consumer.
In summary it is desired to remove the need for signalling of TRSR.When all cells are being traced continuously it is not required for the core to have this trigger. It is also not desirable to introduce related messaging dual connectivity or split architecture deployments. When all cells are being traced continuously there is not need for this extra traffic.
3.2
Potential enhancements

Updates to 32.421 [4] are proposed below which could be used as a basis for potential solutions to the issues identified in this paper.
3.2.1 Update 32.421 5.3.2 Requirements for starting a Trace Recording Session

The high level requirements for starting a Trace Recording Session, common to both Management activation and Signalling based activation), are as follows:

-
It is optional for the NE to start a Trace Recording Session if there are insufficient resources available within the NE.

-
The Trace Recording Session Reference shall be unique within a Trace Session.

-
The Trace Recording Session should be started after appropriate start trigger events are detected.

The high level requirements for starting a Trace Recording Session, specific to Management activation, are as follows:

-
Each NE shall, based on configuration from the management system, either:
- generate its own Trace Recording Session Reference (i.e., independent Trace Recording Sessions)
or provide a RAN UE ID, which is a large random number sufficiently large to be considered to be unique over the period of time for the session for the NE. A RAN UE ID is generated for the session regardless of whether the session is being traced or not.
-
Each NE shall start the Trace Recording Session based upon the Trace control and configuration parameters received by the NE in the Trace Session activation.

-
In the case of a trace other than Cell Traffic Trace, the correlation of Trace data will be done with a Trace Reference and IMSI / IMEI / IMEISV / Public User Identity.

-
The Trace Recording Session can start only when the IMSI (in the case of a subscriber trace), the IMEI / IMEISV (in case of UE trace) or Public User Identity (in the case of IMS) is made available in the NE. In order to trace the early phases of the call the IMSI (in case of subscriber trace), the IMEI / IMEISV (in case of UE trace) or Public User Identity (in case of IMS) shall be made available to the NE as soon as practically possible. E.g. the IMSI and IMEI / IMEISV shall be made available to both Serving RNC and Drift RNC. 

-
In the case of E-UTRAN the Core Network node that triggers a Trace Recording Session to E-UTRAN shall either:

-
provide a trace log including Trace Reference, Trace Recording Session Reference and the identity of the UE (i.e. IMSI or IMEI(SV) to the Trace Collection Entity, or

-
provide a notification including Trace Reference, Trace Recording Session Reference and the identity of the UE (i.e. IMSI or IMEI(SV)) to the Trace Collection Entity.

-
In the case of NG-RAN the Core Network node that triggers a Trace Recording Session to NG-RAN shall either:

-
provide a trace log including Trace Reference, Trace Recording Session Reference and the identity of the UE (i.e. IMSI /SUPI or IMEI(SV) to the Trace Collection Entity, or

-
provide a notification including Trace Reference, Trace Recording Session Reference and the identity of the UE (i.e. IMSI /SUPI or IMEI(SV)) to the Trace Collection Entity.

-
In the case of a Cell Traffic Trace, the Trace Recording Session should start upon the Trace control and configuration parameters being received by the NEs in the Trace Session activation and the presence of call activity. Furthermore, the Core Network node that handles the traced session should , if trace records are to be associated to a subscriber based on Trace Recording Session Reference, be requested to:

-
provide a trace log including Trace Reference, Trace Recording Session Reference and the identity of the UE (i.e. IMSI or IMEI(SV) to the Trace Collection Entity, or

-
provide a notification including Trace Reference, Trace Recording Session Reference and the identity of the UE (i.e. IMSI or IMEI(SV)) to the Trace Collection Entity.

- If trace records are to be associated to a subscriber based on RAN UE ID the Core Network node that handles the trace session should support configuration of a Trace Collection Entity IP Address for the file-based trace reporting or Trace Reporting Consumer URI for streaming trace reporting. Then
- whenever a UE-associated logical connection is established or modified it provides a trace log including Global RAN Node Id, Global Core Node Id, Core Node interface AP ID and Ran Node Interface AP ID, and the identity of the UE (i.e. IMSI or IMEI(SV) to the Trace Collection Entity, or
- whenever a UE-associated logical connection is established or modified it provides a notification including Global RAN Node Id, Global Core Node Id, Core Node interface AP ID and Ran Node Interface AP ID, and the identity of the UE (i.e. IMSI or IMEI(SV) to the streaming Trace Reporting Consumer.
Note: S1 or NG AP IDs are associated with a UE associated logical connection to the core per 36.401 [2] and 38.401 [3].
-
In the case of a Cell Traffic Trace (in a shared network only), the Trace Recording Session shall only be started for UEs which are served by the Participating Operator that has made the request to the Master Operator.

…
3.2.2 Update 32.421 Annex A (informative): Trace use cases

A.X Use Case #X Associating management based, trace recording sessions to subscribers when sessions are being traced continuously for all cells.

A.X.1
Goal

For management based, trace remove the requirement for signalling a Trace Recording Session Reference (TRSR) between the RAN and the core.  The CELL TRAFFIC TRACE message that provides the TRSR serves as a trigger for the core node to provide mapping of TRSR to identity of the UE (i.e. IMSI or IMEI(SV)) data to the TCE or streaming Trace Reporting Consumer. This serves the purpose of associating trace records for UE sessions from E-UTRAN or NG-RAN nodes with a subscriber.

This trigger is not required when all cells are being traced continuously, the core node knows when sessions to be traced start (all sessions are to be traced). Based on configuration the core node shall provide mapping data directly to the TCE or streaming Trace Reporting Consumer such that trace records from the E-UTRAN or NG-RAN nodes can be associated to a subscriber.

This is for the standalone use case, where UE sessions are started as the result of: an initial connection to the core, an incoming handover, or RRC re-establishment on a new node. UE sessions are associated to a subscriber without using a Trace Recording Session Reference.

A.X.2
Pre-conditions

When a UE session is initiated the E-UTRAN or NG-RAN node generates a RAN UE ID as a large random number, large enough to be considered unique for the duration of the session on the node.

All Trace Records provided by the RAN node that are associated with a UE session or starting a session, include a RAN UE ID.

E-UTRAN and NG-RAN node produced Trace Records associated with:

· INITIAL CONTEXT SETUP REQUEST

· UE CONTEXT MODIFICATION REQUEST

· S1/NG HANDOVER REQUEST

· PATH SWITCH REQUEST ACKNOWLEDGE

also provide the connected entities GUAMI and Global gNB ID, as well as the associated AMF UE NGAP ID and RAN UE NGAP ID as decoded content.

RAN node produced Trace Records associated with:

· X2/Xn HANDOVER REQUEST

· X2/Xn RETRIEVE UE CONTEXT RESPONSE

also provide the connected entities Old NG-RAN node and New NG-RAN node and the associated UE XnAP IDs.

The E-UTRAN and NG-RAN starting mechanisms are modified:

· A new attribute “Subscriber Association Method” is introduced to indicate if the node should generate a “Trace Recording Session Reference”, or a “RAN UE ID” to facilitate association of a session with a subscriber in the Trace Record Processing receiver.

· Trace Target is extended so that as well as a list of cells, all cells applicable to the node may be traced.

A.X.3
Description/steps

Note 1: For illustrative purposes of this use case the NG-RAN starting mechanism (as described in clause 4.2.2.10 of TS 32.422 [2] has been selected. The E-UTRAN starting mechanism is not conceptually different from the perspective of the use case. The actors (MME versus AMF, E-UTRAN versus NG-RAN nodes) and interfaces (S1/NG, X2/Xn) are different. E-UTRAN does not support streaming to a Trace Reporting Consumer or RRC INACTIVE state.

1. The management system configures/activates the Cell Trace User Mapping functionality in the AMF. Activation includes providing the Trace Collection Entity IP Address for the file-based trace reporting or Trace Reporting Consumer URI for streaming trace reporting.

Whenever a UE-associated logical connection is established or modified the AMF provides the TCE or the streaming Trace Reporting Consumer with the IDs of the connected entities GUAMI and Global gNB ID, as well as the associated AMF UE NGAP ID and RAN UE NGAP ID. The AMF also looks up and provides the identity of the UE (i.e. IMSI or IMEI(SV)).

The messages that serve as triggers for this are:

· INITIAL CONTEXT SETUP REQUEST

· UE CONTEXT MODIFICATION REQUEST

· HANDOVER REQUEST ACKNOWLEDGE

· PATH SWITCH REQUEST

2. The management system activates a Trace Session in the NG-RAN node. Control and configuration parameters are: 

· Trace Reference

· Trace Depth

· Trace Target is set such that all cells within the NG-RAN node are applicable.

· List of Interfaces is set such that no trace records are filtered based on interface.

· Trace Collection Entity IP address for file output or Trace Reporting Consumer URI for stream output is configured to be the same as what was configured on the AMF.

· Subscriber Association Method is set such that a Trace Recording Session Reference is not generated by the node.

Key messages for associating trace records with a subscriber, in the Trace Processing Receiver, are:

· INITIAL CONTEXT SETUP REQUEST

· UE CONTEXT MODIFICATION REQUEST

· NG HANDOVER REQUEST

· Xn HANDOVER REQUEST

· Xn RETRIEVE UE CONTEXT RESPONSE

· PATH SWITCH REQUEST ACKNOWLEDGE

A.X.4
Post-conditions

For each UE session that started based on connection to the core or where the connection to the core is modified:

· The core node provides the Trace Record Processing Receiver with a mapping of GUAMI and Global gNB ID, as well as the associated AMF UE NGAP ID and RAN UE NGAP ID to the identity of the UE (i.e. IMSI or IMEI(SV).

· The RAN node provides the Trace Record Processing Receiver with a mapping of GUAMI and Global gNB ID, as well as the associated AMF UE NGAP ID and RAN UE NGAP ID to the RAN UE ID as part of the Trace Record.

Based in these inputs using the common connected entities and AP IDs the Trace Record Processing Receiver associates the identity of the UE (i.e. IMSI or IMEI(SV) to the trace record based on the RAN UE ID.

For each UE session started as the result of an Xn HANDOVER:

· The Old NG-RAN node includes the RAN UE ID, its Global gNB ID, the New NG-RAN node’s Global gNB ID and associated UE XnAP IDs in its trace record associated with the Xn HANDOVER REQUEST.

· The New NG-RAN node includes the newly instantiated RAN UE ID, it’s Global gNB ID, the Old NG-RAN nodes Global gNB ID and associated UE XnAP IDs in its trace record associated with the Xn HANDOVER REQUEST. 

For each UE session started as the result the UE establishing RRC connection to a new NG-RAN node: 

· The Old NG-RAN node includes the RAN UE ID, its Global gNB ID, the New NG-RAN node’s Global gNB ID and associated UE XnAP IDs in its trace record associated with the Xn RETRIEVE UE CONTEXT RESPONSE.

· The New NG-RAN node includes the newly instantiated RAN UE ID, it’s Global gNodeBID, the Old NG-RAN nodes Global gNodeBID and associated UE XnAP IDs in its trace record associated with the Xn RETRIEVE UE CONTEXT RESPONSE. 

Based on these inputs, using the common connected entities and AP IDs the Trace Record Processing Receiver associates the identity of the UE (i.e. IMSI or IMEI(SV)) which it knew to be associated with the old RAN UE ID, to now be associated with the newly instantiated RAN UE ID.

All subsequent trace records for the started sessions, received by the Trace Processing Receiver may be associated to the identity of the UE based on the RAN UE ID.

For the Xn associated use cases the subsequent messaging includes PATH SWITCH REQUEST and PATH SWITCH REQUEST ACKNOWLEDGE from the core and NG-RAN node respectively. This messaging also enables the Trace Record Processing receiver to associate the new RAN UE ID to the identity of the UE (i.e. IMSI or IMEI(SV). This is useful if the Old NG-RAN node failed to provide a RAN UE ID mappable to the identity of the UE.

It may also be that the UE was sent to RRC_INACTIVE prior to RRC connection to a new NG-RAN node. The longer a UE is RRC_INACTIVE the more likely the Trace Record Processing receiver loses the mapping. This is another use case for providing mapping from the core apart form the initial connection.

A.Y Use Case #Y Associating management based, trace recording sessions to subscribers for dual connectivity deployments.

A.Y.1
Goal

For management based trace, enable the TCE or streaming Trace Reporting Consumer to associate trace records for UE sessions initiated on the secondary node of a dual connectivity deployment to a subscriber.

Two alternative methods are considered:

a) The primary node “Subscriber Association Method” is set to “Trace Recording Session Reference”.

b) The primary node “Subscriber Association Method is set to “RAN UE ID”.

A.Y.2
Pre-conditions

The RAN nodes are configured for and support dual connectivity.

E-UTRAN and NG-RAN nodes, under prescribed conditions described below, have the capability to instantiate a RAN UE ID, at the start of a UE session. A RAN UE ID is a large random number, large enough to be considered unique for the duration of the session on the node.

When the “Subscriber Association Method” is set to “Trace Recording Session Reference”, UE signalling associated trace records produced by the:

· primary node, include the TRSR. Inclusion of a RAN UE ID generated by the primary node is optional.

· secondary node, include the RAN UE ID generated by the secondary node 

When the “Subscriber Association Method” is set to “RAN UE ID”, UE signalling associated trace records produced by the:

· primary node, include the RAN UE ID generated by the primary node.

· secondary node, include the RAN UE ID generated by the secondary node. 

E-UTRAN and NG-RAN produced Trace Records associated with:

· SGNB ADDITION REQUEST ACKNOWLEDGE

· SENB ADDITION REQUEST ACKNOWLEDGE

· S-NODE ADDITION REQUEST ACKNOWLEDGE

provide the connected entities (Primary and Secondary Global NodeB), as well as the associated UE X2/Xn AP IDs as decoded content.

The E-UTRAN and NG-RAN starting mechanisms are modified:

· A new attribute “Subscriber Association Method” is introduced to indicate if the node should generate a “Trace Recording Session Reference”, or a “RAN UE ID” to facilitate association of a session with a subscriber in the Trace Record Processing receiver.

· Trace Target is extended so that as well as a list of cells, all cells applicable to the node may be traced.

A.Y.3
Description/steps

Note 1: For illustrative purposes of this use case the EN-DC deployment scenario is described. Conceptually NG-NG, eNB-eNB or eNB-NG deployments may be handled the same way. For the EN-DC use case file output is described. With the AMF as the core node streaming output can also be supported.  

The key trace record for associating trace records with a subscriber, in the Trace Processing Receiver, that is specific to EN-DC connectivity is:

· SGNB ADDITION REQUEST ACKNOWLEDGE

Alternative 1: The primary node Subscriber Association Method for the is based on Trace Recording Session Reference.

A1-1) The management system activates a Trace Session in the MeNB and the en-gNB. Control and configuration parameters include: 

•
Trace Reference

•
Trace Depth

•
Trace Target includes the applicable list of cells within the NG-RAN node.

•
List of Interfaces is set such that no trace records are filtered based on interface.

•
Trace Collection Entity IP address.

•
Subscriber Association Method is set to Trace Recording Session Reference. 

Note: This attribute is ignored on the secondary node of a dual connectivity deployment. This node always generates a RAN UE ID to be used to associate trace records with a subscriber.

A1-2) The NG-RAN starting mechanism based on TRSR and CELL TRAFFIC TRACE MESSAGE applies to the Primary node only:

Ref 32.422 [4]:

In NG-RAN, after the Cell Traffic Trace has been activated in the monitored cell(s), the NG-RAN node shall start a Trace Recording Session for new call(s)/session(s) and for already existing call(s)/session(s) (events for existing call(s)/session(s) are not required to be recorded prior to the activation of the cell traffic trace). When the NG-RAN node starts a Trace Recording Session it shall allocate a Trace Recording Session Reference (TRSR) for the given call or session. For file-based trace reporting, the NG-RAN node shall send the allocated Trace Recording Session Reference, the Trace Reference and the Trace Collection Entity address in the CELL TRAFFIC TRACE message to the AMF via the NG connection. For streaming trace reporting, the NG-RAN node shall send the allocated Trace Recording Session Reference, the Trace Reference and the URI of the Trace Reporting MnS consumer in the CELL TRAFFIC TRACE message to the AMF via the NG connection. 

When AMF receives this new NG signalling message containing the Trace Recording Session Reference (TRSR) and Trace Reference (TR), the AMF shall look up the SUPI/IMEI(SV) of the given call from its database and shall send the SUPI/IMEI(SV) numbers together with the Trace Recording Session Reference and Trace Reference to the Trace Collection Entity in case of the file-based trace reporting, or to Trace Reporting MnS consumer in case of the streaming trace reporting.

Alternative 2: The primary node Subscriber Association Method is based on RAN UE ID.

A2-1) The management system configures/activates the Cell Trace User Mapping functionality in the MME. Activation includes providing the Trace Collection Entity IP Address for the file-based trace reporting.

Whenever a UE-associated logical connection is established or modified the MME provides the TCE with the IDs of the connected entities, (GUMMEI and Global eNB ID), as well as the associated MME UE S1AP ID and eNB UE S1AP ID. The MME also looks up and provides the identity of the UE (i.e. IMSI or IMEI(SV)).

The messages that serve as triggers for this are:

•
INITIAL CONTEXT SETUP REQUEST

•
UE CONTEXT MODIFICATION REQUEST

•
HANDOVER REQUEST ACKNOWLEDGE

•
PATH SWITCH REQUEST

A2-2) The management system activates a Trace Session in the MeNB and the en-gNB. Control and configuration parameters include: 

· Trace Reference

· Trace Depth

· Trace Target is set such that all cells within the NG-RAN node are applicable.

· List of Interfaces is set such that no trace records are filtered based on interface.

· Trace Collection Entity IP address for file output is configured to be the same as what was configured on the MME (in the previous step).

· Subscriber Association Method is set to RAN UE ID.

A.Y.4
Post-conditions

Alternative 1: The primary node Subscriber Association Method is based on Trace Recording Session Reference

For each UE session started on the Secondary node as the result of the X2 SGNB ADDITION REQUEST

· The Primary E-UTRAN node includes the Trace Recording Session Reference and optionally the RAN UE ID it uses for the session, its Global eNB ID, the Secondary nodes Global gNB ID as well as the MeNB UE X2AP ID and SgNB UE X2AP ID in its trace record associated with the SGNB ADDITION REQUEST

· The secondary NG-RAN node includes its newly instantiated RAN UE ID, it’s Global gNB ID, the Primary nodes Global eNB ID as well as the MeNB UE X2AP ID and SgNB UE X2AP ID in its trace record associated with the SGNB ADDITION REQUEST

Alternative 2: The primary node Subscriber Association Method is based on RAN UE ID.

For each UE session started on the Secondary node as the result of the X2 SGNB ADDITION REQUEST

· The Primary E-UTRAN node includes the RAN UE ID it uses for the session, its Global eNB ID, the Secondary nodes Global gNB ID as well as the MeNB UE X2AP ID and SgNB UE X2AP ID in its trace record associated with the SGNB ADDITION REQUEST

· The secondary NG-RAN node includes its newly instantiated RAN UE ID, it’s Global gNB ID, the Primary nodes Global eNB ID as well as the MeNB UE X2AP ID and SgNB UE X2AP ID in its trace record associated with the SGNB ADDITION REQUEST

Based on these inputs, using the common connected entities and AP IDs, the Trace Record Processing Receiver associates the identity of the UE (i.e. IMSI or IMEI(SV)) which it knows to be associated with the Trace Recoding Session Reference (Alternative 1) or the RAN UE ID (Alternative 2) generated by the MeNB, to now also be associated with RAN UE ID instantiated by the SgNB.

All UE session related trace records from the SgNB, received by the Trace Processing Receiver may be associated to the identity of the UE (i.e. IMSI or IMEI(SV) based on the RAN UE ID generated on the SgNB.

A.Z Use Case #Z Associating management based, trace recording sessions to subscribers for Split Architecture Deployments.

A.Z.1
Goal

For management based, trace enable the TCE or streaming Trace Reporting Consumer to associate trace records to a subscriber for UE sessions initiated from each of the network functions in a split architecture deployment.

Two alternative methods are considered:

a) The CUCP “Subscriber Association Method” is set to “Trace Recording Session Reference”.

b) The CUCP  “Subscriber Association Method is set to “RAN UE ID”.

A.Z.2
Pre-conditions

The RAN node is deployed as a split architecture deployment.

When a UE session is initiated, the node generates a RAN UE ID as a large random number, large enough to be considered unique for the duration of the session on the node. The RAN UE ID may be instantiated by the gNB-DU and communicated to the gNB-CU (INITIAL UL RRC MESSAGE TRANSFER). The RAN UE ID is also instantiated by the CUCP for the cases when the UE session is initiated by trigger messages from the core, or incoming handovers.  The gNB-CU co-ordinates consistent use of the RAN UE ID between itself and the gNB-DU (UE CONTEXT SETUP REQUEST), and the gNB-CU-UP (BEARER CONTEXT SETUP REQUEST).  This is described in traffic specifications for the gNB-DU (TS 38.473) and for the gNB-CU-UP (TS 38.463). 

All Trace Records provided by each of the network functions of the RAN node that are associated with a UE session or starting a session, include a common RAN UE ID.

gNB-CU produced Trace Records associated with:

· INITIAL CONTEXT SETUP REQUEST

· UE CONTEXT MODIFICATION REQUEST

· S1/NG HANDOVER REQUEST

· PATH SWITCH REQUEST ACKNOWLEDGE

provide the connected entities GUAMI and Global gNB ID, as well as the associated AMF UE NGAP ID and RAN UE NGAP ID as decoded content.

gNB-CU produced Trace Records associated with:

· X2/Xn HANDOVER REQUEST

· X2/Xn RETRIEVE UE CONTEXT RESPONSE

provide the connected entities Old NG-RAN node and New NG-RAN node and the associated UE XnAP IDs.

The E-UTRAN and NG-RAN starting mechanisms are modified:

· A new attribute “Subscriber Association Method” is introduced to indicate if the node should generate a “Trace Recording Session Reference”, or a “RAN UE ID” to facilitate association of a session with a subscriber in the Trace Record Processing receiver.

· Trace Target is extended so that as well as a list of cells, all cells applicable to the node may be traced.

A.Z.3
Description/steps

Alternative 1: The gNB-CU is provisioned with the Subscriber Association Method based on Trace Recording Session Reference.

A1-1) The management system activates a Trace Session in the CUCP, CUUP and DU network functions of the gNB. Control and configuration parameters include: 

•
Trace Reference

•
Trace Depth

•
Trace Target includes the applicable list of cells within the NG-RAN node. This may include “all cells”.

Note: This attribute is ignored on CUUP as it has no notion of cell.

•
List of Interfaces is set such that no trace records are filtered based on interface.

•
Trace Collection Entity IP address for file output or Trace Reporting Consumer URI for stream output is provided.

•
Subscriber Association Method is set to Trace Recording Session Reference. 

Note: This attribute is only used by CUCP. Trace records from CUUP and the DU may only be associated to a subscriber based on RAN UE ID.

A1-2) The NG-RAN starting mechanism based on TRSR and CELL TRAFFIC TRACE MESSAGE applies to the gNB-CU only:

Ref 32.422 [4]:

In NG-RAN, after the Cell Traffic Trace has been activated in the monitored cell(s), the NG-RAN node shall start a Trace Recording Session for new call(s)/session(s) and for already existing call(s)/session(s) (events for existing call(s)/session(s) are not required to be recorded prior to the activation of the cell traffic trace). When the NG-RAN node starts a Trace Recording Session it shall allocate a Trace Recording Session Reference (TRSR) for the given call or session. For file-based trace reporting, the NG-RAN node shall send the allocated Trace Recording Session Reference, the Trace Reference and the Trace Collection Entity address in the CELL TRAFFIC TRACE message to the AMF via the NG connection. For streaming trace reporting, the NG-RAN node shall send the allocated Trace Recording Session Reference, the Trace Reference and the URI of the Trace Reporting MnS consumer in the CELL TRAFFIC TRACE message to the AMF via the NG connection. 

When AMF receives this new NG signalling message containing the Trace Recording Session Reference (TRSR) and Trace Reference (TR), the AMF shall look up the SUPI/IMEI(SV) of the given call from its database and shall send the SUPI/IMEI(SV) numbers together with the Trace Recording Session Reference and Trace Reference to the Trace Collection Entity in case of the file-based trace reporting, or to Trace Reporting MnS consumer in case of the streaming trace reporting.

Alternative 2: The gNB-CU is provisioned with the RAN UE ID based Subscriber Association Method.

A2-1) The management system configures/activates the Cell Trace User Mapping functionality in the AMF. Activation includes providing the Trace Collection Entity IP Address for the file-based trace reporting or the Trace Reporting Consumer URI for streaming trace reporting.

Whenever a UE-associated logical connection is established or modified the AMF provides the trace reporting consumer with the IDs of the connected entities, (GUAMI and Global gNB ID), as well as the associated AMF UE NGAP ID and RAN UE NGAP ID. The AMF also looks up and provides the identity of the UE (i.e. IMSI or IMEI(SV)).

The messages that serve as triggers for this are:

•
INITIAL CONTEXT SETUP REQUEST

•
UE CONTEXT MODIFICATION REQUEST

•
HANDOVER REQUEST ACKNOWLEDGE

•
PATH SWITCH REQUEST

A2-2) The management system activates a Trace Session in the gNB-CU, gNB-DU and gNB-CU-UP. Control and configuration parameters include: 

· Trace Reference

· Trace Depth

· Trace Target is set such that all cells within the NG-RAN node are applicable.

· List of Interfaces is set such that no trace records are filtered based on interface.

· Trace Collection Entity IP address or Trace Reporting Consumer URI for streaming trace reporting for file output is configured to be the same as what was configured on the AMF (in the previous step).

· Subscriber Association Method is set to RAN UE ID.

A.Z.4
Post-conditions

Alternative 1: The gNB-CU Subscriber Association Method is based on Trace Recording Session Reference

The trace reporting consumer receive mapping of TRSR to the identity of the UE (i.e. IMSI or IMEI(SV)) from the AMF. The CUCP provides the TRSR and the RAN UE ID in UE signalling related trace records it produces.

The gNB-DU and gNB-CU-UP provide the RAN UE ID in all UE signalling related trace records they produce. 

All UE session related trace records from the gNB managed functions, received by the Trace Processing Receiver may be associated to the identity of the UE (i.e. IMSI or IMEI(SV) based on the TRSR or RAN UE ID in the trace records.

Limitation/Discussion

gNB-CU-UP cannot filter using the cell list. It will send Trace Records for all cells. This means the trace record processing receiver receives processing records that are not requested.  Additionally, they cannot be associated to a subscriber as the gNB-CU will not instantiate a TRSR for these sessions.

One approach is for the receiver to drop such trace records, as they were not desired anyway. This is not a problem when all cells are being traced continuously.  

Another approach could be to have the gNB-CU not send the RAN UE ID to the gNB-CU-UP in the BEARER CONTEXT SETUP REQUEST if the cell is not applicable. If the RAN UE ID is not provided, then the CUCP should not produce the trace record. The gNB-DU does not have this issue as it can filter based on cell.

When all cells are being traced continuously, reducing the trace record scope is better handled with a publish/subscribe interface. Filter based on the desired trace records, not cells. 

Alternative 2: The gNB-CU Subscriber association Method is based on RAN UE ID

For each UE session that started based on connection to the core or where the connection to the core is modified:

· The core node provides the Trace Record Processing Receiver with a mapping of GUAMI and Global gNB ID, as well as the associated AMF UE NGAP ID and RAN UE NGAP ID to the identity of the UE (i.e. IMSI or IMEI(SV).

· The gNB-CU provides the Trace Record Processing Receiver with a mapping of GUAMI and Global gNB ID, as well as the associated AMF UE NGAP ID and RAN UE NGAP ID to the RAN UE ID as part of the Trace Record.

Based in these inputs using the common connected entities and AP IDs the Trace Record Processing Receiver associates the identity of the UE (i.e. IMSI or IMEI(SV) to the trace record based on the RAN UE ID.

For each UE session started as the result of an Xn HANDOVER:

· The Old NG-RAN node includes the RAN UE ID, its Global gNB ID, the New NG-RAN node’s Global gNB ID and associated UE XnAP IDs in its trace record associated with the Xn HANDOVER REQUEST.

· The gNB-CU on the New NG-RAN node includes the newly instantiated RAN UE ID, it’s Global gNB ID, the Old NG-RAN nodes Global gNB ID and associated UE XnAP IDs in its trace record associated with the Xn HANDOVER REQUEST. 

For each UE session started as the result the UE establishing RRC connection to a new NG-RAN node: 

· The Old NG-RAN node includes the RAN UE ID, its Global gNB ID, the New NG-RAN node’s Global gNB ID and associated UE XnAP IDs in its trace record associated with the Xn RETRIEVE UE CONTEXT RESPONSE.

· The gNB-CU on the New NG-RAN node includes the newly instantiated RAN UE ID, it’s Global gNodeBID, the Old NG-RAN nodes Global gNodeBID and associated UE XnAP IDs in its trace record associated with the Xn RETRIEVE UE CONTEXT RESPONSE. 

Based on these inputs, using the common connected entities and AP IDs the Trace Record Processing Receiver associates the identity of the UE (i.e. IMSI or IMEI(SV)) which it knew to be associated with the old RAN UE ID, to now be associated with the newly instantiated RAN UE ID.

All subsequent trace records for the started sessions, received by the Trace Processing Receiver may be associated to the identity of the UE based on the RAN UE ID. All trace records, whether they originate from the gNB-CU, gNB-DU or gNB-CU-UP have a RAN UE ID.

For the Xn associated use cases the subsequent messaging includes PATH SWITCH REQUEST and PATH SWITCH REQUEST ACKNOWLEDGE from the core and NG-RAN node respectively. This messaging also enables the Trace Record Processing receiver to associate the new RAN UE ID to the identity of the UE (i.e. IMSI or IMEI(SV). This is useful if the Old NG-RAN node failed to provide a RAN UE ID mappable to the identity of the UE.

It may also be that the UE was sent to RRC_INACTIVE prior to RRC connection to a new NG-RAN node. The longer a UE is RRC_INACTIVE the more likely the Trace Record Processing receiver loses the mapping. This is another use case for providing mapping from the core apart form the initial connection.

4
Detailed proposal

Endorse the updated WID proposal on Enhancement of Management of Trace/MDT phase 2 [6] andconsider the details contained in this paper as input to continue such work.
