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3
Rationale

<Solution for management of the related information for NPN service customer> - Relation of MSAC and FS_OAM_eNPN:

SA5 has conducted a study on access control for management service in TR 28.817 [1], which raised potential requirements on 3GPP management system according to use cases and security risks, and proposed solutions to mitigate the risks. Based on that, SA5 has a Rel-18 WI named as MSAC, one of the objective is to enhance generic Network Resource Model and generic management services, including stage 2 and stage 3, to support authentication and authorization capabilities, see S5-226839 Revised WID for WID Access control for management service [2].

In potential solution #1: Management of the related information for NPN service customer of TR 28.907 [3], which is the output of FS_OAM_eNPN [4], NPN-SP/NPN-OP receives the vertical information from NPN-SC and executes the authentication and authorization for a vertical. The NPN-SP/NPN-OP allocates a new identity which is associated with the vertical identity and creates the context information of the vertical in local. The context information can be managed in form of NRM IOCs. The attribute authorizedMnS and Validity defined in Table 7.1.4-1 of TR 28.817 [1] are mentioned can be used for holding the related vertical information authorizedMnS and validDuration.

Therefore, from access control solution pov, there is a link between the current MSAC and FS_OAM_eNPN.

<Possible solution for end-to-end handling of NSC requirements for network slice management capabilities exposure> - Relation of MSAC and FS_NSCE:

SA5 has conducted a study on access control for management service in TR 28.817 [1], which raised potential requirements on 3GPP management system according to use cases and security risks, and proposed solutions to mitigate the risks. Based on that, SA5 has a Rel-18 WI named as MSAC, one of the objective is to enhance generic Network Resource Model and generic management services, including stage 2 and stage 3, to support authentication and authorization capabilities, see S5-226839 Revised WID for WID Access control for management service [2].

In 7.13 Possible solution for end-to-end handling of NSC requirements for network slice management capabilities exposure of TR 28.824 [5], which is the output of FS_NSCE [6], it is mentioned that an Access Control NRM fragment is required to capture per NSC (a.k.a. tenant) access rights.

Therefore, from access control solution pov, there is also a link between the current MSAC and FS_NSCE.

Relation of FS_NSOEU and FS_NSCE:
In scope of TR 28.829 [7], it mentions that the study will consider both energy utility use cases and requirements and the study of FS_NSCE [6] can be considered for the technical investigation. In the SID of FS_NSOEU [8], it is mentioned that this FS_NSCE study [6] is relevant and shall be considered as the basis for further study of exposure of performance and other OAM information in the FS_NSOEV study.
Therefore, from management capabilities exposure solution pov, there is a link between the current FS_NSOEU and FS_NSCE.

4
Detailed proposal

It is proposed to endorse the following way forward:
1. Extend the scope of current MSAC to include the normative work scope of FS_NSCE and FS_NSOEU to provide a full set of management capabilities exposure and access control solution. No need for launching new work item for FS_NSCE and FS_NSOEU.

2. Use the extended MSAC as the anchor point of management capabilities exposure and access control solution to be referred by a new normative work item for FS_OAM_eNPN.
