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1	Decision/action requested
[bookmark: _Hlk64897434]Include the proposed text in TR 28.824
2	References
[bookmark: _Hlk83628987][1]		3GPP TR 28.824: "Study on network slice management capability exposure".

3	Discussion
In various Rel-18 study and work items (e.g. FS_NSCE, MSAC) there are ongoing discussions about what network slice management capabilities exposure means, how to expose them and how access control to management services can apply. 
There seems to be a common understanding that, once a network slice has been allocated to a NSC, this NSC can use APIs provided by MnS Producers to access exposed management services, after authentication and authorization phases.
Note: In this document, authorization and access control are two different terms used interchangeably.
Observations:
In the Network Slice-as-a-Service (NSaaS) mode, the network slice ordering and provisioning is as follows:
1. The Communication Service Customer (CSC) orders a Network Slice product to the Communication Service Provider (CSP), based on product offering visible on the CSP’s catalog. Consequently, the CSC is a Network Slice Customer (NSC) and the CSP is a Network Slice Provider (NSP);
2. NSP’s BSS receives the product order, analyzes it and sends a service order to its Service Management Layer (SML) to allocate a network slice to the NSC;
3. NSP’s SML receives the service order, analyzes it and sends resource order(s) to its Network Management Layer (NML), to allocate network slice subnets to the network slice;
4. At some point of time, NSP informs NSC, via its BSS, that the network slice product ordering phase is completed (the network slice may be ready for use by the NSC or not).
During the operation phase of the network slice, NSC may want to access network slice management capabilities, i.e. management services to e.g. (re-)configure the network slice, collect alarms and/or performance measurements or KPIs related to the network slice previously allocated t this NSC. To achieve this, NSC has to go through 1) authentication phase and 2) authorization phase, where the latter is when NSP checks NSC access rights to management services, their components type-A, B and C and decides to accept or reject NSC requests. To achieve this, NSP needs to create and maintain access rights.
This contribution describes a possible end-to-end solution for handling NSC requirements wrt. network slice management capabilities exposure, from the network slice ordering phase to the network slice operation phase.
4	Detailed proposal

	Start of changes



[bookmark: _Toc107775482]7.X	Possible solution for end-to-end handling of NSC requirements for network slice management capabilities exposure
In this possible solution: 
1. Network Slice Customer (NSC) orders a network slice to its Network Slice Provider (NSP). In the product order request, NSC expresses its requirements wrt. bandwidth, latency, coverage, etc. In addition, NSC may express its requirements for network slice management capabilities exposure;
NOTE 1: In order to enable NSC to express its network slice management capabilities exposure expectations, whether a new attribute is needed in NG.116 GST is FFS.
2. NSP BSS receives and analyzes NSC product order request;
3. NSP BSS sends a service order request to NSP OSS SML. The service order request includes NSC requirements including those related to network slice management capabilities exposure;
4. NSP OSS SML receives these requirements, analyzes them
5. NSP OSS SML captures them in the form of NSC-specific access control data
NOTE: an Access Control NRM fragment is required to capture per NSC (a.k.a. tenant) access rights.
6. NSP OSS/SML sends the service order response to BSS;
7. NSP BSS sends the product order response order to NSC.
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Then, during the network slice operation phase, if NSC requests access to network slice management capabilities, NSP may, during the authorization phase, check NSC request against the data available in its Access Control NRM.
[image: ]

NSP OSS SML may accept or reject NSC request to access to network slice management capabilities.

















	
	

	

	


	
	



	

	

	
	



	
	







	
	

	

	


	
	



	




	

	
	




	
	










	
	

	

	


	
	



	






	

	
	






	
	
















	[bookmark: clause4]End of changes
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Attributes  Support  Cardinality  Description  

 token ID  M  1  The identification of the token  

 Validity  M  1  The time based validity of the  token, beyond which the token will  be considered  in - valid.  

  authorizedMnS  M  1…*  List of management services and  its capabilities the consumer is  authorized to access.  

   MnS Type, Label, Version  O  0…1  Type of MnS (PROVISIONING,  FAULT_SUPERVISION,  PERFORMANCE_ASSURANCE),  Label: human readable  description,  Version: version of the MnS  

   allowedComponentA  M  1…*  The list of operation of the MnS,  consumer is authorized to access.  This will be the {MnSRoot} in case  of OpenAPI implementations  

   allowedComponentB  M  1…*  The list of IOC the consumer can  access.   

    uri  M  1  The URI of the NRM fragment  (IOC)  

    allowedAttr  M  1…N  The list of attributes permission  present in the IOC  

     attName  M  1  Attribute name present in the IOC  

     attPermission  M  1  The type of  permission (Readonly,  Writeable)  

   allowedComponentC  O  0…1  The list of performance  measurement and the KPI, the  consumer is authorized to collect.  

    allowedMeasurement   M  1..*  List of authorized measurements  

     managedEntity  M  1  Managed entity  producing the  measurement  

     perfMeasurement  M  1  Measurement the consumer is  authorized to collect.  

    allowedKPI   M  1..*  List of authorized KPI  

    allowedAlarmInfo  O  1…*  List of alarm info the consumer is  authorized to receive  

     managedEntityAlarmInfo  M  1  Alarm info  

   allowedNotifications  M  1…*  The url of the notification which  consumer is authorized to  subscribe for.  

 


