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1	Decision/action requested
Approval
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[bookmark: specRelease][2]	3GPP TR 28.817: "Study on access control for management service (Release 17)"

3	Rationale
This contribution is proposed to resolve ‘Editor’s note: The details of the context information of the vertical in NPN management system is FFS.’ in TR 28.907 [1] clause 5.2.2.1.2.
Table 7.1.4-1 in TR 28.817 [2] gives a structure of access token to help for the access control of MnS consumption, which we think can also be applied to external MnS consumer (e.g. NPN-SC) consuming MnS. Therefore, we propose to reuse the attribute authorizedMnS and validDuration defined in TR 28.817 Table 7.1.4-1 as part of context information of NPN-SC. 

4	Detailed proposal
This contribution proposes to make the following changes in [1].
	1st change


[bookmark: _Toc112408141]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
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[3]	3GPP TS 22.261: "Service requirements for the 5G system".
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[6]	3GPP TS 22.104: "Service requirements for cyber-physical control applications in vertical domains".
[7]	3GPP TS 28.532: "Management and orchestration; Generic management services".
[8]	3GPP TS 23.501: "System architecture for the 5G System (5GS)".
[9]	3GPP TS 32.422: "Telecommunication management; Subscriber and equipment trace: Trace control and configuration management "
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[11]	3GPP TS 28.541: "Management and orchestration; 5G Network Resource Model (NRM); Stage 2 and stage 3".
[x]	3GPP TR 28.817: "Study on access control for management service".


	next change


[bookmark: _Toc112408158]5.2.2	Potential solutions
[bookmark: _Toc112408159]5.2.2.1	Potential solution #1: Management of the related information for NPN service customer 
[bookmark: _Toc112408160]5.2.2.1.1	Introduction
This clause describes briefly the potential solution for management of the related information for NPN service customer.
[bookmark: _Toc112408161]5.2.2.1.2	Description
An NPN is provided to a vertical (playing the role of NPN-SC) for private use. Before an NPN is created, an MNO (playing the role of NPN-SP/NPN-OP) needs to authenticate the vertical. If the authentication is passed, the MNO management system should manage the related information for NPN service customer, for example, allocating a new identity of the vertical which can be used in MNO management system and creating the context of the vertical to keep the new identity, authorized available management capabilities, required coverage area and so on. 
The procedure of management of the related information for NPN service customer is following. The pre-condition of the procedure is the business agreements between MNO and NPN-SC is reached.
[image: ]
Figure 5.2.2.1.2-1: Procedure of management of the related information for NPN service customer
1)	NPN-SC provides the vertical information (e.g. human readable name of vertical, subscribed management capabilities exposed to vertical, etc.) to register a vertical to NPN-SP/NPN-OP through an NPN-SC registration request message. This message may be interacted with BSS layer. But the BSS layer should forward the subscription data to OSS layer to authorize the exposure of management capabilities and corresponding managed resources to NPN-SC. 
2)	NPN-SP/NPN-OP receives the vertical information from NPN-SC and executes the authentication and authorization for a vertical. The NPN-SP/NPN-OP allocates a new identity which is associated with the vertical identity and creates the context information of the vertical in local. The context information can be managed in form of NRM IOCs. The NPN-SP/NPN-OP uses the allocated new identity in MNO management system to identify the corresponding vertical.
[bookmark: _GoBack]The details of the context information, as example, are: 
· consumerID: It is used to identify the MnS consumer (e.g. NPN-SC).
· authorizedMnS: It gives a list of management services that are allowed to be exposed to the NPN-SC. The MnS components Type A, Type B and/or Type C should be specified in this attribute. The attribute authorizedMnS defined in Table 7.1.4-1 of TR 28.817 [x], which gives list of management services and its capabilities the consumer is authorized to access, can be used to for holding this information.
· [bookmark: _Hlk118277318]validDuration: It specifies a time period during which the NPN-SC can consume the exposed management capabilities. The NPN-SC is banned to consume exposed management capabilities when it is out of the valid duration. The attribute Validity defined in Table 7.1.4-1 of TR 28.817 [x] can be used to for holding this information.
Editor's note: The details of the context information of the vertical in NPN management system is FFS. 
3)	The NPN-SP/NPN-OP sends NPN-SC registration response message to the NPN-SC including the authentication result (e.g. success or failure), the new identity, authorized available management capabilities information and other attributes which are part of the context information of the vertical.
Editor's note: The outcome of management capability exposure governance in FS_NSCE study item will be taken into consideration for identifying the authorized available management capabilities information in step 3).
	[bookmark: _Toc462827461][bookmark: _Toc458429818]End of changes



image1.png
NPN-SC NPN-SP/OP

|1 NPN-SC registration request |

L NPN:SC registration request,, |

| 2. NPN-SC information
creation, e g. allocating ID

3.NPN-SC registration response

‘NPN'SC ‘NPNVSP/OP




