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1
Decision/action requested

The group is asked to discuss and agree on the proposal.
2
References

3
Rationale

This contribution is to elabotate the access control aspects towards the management services and aims to bring clarity on Authentication and Authorisation of the same
4
Detailed proposal

	Start of 1st modification


4.1

Identity and Access Control

4.1.x1
Description

                Network Management systems are becoming a challenge to manage in terms of the users of the system as well as the access control that needs to be applied continuousy on a need to know and least privilege basis
Flexibility and agility to adapt to these growing needs is the key for a sustainable identity and access control implementation.


The below depicton indicates some challenges to be considered in Management service(MnS) consumer identification, Management service(MnS) producer and the operational setup of authentication and access control.
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 The service based architecture needs to factor seamless integration to any system for authentication of Management Service(MnS) Consumers as well as the most secure aspect of access towards the Management Producer(MnP).
The need to make continuos user and access control related changes by security administrators or users of the system should be supported with ease and simplicity.
Today we have various human users, machine users and various resources that are continuously growing with complexities below:
· Human users seem to require various levels of access control. 
· Machine type of communication in the direction towards automated systems require another type of access and may not necessarily be user name password based. 
· Resources and modules themselves require various level of clearance depending on the sensitivity of the data being accessed
· Entities have to be centrally managed or have to be managed in a distributed manner
· Scopes and fine grained granular permissions are very telecom specific and not IT system concerns
	End of 1st modification


	Start of 2nd modification



5.1 Identification and Access control 




5.1.x1    Description


The identity and access control system should be designed for role based access control. This makes the possibility to provision with ease from an administrator point of view. Also the authorisation rules can support the fine grained permissions when associated with a role. 




5.1.x2    Usecases



5.1.x2.1 
Role based access control
This is based upon the concept of administrators adding users to particular roles. Also the users should be assigned to resources based on a least privilege principle and access rules associated to the resource
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5.1.x3    Requirements
	Requirement label
	Description
	Related use case(s)/Motivation

	UC-MSAC-0x
	3GPPP management system should support role based access control.
	Ease of use of administration

Least privilege principle

	
	
	


	End of 2nd modification


Figure � SEQ Figure \* ARABIC �1� - Areas of challenge in access control for management systems





Figure � SEQ Figure \* ARABIC �2� - role based access
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