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[bookmark: foreword][bookmark: _Toc103767357]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: _Toc103767358]Introduction
[bookmark: scope][bookmark: _Toc103767359]
1	Scope
3GPP Rel-17 introduced management support for non-public networks in TS 28.557 [2] based on stage 1 service requirements in TS 22.261 [3]. The present document is to study further enhancements to management of non-public networks including the following aspects:
· Study enhanced management of SNPN and PNI-NPN. For example, study new requirements and potential solutions of management capability exposure for SNPN and PNI-NPN, and how the mobile network operator and vertical customer cooperate to realize management and orchestration of network in MNO-Vertical Managed Mode in TS 28.557 [2].
· Study management of vertical as an authorized NPN service customer, e.g. the management of authorized capability of utilizing management services and management data.
· Study requirements and potential solutions to support end to end network management (including RAN domain and CN domain) in NPN scenarios.
· Study on potential solutions for cooperation between 3GPP and non-3GPP management systems to coordinate the execution of activities across them, for example, by sending one management system notifications about the state of the activities carried out in other management system if necessary.

[bookmark: references][bookmark: _Toc103767360]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 28.557: "Management and orchestration; Management of Non-Public Networks (NPN); Stage 1 and stage 2".
[3]	3GPP TS 22.261: "Service requirements for the 5G system".
[4]	3GPP TS 22.867 "Study on 5G Smart Energy and Infrastructure".
[5]	5G-ACIA: Exposure of 5G Capabilities for Connected Industries and Automation Applications, https://5g-acia.org/whitepapers/exposure-of-5g-capabilities-for-connected-industries-and-automation-applications-2/
[6]	3GPP TS 22.104: "Service requirements for cyber-physical control applications in vertical domains".
[7]	3GPP TS 28.532: "Management and orchestration; Generic management services".

[bookmark: definitions][bookmark: _Toc103767361]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc103767362]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc103767363]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc103767364]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
<ABBREVIATION>	<Expansion>

[bookmark: clause4][bookmark: startOfAnnexes][bookmark: _Toc68068790][bookmark: _Toc57233478][bookmark: _Toc54952030][bookmark: _Toc54940315][bookmark: _Toc50558960][bookmark: _Toc43475356][bookmark: _Toc43392560][bookmark: _Toc31114286][bookmark: _Toc26337039][bookmark: _Toc25934659][bookmark: _Toc23326069][bookmark: _Toc21087536][bookmark: _Toc103767365]4	Overview
[bookmark: _Toc68068791][bookmark: _Toc57233479][bookmark: _Toc54952031][bookmark: _Toc54940316][bookmark: _Toc50558961][bookmark: _Toc43475357][bookmark: _Toc43392561][bookmark: _Toc31114287][bookmark: _Toc26337040][bookmark: _Toc25934660][bookmark: _Toc103767366]4.1	General
The management of non-public networks (NPN) is introduced in TS 28.557 [2] which focuses on the basic management and orchestration aspects of NPN. The fundamental concepts, management modes, roles related to NPN management and some basic solutions mainly including provisioning of SNPN and PNI-NPN are captured in TS 28.557 [2].
However, in NPN management MNO-Vertical Managed Mode, it is not described in detail that how the vertical customers realize the management and orchestration of NPN based on the management capabilities exposed by the mobile network operator. The management of vertical customers as the authorized NPN service consumers and the corresponding capability of utilizing management services and management data are not considered in previous work. The cooperation between 3GPP management system and non-3GPP management systems which manage the 3GPP segment and non-3GPP segments of an NPN separately are not discussed in detail. To support end to end network management (including RAN domain and CN domain) in NPN scenarios, new requirements and potential solutions need to be investigated.
Therefore, enhancement for management of NPN are needed based on the existing TS 28.557 [2].

[bookmark: _Toc21087537][bookmark: _Toc103767367]5	Key Issues and potential solutions
[bookmark: _Toc103767368][bookmark: _Toc16839376][bookmark: _Toc21087538]5.1	Key Issue #1: E2E fault management
[bookmark: _Toc103767369]5.1.1	Description
In TS 28.557 [2], the deployment scenarios and solutions for management of standalone NPN (SNPN) and public network integrated NPN (PNI-NPN) have been specified. However, fault supervision management which is very important for NPN operators is not specified in detail. Furthermore, in some vertical scenarios, 5G industry terminal, e.g. camera, programmable logic controller (PLC) and Smart Distribution Transformer Terminal and so on, are widely deployed. These large quantity 5G industry terminals which may be provided by multiple vendors are managed by multiple standalone terminal management systems and this increases the complexity and difficulty of NPN management, especially for E2E fault location. For example, if an NPN goes down, it is difficult to locate rapidly where the fault occurred or to determine whether the fault is caused by the industry terminal.
5G-ACIA has described the functional requirements for exposing the capabilities of non-public 5G systems to industrial factory applications in [5]. 3GPP should also provide potential solutions to support the use cases and requirements from 5G-ACIA. The requirements given in section 4.3 of 5G-ACIA white paper in [5] are aspects of network management, as following, 
[R-4.3.1-07] The 5G exposure reference points must allow monitoring of errors and other alarms from physical/logical network components and connections.
[R-4.3.1-08] The 5G exposure reference points must provide the monitoring information in such a way that it can be effectively used for error detection, localization, root-cause analysis, and error resolution.
Therefore, for vertical industry scenarios, 3GPP management system needs to provide fault management capabilities scoping NPN and UEs representing 5G industry terminals. These capabilities need to be integrated with the ones scoping OT domain (non-3GPP domain), to allow for E2E fault location.
[bookmark: _Toc103767370]5.1.2	Potential solutions
[bookmark: _Toc103767371]5.1.2.1	Introduction
This clause provides a potential solution for fault management capabilities scoping NPN and 5G industry terminals.
[bookmark: _Toc103767372]5.1.2.2	Description
In order to provide fault management capabilities scoping NPN and UEs representing 5G industry terminals, an NPN management system should monitor the fault of NPN and large quantity of 5G industry terminals which may be deployed in an enterprise.
· For the fault management of NPN, the network alarm can be discovered by analyzing performance data or network alarm event reporting. In this case, the generic fault supervision management service and performance assurance management service in section 11 of [7] can be re-used to collect the network performance data and alarm data.
· For the fault management of 5G industry terminals deployed in an enterprise, the NPN management system should support to performance monitoring and fault diagnosis for 5G industry terminals. NPN management system can collect the performance data and then execute data analysis for alarm detection, localization and/or resolution. The performance data collected from industry terminal may include DL/UL throughput, end to end latency, packet loss, etc. 
Editor's note 1: The details for performance data collection procedure from 5G industry terminals are FFS.
Editor's note 2: Whether the data analysis is based on 3GPP management capabilities, and which these capabilities are, is FFS.
[bookmark: _Toc103767373]5.2	Key Issue #2: Management of NPN service customer
[bookmark: _Toc103767374]5.2.1	Description
As description in TS 28.557 [2], an NPN service customer is used to represent the role of communication service customer in NPN environment. NPN service customer can request and consume the management capabilities exposed by the mobile network operator. The mobile network operator would restrict the types (e.g. provisioning, fault supervision, performance assurance) of management capabilities and corresponding managed network resource exposed to an NPN service customer. The management of NPN service customers is not considered in TS 28.557 [2], including management of authorized capability of utilizing management services and management data. On the other hand, in some vertical industries, NPN service customer may be authorized to manage the terminal members of their own private network, e.g. monitoring smart distribution transformer terminal in smart grid.
3GPP management system may need to support the management of NPN service customer including,
· Maintaining of the related information for NPN service customer, including identity of NPN service customer, available management capabilities and other attributes (e.g. service area).
· Member management of NPN service customer, e.g. state monitoring of terminal members, group management of terminal members.
[bookmark: _Toc103767375]5.2.2	Potential solutions
[bookmark: _Toc103767376]5.2.2.a	Potential solution #a: Management of the related information for NPN service customer 
[bookmark: _Toc103767377]5.2.2.a.1	Introduction
This clause describes briefly the potential solution for management of the related information for NPN service customer.
[bookmark: _Toc103767378]5.2.2.a.2	Description
An NPN is provided to a vertical (playing the role of NPN-SC) for private use. Before an NPN is created, an MNO (playing the role of NPN-SP/NPN-OP) needs to authenticate the vertical. If the authentication is passed, the MNO management system should manage the related information for NPN service customer, for example, allocating a new identity of the vertical which can be used in MNO management system and creating the context of the vertical to keep the new identity, authorized available management capabilities, required coverage area and so on. 
The procedure of management of the related information for NPN service customer is following. The pre-condition of the procedure is the business agreements between MNO and NPN-SC is reached.
[image: ]
Figure 5.2.2-1: Procedure of management of the related information for NPN service customer
1. NPN-SC provides the vertical information (e.g. human readable name of vertical, subscribed management capabilities exposed to vertical, etc.) to register a vertical to NPN-SP/NPN-OP through an NPN-SC registration request message.  This message may be interacted with BSS layer. But the BSS layer should forward the subscription data to OSS layer to authorize the exposure of management capabilities and corresponding managed resources to NPN-SC. 
1. NPN-SP/NPN-OP receives the vertical information from NPN-SC and executes the authentication and authorization for a vertical. The NPN-SP/NPN-OP allocates a new identity which is associated with the vertical identity and creates the context information of the vertical in local. The context information can be managed in form of NRM IOCs. The NPN-SP/NPN-OP uses the allocated new identity in MNO management system to identify the corresponding vertical.
Editor's note: The details of the context information of the vertical in NPN management system is FFS.
1. The NPN-SP/NPN-OP sends NPN-SC registration response message to the NPN-SC including the authentication result (e.g. success or failure), the new identity, authorized available management capabilities information and other attributes which are part of the context information of the vertical.
Editor's note: The outcome of management capability exposure governance in FS_NSCE study item will be taken into consideration for identifying the authorized available management capabilities information in step 3).
[bookmark: _Toc103767379]5.3	Key Issue #3: Resource isolation demand for Smart Grid Utilities
[bookmark: _Toc103767380]5.3.1	Description
Smart Grid is a representative utility with NPN. A power grid consists of four building blocks: power generation, transmission, distribution and consumption. These different phases require different services, and these services have distinct communication requirements.
As description in clause 5.9 of TS 22.867 [4]:
According to the regulation of China Grid industry, the power grid business is mainly divided into two working categories: production control and information management. The production control can be further divided into safety zone I and safety zone II. The information management also can be further divided into safety zone III and safety zone IV. 
Different kinds of safety isolation requirements are applied to different safety zones:
a)	The energy applications belong to production control category i.e. safety zone I and II need to be physically isolated from other applications which don't belong to production control working category. 
b)	The energy applications belong to information management working category i.e. safety zone III and IV can be logically isolation from other applications including non-energy applications. 
c)	The energy applications belong to a same working category can be logically isolated each other.
d)	The energy applications belong to a same safety zone can be logically isolated each other.
NPN may be deployed to support the different use cases and service requirements for multiple Smart Grid applications. For example, multiple NPNs (e.g. multiple PNI-NPNs, each having on-prem NFs and a dedicated portion of PLMN NFs as a slice of the PLMN) may be deployed to meet the requirements of physical isolation communication service. The logical isolation communication service on the other hand may be supported by shared network element or shared network resource in one NPN for Smart Grid. 
To provide management mechanism to assurance resource isolation for different isolation modes, 3GPP management system may need to configure different network parameters whose purpose is for energy applications with different isolation modes.
Therefore, 3GPP management system needs to have the capability to meet the distinct communication requirements with different resource isolation demands for some smart grid applications supported by NPNs.
[bookmark: _Toc103767381]5.4	Key Issue #4: SLA monitoring and evaluation
[bookmark: _Toc103767382]5.4.1	Description
A service-level agreement (SLA) consists of a technical part and a non-technical part (i.e., pricing and billing conditions, penalties, etc). The technical part, referred to as SLS, capture service requirements which are input to 3GPP management system. For example, 3GPP TS 22.104 [6] presents service requirements of cyber-physical control applications (e.g. motion control, process automation, etc.) in vertical domains, which require very high levels of communication service availability and/or very low end-to-end latencies. The end-to-end latency is also very important for the applications of smart Grid, e.g. differential protection in power distribution grid.
From network management perspective, the network management service provider allocates network resource to provide communication service based on related service requirements, monitoring the network performance to evaluate and assurance the SLA fulfilment. Therefore, the NPN management system may need to study how to assure whether the service and network requirements are achieved. Some related KPIs/KQIs like communication service availability, communication service reliability, end-to-end latency, UE speed, are clarified to continually monitoring the network performance  to evaluate the assurance of the SLA. If the SLA is not fulfilled, the network optimization contributing to SLS assurance, e.g. reconfigure the resources should be adopted to resolve the performance degradation.
Editor Note 1: Some KPIs/KQIs may be specific to NPN scenarios, not be applicable to public network scenarios, is FFS.
Editor Note 2: Some of the COSLA work might be reused here, particularly those applicable to the capabilities regarding assurance. How this reusability can be applied, under what circumstances, and to which extent, is FFS.
[bookmark: _Toc103767383]5.Y	Key Issue #<No.>: <Key Issue Title> 
[bookmark: _Toc500949092][bookmark: _Toc16839377][bookmark: _Toc21087539][bookmark: _Toc103767384][bookmark: _Hlk500943653]5.Y.1	Description
Editor’s note: This clause provides a description of the key issue.
[bookmark: _Toc16839381][bookmark: _Toc21087540][bookmark: _Toc103767385]5.Y.2	Potential solutions
[bookmark: _Toc16839382][bookmark: _Toc21087541][bookmark: _Toc103767386]5.Y.2.a	Potential solution #<a>: <Potential Solution a Title> 
[bookmark: _Toc16839383][bookmark: _Toc21087542][bookmark: _Toc103767387]5.Y.2.a.1	Introduction
Editor's Note:	This clause describes briefly the potential solution at a high-level.
[bookmark: _Toc16839384][bookmark: _Toc21087543][bookmark: _Toc103767388]5.Y.2.a.2	Description
Editor's Note:	This clause further details the potential solution and any assumptions made.
[bookmark: _Toc89691274][bookmark: _Toc103767389]5.Y.3	Conclusion - Impact on normative work
Editor's Note:	This clause provides the conclusion from the aspect of impact on normative work.

[bookmark: _Toc97278344][bookmark: _Toc95144328][bookmark: _Toc103767390]
Annex A (informative):
Plant UML source code
[bookmark: _Toc97278345][bookmark: _Toc95144329][bookmark: _Toc103767391]A.1	Procedure for management of the related information for NPN service customer
@startuml
"NPN-SC" -> "NPN-SP/OP": 1. NPN-SC registration request
"NPN-SP/OP" -> "NPN-SP/OP":2. NPN-SC information\ncreation, e.g. allocating ID. 
skinparam responseMessageUpArrow true
"NPN-SP/OP" -> "NPN-SC":3.NPN-SC registration response
 skinparam sequenceMessageAlign center  
@enduml
[bookmark: _Toc103767392]Annex <X>:
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