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D.1
Explicit authentication and authorization
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NOTE 1: the authentication (administrative) service consumer could be a portal or other operator tool acting on behalf of an  administrator of operator.

Precondition:
Mutual authentication between authentication (administrative) service consumer and authentication/management service producer, as well as between MnS producer and authentication service producer,  has been done,  according to operator's implementation.

Authentication service producer contains authentication information required to perform authentication such as identities (including credential of the identity), and/or groups, and/or authentication policies.  The specific information required will depend on the implementation.   

The MnS consumer successfully authenticated (or validated the authenticity of) authentication/management service producer.
Procedure:

101. When authentication request is received, authentication service producer gets the identifier and credential of the MnS consumer, along with other context information (e.g. address of the client) from the request.

NOTE 2: challenges may be exchanged between MnS consumer and authentication service producer for some authentication protocols.

102. Based on identifier in the request, authentication service producer gets identity information, e.g. status of the identity, associated group(s) of the identity, credential of the identity, etc., from data store. Then the producer authenticates the MnS consumer  by validating the identity information and other context (e.g. time, location of the consumer) according to authentication policies (e.g. authentication factor, protocol, supported time, location, status of the consumer, etc. ) associated to the group(s) the MnS consumer belongs to.

103. The authentication service producer updates the authentication state of the MnS consumer in the data store after authenticated the MnS consumer. 

NOTE 3: If authenticate successfully and authentication assertion is supported by the protocol, the authentication service producer constructs authentication assertion and may update the assertion of the MnS consumer in the data store.

104. If authenticate successfully and authentication assertion is supported by the protocol, the authentication service producer sends successful response with an authentication assertion to the MnS consumer.

105. If authenticate successfully and authentication assertion is not supported by the protocol, the authentication service producer sends successful response without authentication assertion to the MnS consumer.

106. If fail for authentication, the authentication service producer sends failure response to the MnS consumer.

After the MnS consumer is authenticated:

If access token is supported by the MnS producer and consumer:

201. The MnS consumer gets access token from authorization service producer by providing the identity, resource and assertion information from authentication session.

202. The authorization service producer validates the assertion and construct access token.

203. The authorization service producer returns access token to the MnS consumer for the resource indicated in step 201.

204. The MnS consumer accesses MnS with the access token.

205. The MnS producer validates the token.

206. The MnS producer performs the operation and returns result to the MnS consumer if the token is valid.

If access token is not supported by the MnS producer and consumer:

207. The MnS consumer accesses MnS from MnS producer.

208. The MnS producer validate the authentication assertion and check permission of the MnS consumer with authorization service producer.

NOTE 4: The MnS producer may authorize the MnS request of MnS consumer according to local policies. 

209. The MnS producer performs the operation and returns result to the consumer if the MnS request is allowed according to permissions.
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Annex X (Informative):
An example of Access control workflow for preconditions 
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Precondition:

· Authorization service producer creates/updates/deletes access right list for a managed object when received access right provisioning request. The request could be triggered by creating/updating/deleting a managed object (e.g. MOI of Subnetwork, ManagedElement, ManagedFunction, NetworkSlice, NetworkSliceSubnet, etc.) or other changes, e.g. change of organization policies. 

Note: the access right of a managed object could be:

· create/delete child MO instance (MOI) of the current MO (objectClass of the child MOI)

· The child MOI could be controller MOI  (e.g. PM controller, subscription controller, etc., contained by a managed entity) or other functional MOI (e.g. network slice, network slice subnet, etc. contained by a subnetwork )

· read MOI tree (objectInstance of the current MOI)

· delete MOI (objectInstance of the current MOI)

· read MOIattribute (objectInstance of the current MOI + attributeName)

· Note: maybe consider value of the attribute as further access condition when assign permission to a group/role. e.g. in a NetworkSlice MOI, the consumer can only read service profiles for the services allocated to the consumer.

· update MOIattribute (objectInstance of the current MOI + attributeName)

Note: maybe consider value of the attribute as further access condition when assign permission to a group/role

· create/read/update/delete access right/permission of the current MO

· Authorization service producer creates/updates/deletes a group of MnS consumers/producers when received group provisioning request. The request could be triggered by authentication service producer to sync group information in authentication service producer to authorization service producer. 
Note: S-NSSAI, PLMNInfo could be linked to a group

· Authorization service producer creates/updates/deletes a role when received role provisioning request. The request could be triggered by creating/updating/deleting a managed object or creating/updating/deleting a MnS consumer or group of MnS consumers. 

· Authorization service producer assigns owner to the managed object, associates the managed object with group of MnS producers, group of MnS consumers/roles based  the request. 

· Authorization service producer add/remove/update permissions of group of MnS consumers/role for the managed object based on the request.

Note: the permission is constructed as subject + access right + context/conditions

· Authorization service producer update permission list of groups of MnS consumers/role according to permissions of the group of MnS consumers/role on each managed object.

· Authorization service producer associates a MnS consumer or group of MnS consumers with role based on the request. The request could be triggered by creating/updating a MnS consumer or group of MnS consumers.

Note: the sequence of above procedures could be different

· The MnS consumer successfully authenticated authorization service producer and MnS producer.
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