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The OpenID connect protocol (see [y]) and OAuth 2.0 authorization code grant (see [x]) are used to authenticate and authorize human management service consumer, as shown in Figure 12.x.1.1.1-1.
[image: Generated by PlantUML] 
Figure 12.x.1.1.1-1 Authentication and authorization for human MnS consumer
· The authenticaiton service producer implements OpenID Provider (OP), and authorization endpoint of Oauth 2.0 which authenticates the end user in OAuth 2.0 authorization code grant scenario.
· The MnS consumer is end user of OpenID connect protocol and resource owner of OAuth 2.0.
· The client acting on behalf of human MnS consumer implements Relaying Party (RP) of OpenID connect protocol, and confidential client of OAuth 2.0.
· The authorization service producer implements token endpoint of OAuth 2.0, which issue access token to the client.
· The management service producer implements resource server of OAuth 2.0.
Note: Authentication of human MnS consumer includes two steps, the client on behalf of human user sends authenticaiton request is the first step, and the human user logins with credentials is the second step.  The steps to redirect user agent (e.g. browser) to autthentication service producer (by the client on behalf of MnS consumer) to send authentication request, and redirect user agent back to the client (by autthentication service producer) to send authentication response are ignored in the figure for sake of simplicity and conciseness. 
 OAuth 2.0 client credential grant (see [x]) is used to authenticate and authorize machine management service consumer, as shown in Figure 12.x.1.1.1-2.
[image: Generated by PlantUML]
Figure 12.x.1.1.1-2 Authentication and authorization for machine MnS consumer
· The authenticaiton service producer authenticates management service consumer  by validate the client credential.
· The management service consumer implements confidential client of OAuth 2.0.
· The authorization service producer implements token endpoint of OAuth 2.0, which issue access token to the client.
· The management service producer implements resource server of OAuth 2.0.
Note: Authentication service producer is preconfigured in authorization service producer, and vice versa. Trust relationship between the two entities is established.
The IS operations are mapped to SS equivalents according to table 12.x.1.1.1-1.
Table 12.x.1.1.1-1: Implement access control services in OpenAPI SS
	Access control service
	HTTP Method
	Resource URI
	S

	authentication
	GET
	/oauth2/authorize
	M

	authorization
	POST
	/oauth2/token
	M
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Map NRM to OpenAPI parameters according to table 12.x.1.1.2-1 and table 12.x.1.1.2-2.
Table 12.x.1.1.2-1: Mapping NRM to OpenAPI input parameters (HTTP GET)
	SS parameter location
	SS parameter name
	NRM attribute
	S
	Remark

	query
	consumer_id
	Identity4AC.identifier
	M
	A unique identifer of a MnS consumer. 
For machine MnS consumer, it could be DN, FQDN, etc. It is included in authentication request.
For human MnS consumer, it could be user name, email address, phone number, etc. It is included in both of authentication request from the client (actining on behalf of human MnS consumer) to authentication service producer and login request from user agent to authentication service producer.


	query
	credential_type
	Identity4AC.credentialType
	CM
	Different credential types will be used according to authentication policy of the MnS consumer, e.g. it could be secret (e.g. password) or certificate based assertion (e.g. jwt-bear, see [z])
For human MnS consumer, it is included in login request from user agent to authentication service producer.
For machine MnS consumer, it is in authentication request.

	query
	credential
	Identity4AC.credential
	CM
	It is secret or certificate based assertion.
For human MnS consumer, it is included in login request from user agent to authentication service producer.
For machine MnS consumer, it is in authentication request.

	query
	client_id
	Identity4AC.authSession.assocClient 
	CM
	It is used only for human MnS consumer scenario. It is part of assoicated client acting on behalf of the human consumer. It is unique id, e.g. DN, FQDN, assigned to the client.

	query
	redirect_uri
	Identity4AC.authSession.assocClient 
	
	It is used only for human MnS consumer scenario. It is part of assoicated client acting on behalf of the human consumer. It is redirection URI to which the authentication response from authentication service producer will be sent.

	query
	response_type
	
	CM
	It is oauth2 and OpenID connect specific parameter.
It presents and its value is "code" in the authentication request from the client (actining on behalf of human MnS consumer) to authentication service producer for human MnS consumer authentication. It is empty in the authentication request from authorization service producer (actining on behalf of machine MnS consumer) to authentication service producer for machine MnS consumer authentication

	
	
	
	
	



Table 12.x.1.1.2-2: Mapping NRM to OpenAPI output parameters (HTTP GET))
	SS parameter location
	SS parameter name
	NRM attribute
	S
	Remark

	response status codes/body
	status
	
	M
	It is response status code, and optional error description in response body for error response.

	response body
	consumer_id
	Identity4AC.identifier
	M
	same to identifier in the request

	response body
	session_id
	Identity4AC.authSession.sessionId
	O
	It could be used to uniquely identy a successful authentication for a MnS consumer in different entities included in authentication workflow.

	response body
	code
	Identity4AC.authSession.assertion
	CM
	It is oauth2 and OpenID connect specific parameter.
It presents and its value is set to authorization code generated by the authentication service producer. It's only applicable to human management service consumer.

	
	
	
	
	



12.x.1.1.3	authorization
Map NRM to OpenAPI parameters according to table 12.x.1.1.3-1 and table 12.x.1.1.3-2.
Table 12.x.1.1.3-1: Mapping NRM to OpenAPI input parameters (HTTP POST)
	SS parameter location
	SS parameter name
	NRM attribute
	S
	Remark

	query
	grant_type
	
	M
	It is oauth2 specific parameter used to designate how to authenticate a client. It's set to "authorization_code" for authorization of human management service consumer, and "client_credential " for authorization of machine management service consumer


	query
	code
	Identity4AC.authSession.assertion
	CM
	It is oauth2 and OpenID connect specific parameter.
It presents and its value is set to authorization code generated by the authentication service producer. It's only applicable to human management service consumer.

	query
	client_id
	Identity4AC.authSession.assocClient 
	CM
	It is used only for human MnS consumer scenario. It is part of assoicated client acting on behalf of the human consumer. It is unique id, e.g. DN, FQDN, assigned to the client.

	query
	redirect_uri
	Identity4AC.authSession.assocClient 
	CM
	It is used only for human MnS consumer scenario. It is part of assoicated client acting on behalf of the human consumer. It is redirection URI to which the authentication response from authentication service producer will be sent.

	query
	scope
	AccessRight
	O
	The scope of access request



Table 12.x.1.1.3-2: Mapping NRM to OpenAPI output parameters (HTTP POST)
	SS parameter location
	SS parameter name
	NRM attribute
	S
	Remark

	response status codes/body
	status
	
	M
	It is response status code, and optional error description in response body for error response.

	response body
	access_token
	Identity4AC.authSession.accessToken
	CM
	It is the access token issued by the authorization server

	response body
	token_type
	Identity4AC.authSession.accessToken.tokenType
	CM
	It is type of the access token.



Then access_token will be put into http "authorization" header when access management services with access control. e.g. Authorization: Basic SlAV32hkKG
Informative example: human MnS consumer authentication and authorization :
Authentication request from clien on behalf of human MnS consumer to authentication service producer:
  GET /oauth2/authorize?
consumer_id=consumer1@example.com
    &client_id=client.example.com
    &redirect_uri=https%3A%2F%2Fclient.example.com%2Fac
    &response_type=code
  Host: authenticationserver.example.com

Login request from user agent to authentication service producer:
  GET /oauth2/authorize?
consumer_id=consumer1@example.com
&credential_type=secret
&credential=SHJKUJUYKKLH
  Host: authenticationserver.example.com

Authentication response:
  HTTP/2 302 Found
  Location: https://client.example.org/ac?
consumer_id=consumer1@example.com
&code=SplxlOBeZQQYbYS6WxSbIA


Authorization request with granted code
POST /oauth2/token?
grant_type=authorization_code
&code=SplxlOBeZQQYbYS6WxSbIA
    &client_id=client.example.com
    &redirect_uri=https%3A%2F%2Fclient.example.com%2Fac
Host: authorizationserver.example.com


Authorization response
  HTTP/1.1 200 OK
  Content-Type: application/json
  Cache-Control: no-store
  Pragma: no-cache

  {
   "access_token": "SlAV32hkKG",
   "token_type": "Bearer",
   "context": "expire in 60m"
  }

Informative example: machine MnS consumer authentication and authorization:
Authentication and authorization request:
  POST /oauth2/token?
grant_type=client_credentials
&consumer_id=consumer1.example.com
&credential_type=jwt
&credential=eyJhbGciOiJSUzI1NiIsIng1dCI6Imd4OHRHeXN5amNScUtq
  Host: authorizationserver.example.com

Authentication and authorization response:
   HTTP/1.1 200 OK
  Content-Type: application/json
  Cache-Control: no-store
  Pragma: no-cache

  {
   "access_token": "SlAV32hkKG",
   "token_type": "Bearer",
   "context": "expire in 60m"
  }


	End of modification
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