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[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 28.526: "Telecommunication management; Life Cycle Management (LCM) for mobile networks that include virtualized network functions; Procedures".
[3]	3GPP TS 28.541: "Management and orchestration ; 5G Network Resource Model (NRM); Stage 2 and stage3".
[4]	ITU-T Recommendation X.733 (02/92): "Information technology - Open Systems Interconnection - Systems Management: Alarm reporting function".
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[14]	ITU-T Recommendation X.734 (1992): "Information technology - Open Systems Interconnection - Systems management: Event report management function".
[15]	3GPP TS 32.158: "Management and orchestration; Design rules for REpresentational State Transfer (REST) Solution Sets (SS)".
[16]	3GPP TS 32.302:	 "Telecommunication management; Configuration Management (CM); Notification Integration Reference Point (IRP); Information Service (IS)".
[17]	3GPP TS 32.401: "Telecommunication management; Performance Management (PM); Concept and requirements".
[18]	3GPP TS 28.552: "Management and orchestration; 5G performance measurements".
[19]	3GPP TS 32.401: "Telecommunication management; Perfomance Measurement (PM); Concept and requirements".
[20]	ISO 8601:2004: "Data elements and interchange formats – Information interchange – Representation of dates and times".
[21]	Void.
[22]	Void.
[23]	Void.
[24]	Void.
[25]	3GPP TS 32.300: "Telecommunication management; Configuration Management (CM); Name convention for Managed Objects ".
[26]	W3C REC-xmlschema-0-20010502: "XML Schema Part 0: Primer".
[27]	W3C REC-xmlschema-1-20010502: "XML Schema Part 1: Structures".
[28]	W3C REC-xmlschema-2-20010502: "XML Schema Part 2: Datatypes".
[29]	W3C REC-xml-names-19990114: "Namespaces in XML".
[30]	Void.
[31]	3GPP TS 32.111-2: " Telecommunication management; Fault Management; Part 2: Alarm Integration Reference Point (IRP): Information Service (IS)".
[32]	IETF RFC 6241 "Network Configuration Protocol (NETCONF)".
[33]	3GPP TS 32.160 " Management and orchestration; Management service template ".
[34]	IETF RFC 7950 "The YANG 1.1 Data Modeling Language".
[35]	OpenAPI: "OpenAPI 3.0.1 Specification", https://github.com/OAI/OpenAPI-Specification/blob/master/versions/3.0.1.md.
[36]	IETF RFC 6902: "JavaScript Object Notation (JSON) Patch".
[37]	IETF RFC 7396: "JSON Merge Patch".
[38]	3GPP TS 32.422: "Telecommunication management; Subscriber and equipment trace; Trace control and configuration management".
[39]	3GPP TS 32.423: "Telecommunication management; Subscriber and equipment trace; Trace data definition and management".
[40]	IETF RFC 6455: "The WebSocket Protocol".
[41]	IETF RFC 793: "Transmission Control Protocol".
[42]	3GPP TS 28.550: "Management and orchestration; Performance assurance".
[43]	ITU-T Recommendation X.733 (02/92): "Information technology - Open Systems Interconnection - Systems Management: Alarm reporting function".
[44]	3GPP TS 28.623: "Telecommunication management; Generic Network Resource Model (NRM) Integration Reference Point (IRP); Solution Set (SS) definitions".
[45]	Text Attribution: Creator: ONAP, under Creative Commons Attribution 4.0 International License, https://creativecommons.org/licenses/by/4.0/, URI to access the text: https://github.com/onap/vnfrqts-requirements/blob/05f26fac2b941513a7d0e856b99fd8c61d688299/docs/Chapter8/ves7_1spec.rst#resource-structure.
[46]	3GPP SA5 FORGE OpenAPI definitions: https://forge.3gpp.org/rep/sa5/MnS/tree/Rel-16/OpenAPI.
[47]	3GPP TS 32.404: "Performance Management (PM); Performance measurements; Definitions and template".
[48]	IETF RFC 6901: "JavaScript Object Notation (JSON) Pointer".
[x]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[y]	OpenID: OpenID connect protocol:
	https://openid.net/specs/openid-connect-core-1_0.html
[z]	IETF RFC 7519: "JSON Web Token (JWT)".
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The OpenID connect protocol (see [y]) and OAuth 2.0 authorization code grant (see [x]) are used to authenticate and authorize human management service consumer, as shown in Figure 12.x.1.1.1-1.
[image: Generated by PlantUML] 
Figure 12.x.1.1.1-1 Authentication and authorization for human MnS consumer
· The authenticaiton service producer implements OpenID Provider (OP), and authorization endpoint of Oauth 2.0 which authenticates the end user in OAuth 2.0 authorization code grant scenario.
· The MnS consumer is end user of OpenID connect protocol and resource owner of OAuth 2.0.
· The client acting on behalf of human MnS consumer implements Relaying Party (RP) of OpenID connect protocol, and confidential client of OAuth 2.0.
· The authorization service producer implements token endpoint of OAuth 2.0, which issue access token to the client.
· The management service producer implements resource server of OAuth 2.0.
Note: Authentication of human MnS consumer includes two steps, the client on behalf of human user sends authenticaiton request is the first step, and the human user logins with credentials is the second step.  The steps to redirect user agent (e.g. browser) to autthentication service producer (by the client on behalf of MnS consumer) to send authentication request, and redirect user agent back to the client (by autthentication service producer) to send authentication response are ignored in the figure for sake of simplicity and conciseness. 
 OAuth 2.0 client credential grant (see [x]) is used to authenticate and authorize machine management service consumer, as shown in Figure 12.x.1.1.1-2.
[image: Generated by PlantUML]
Figure 12.x.1.1.1-2 Authentication and authorization for machine MnS consumer
· The authenticaiton service producer authenticates management service consumer  by validate the client credential.
· The management service consumer implements confidential client of OAuth 2.0.
· The authorization service producer implements token endpoint of OAuth 2.0, which issue access token to the client.
· The management service producer implements resource server of OAuth 2.0.
Note: Authentication service producer is preconfigured in authorization service producer, and vice versa. Trust relationship between the two entities is established.
The IS operations are mapped to SS equivalents according to table 12.x.1.1.1-1.
Table 12.x.1.1.1-1: Mapping of IS operations to SS equivalents
	IS operation
	HTTP Method
	Resource URI
	S

	authentication
	GET
	/oauth2/authorize
	M

	authorization
	POST
	/oauth2/token
	M



[bookmark: _Toc20494668][bookmark: _Toc26975736][bookmark: _Toc35856616][bookmark: _Toc44001502][bookmark: _Toc51581103][bookmark: _Toc52356366][bookmark: _Toc55227936][bookmark: _Toc74329191]12.x.1.1.2	authentication
The IS operation parameters are mapped to SS equivalents according to table 12.x.1.1.2-1 and table 12.x.1.1.2-2.
Table 12.x.1.1.2-1: Mapping of IS operation input parameters to SS equivalents (HTTP GET)
	IS parameter name
	SS parameter location
	SS parameter name
	S
	Remark

	identifier
	query
	consumer_id
	M
	A unique identifer of a MnS consumer. 
For machine MnS consumer, it could be DN, FQDN, etc. It is included in authentication request.
For human MnS consumer, it could be user name, email address, phone number, etc. It is included in both of authentication request from the client (actining on behalf of human MnS consumer) to authentication service producer and login request from user agent to authentication service producer.


	credential
	query
	credential_type
	CM
	Different credential types will be used according to authentication policy of the MnS consumer, e.g. it could be secret (e.g. password) or certificate based assertion (e.g. jwt-bear, see [z])
For human MnS consumer, it is included in login request from user agent to authentication service producer.
For machine MnS consumer, it is in authentication request.

	credential
	query
	credential
	CM
	It is secret or certificate based assertion.
For human MnS consumer, it is included in login request from user agent to authentication service producer.
For machine MnS consumer, it is in authentication request.

	assClient
	query
	client_id
	CM
	It is used only for human MnS consumer scenario. It is part of assoicated client acting on behalf of the human consumer. It is unique id, e.g. DN, FQDN, assigned to the client.

	assClient
	query
	redirect_uri
	
	It is used only for human MnS consumer scenario. It is part of assoicated client acting on behalf of the human consumer. It is redirection URI to which the authentication response from authentication service producer will be sent.

	
	query
	response_type
	CM
	It is oauth2 and OpenID connect specific parameter.
It presents and its value is "code" in the authentication request from the client (actining on behalf of human MnS consumer) to authentication service producer for human MnS consumer authentication. It is empty in the authentication request from authorization service producer (actining on behalf of machine MnS consumer) to authentication service producer for machine MnS consumer authentication

	
	
	
	
	



Table 12.x.1.1.2-2: Mapping of IS operation output parameters to SS equivalents (HTTP GET)
	IS parameter name
	SS parameter location
	SS parameter name
	S
	Remark

	status
	response status codes/body
	status
	M
	It is response status code, and optional error description in response body for error response.

	identifier
	response body
	consumer_id
	M
	same to identifier in the request

	sessionId
	response body
	session_id
	O
	It could be used to uniquely identy a successful authentication for a MnS consumer in different entities included in authentication workflow.

	context
	response body
	context
	O
	It could be used when there's no assertion in the response.

	assertion
	response body
	code
	CM
	It is oauth2 and OpenID connect specific parameter.
It presents and its value is set to authorization code generated by the authentication service producer.

	
	
	
	
	



Informative example: human MnS consumer authentication :
Authentication request from clien on behalf of human MnS consumer to authentication service producer:
  GET /oauth2/authorize?
consumer_id=consumer1@example.com
    &client_id=client.example.com
    &redirect_uri=https%3A%2F%2Fclient.example.com%2Fac
    &response_type=code
  Host: authenticationserver.example.com

Login request from user agent to authentication service producer:
  GET /oauth2/authorize?
consumer_id=consumer1@example.com
&credential_type=secret
&credential=SHJKUJUYKKLH
  Host: authenticationserver.example.com

Authentication response:
  HTTP/2 302 Found
  Location: https://client.example.org/ac?
consumer_id=consumer1@example.com
&code=SplxlOBeZQQYbYS6WxSbIA


Informative example: machine MnS consumer authentication :
Authentication request:
  GET /oauth2/authorize?
consumer_id=consumer1.example.com
&credential_type=jwt
&credential=eyJhbGciOiJSUzI1NiIsIng1dCI6Imd4OHRHeXN5amNScUtq
  Host: authenticationserver.example.com

Authentication response:
  HTTP/2 200
    consumer_id=consumer1.example.com

	End of modification
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