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[bookmark: _Hlk87023547]Start of changes
[bookmark: _Toc85712147]1	Scope
The present document studies key issues in automating delivery of 3GPP NFs and associated software artefacts to the operator’s operation environment. The document describes the following details: 
1. The information delivered together with the NFs to the operator. 
2. The type of tests performed by the operator and the expectations towards the testing pipeline. 
3. Information relevant to the NF stored in operator’s software inventory.
4. Procedure from software deployment to operations.
For each of the above-mentioned aspects key issues and corresponding solutions are defined.
Editor’s note: This is an initial version of the scope. After discussions, further modifications based on the issues discussed will be added.

[bookmark: references][bookmark: _Toc85712148][bookmark: _Hlk69899510]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	NGMN – “Continuous Delivery in Telecommunication Network Environments” Version 1, 2019
[3]	3GPP TS 28.530: 3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Management and orchestration; Concepts, use cases and requirements
[4]		ETSI GR NFV-TST 006 v1.1.1 (2020-01): “Network Functions Virtualisation (NFV); Testing; Report on CICD and DevOps”.
[bookmark: definitions][bookmark: _Toc85712149]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc85712150]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
Test task:  A test task is an executable unit containing a set of test cases to be executed,  outputting the execution results of test cases within the test task.Test orchestration: Determine the execution order of test cases in one test task, allocate/deallocate and reseve/release resources to support testing.

[bookmark: _Toc85712151]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc85712152]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
<ABBREVIATION>	<Expansion>

[bookmark: clause4][bookmark: _Toc85712153]4	Related Work in Other SDOs
[bookmark: _Toc85712154]4.1	ETSI-TST

The ETSI GR NFV TST 006[4] provides guidance and recommendations on how to leverage DevOps and CI/CD techniques across the boundary from VNF provider to service provider, or any combination of developer, installation and operational entities. The goal of the ETSI report is to establish a DevOps Joint Pipeline between VNF provider to service provider.
1. Exploring use cases
0. Single vendor to single operator: This scenario can be understood as splitting the CICD process of a single product into different organizations. Development, building, and testing are in the vendor part, and deployment and operation are in the operator part. And analysed the delivery and feedback method between the two organizations.
0. Multiple vendors to single operator: This scenario analyses the interval of delivery by multiple vendors and the timing of integration of multiple vendor products in the Operator part, and points out that the integrated test is not on a component but on the combined integrated VNF or NS.
0. Based on the analysis of use cases, two components of the DevOps process are recommended: 
DevOps server: Stage and operate for the operator part of DevOps process.
 Data handling component: Used to process sensitive information in feedback data to the vendor.
1. Defining the test steps in the DevOps process:
1. Step 1: Test Definition
1. Step 2: Code/VNF Package Shipment
1. Step 3: Automated Test Execution
1. Step 4: Moving to Production
1. Step 5: Collecting operational data
1. Providing recommendations on implementations
2. Test code/test function/description included in VNF Package
VNF package is recommended to contain a testing section with various information concerning testing and DevOps. VNF Package is recommended to include a description of the acceptance test, the test code, and a framework or test VNF that automates the execution of the test code.
2. Implementation of automated test execution
Option 1: Package the test function that automates the test execution as part of the VNF Package: for example, as test VNFC.
Option 2: Implement the test function that automates the test execution as separate test VNF: for example, a test Network Service consists of test VNFs and the VNF under test.
2. Test feedback to VNF vendor
It is recommended that a requirement be specified for the VNF to be capable to provide the information as feedback data.
It is recommended that a requirement be specified for the OSS to be capable to receive the feedback from the VNF
Besides, there is a revision version of TST 006(TST006ed121) which is still working in progress now. This revision will extend the scope of the report to analyse and provide recommendations on how to enhance the support for joint delivery pipeline, including:
1. Defining the key components in the DevOps process
0. DevOps server：Analyse which specific NFV components are involved in related operations of DevOps server, and discuss related requirements for NFV MANO APIs.
0. Test Framework: Analyse which specific NFV components are involved in related operations of Test Framework, and discuss related requirements for NFV MANO APIs.
1. Analyze implementation of automated test execution
1. Leverage a standard test case description file which will be defined in NFV TST013 Spec, Test Frame work will parse this machine-readable file to obtain information for automated test execution.
1. Defining the CI-CD process in more detail based on the above analysis.

As introduced above, there are already some related works in ETSI. So, it is helpful to use the results of the above ETSI GRs in this 3GPP study.

[bookmark: _Toc85712155]4.2	NGMN
The work done in NGMN on “Continuous Deliver in Telecommunication Network environments” [2] highlights five main aspects that are to be considered for standardization: 
1.	The release model is the complete set of items required for instantiating a software-based function. In terms of 3GPP NF this would be the information and the supporting artefacts required instantiate the 3GPP NF 
2.	The environment model describes the environment to which releases could be deployed. This refers to the available software and hardware artefacts in that environment. Release models may be specific to environment models
3.	Use of version control in the operator environment 
4.	Automated deployment steps that include testing the software artefacts delivered from across vendors in a staging environment 
5.	Clear separation of development, testing and operations environment for security reasons.
NGMN works acts as a guiding structure to the work in this study item. Some concepts from the NGMN work, particularly, release models are reused in this work. 
Editor’s note: Concluding remarks to be updated before finalizing the TR

[bookmark: _Toc85712156]5	Concepts 
[bookmark: _Toc85712157]5.1	Roles Relevant to this Study
This report uses the roles as specified in item 4.8 of TS28.530[3]. The roles that are particularly important for this document are:
- Network Operator (NOP) 
- the NFVI Supplier 
- The Network equipment supplier: For the purposes of this report the network equipment supplier is referred to as 3GPP NF supplier (or the VNF supplier if the NF is virtualized). 
[bookmark: _Toc85712158]5.2 	Single and Multiple NF Suppliers CI-CD

[image: ]
Figure 1 Typical CI-CD Chain
A typical CI-CD chain consists of stages as in Figure 1: Development Phase, Staging Phase and Operational Phase. Starting from the Development Phase, the developers write the code for software, and also the test code used to test the software would be written. When the coding software is finished and committed, continuous integration environment will automatically trigger the building and testing.  At the step of testing, the integrity of software artifacts will is be checked and the functional/non-functional acceptance testing will beare performed. At the step of Operational phase, the software is deployed in the production environment with the real traffic/user load loaded. The software delivered in such typical CI-CD chain is usually providesd fromby a single supplier.
[image: ]
Figure 2 Multiple NF supplier to single operator
In telco environments (see Figure 2) the Dev and initial testing part of the CI-CD chain is typically at the vendor premises and the testing and deployment part is the operator part. The Operator part hosts the CI-CD tools which will be responsible for fetching delivered artifacts, triggering tests, collecting test results and data, deploying software to staging/production environment, collecting operational data and sending feedback to the vendor. 

[image: ]
Figure 3: Vendor and Operator internal processes
In vendor part, the vendor has its internal CI-CD process including coding, testing, packaging as shown in Figure 3. Additionally, an operator receives software artefacts (3GPP NFs) from multiple vendors (shown in Figure 2) and may follow its own internal procedures (see Figure 3) as a part of the CI-CD chain before deploying the NF to an operational platform. The internal aspects of the NF delivery process are not a subject of standardization and are therefore not considered in this study. 
[bookmark: _Toc85712159]5.3	Classification of tests 

[image: ]
Figure X: Test classification
When a new NF is delivered to the operator, the operator expects to perform certain tests. Tests can normally be classified into three basic types (see Figure X)
1. Unit and acceptance tests: These tests involve testing the independent functioning of the NF. The tests may be both functional and logistical in nature and include vertical testing. Vertical testing tests for aspects of the new NF such as claimed compatibility with the underlying hardware, software or virtualization platforms. These tests can be provided to the operator by the 3GPP NF supplier. In addition, the operators may specify their own set of unit and acceptance tests for each NF. 
1. Integration tests: Integration tests refer typically to limited functionality horizontal test with other NF. For example, when a new SMF is delivered, it may be tested for expected functionality against existing AMFs. This naturally requires the combination of AMF and SMF to be tested together vertically with the underlying virtualization system (e.g. the ETSI NFV network service (NS) supporting the NFs).
1. System tests: In the context of 3GPP NFs a system test could refer to testing the NFs functionining as part of a complete NSSI, NSI or communication service instance. 
1. Operational tests: Once all the above test (1-3) are completed to the operator’s requirement the network operator may still roll out the new version of the NF into the operational environment slowly in a step wise process. At every step more responsibility (for example: more UEs, more geographical area) is assigned to the new version of the NF in comparison with the old one. Eventually, if the new NF version performs well and all functions of the old NF version may be assigned to the new NF, effectively replacing the old NF. 

This classification of tests represents conceptual points on the continuum of tests’ complexity for the purposes of this document. A network operator may define his own tests anywhere along this continuum.  

[bookmark: _Toc85712160]6	Use cases and solutions for automated delivery chains  
[bookmark: _Toc85712161]6.x	Scenario 1: (Title)
[bookmark: _Toc85712162]6.x.1	Description
[bookmark: _Toc85712163]6.x.2	Potential Requirements
[bookmark: _Toc85712164]6.x.2	Solution Alternate 1
[bookmark: _Toc85712165]6.x.3	Solution Alternate 2

[bookmark: _Toc85712166]6.1	Scenario X: The operator is notified of the delivery of a new NF version from the NF supplier
[bookmark: _Toc85712167]6.1.1	Description
[image: ]
Figure 1 A New NF is released
The NF supplier publishes a new release of an NF used by the operator in Figure 1. When a new release is published the operator’s 3GPP management system should become aware of its availability and fetch the newly released version of the NF. There are two possibilities for this use case
1. The 3GPP management system fetches then new release of the NF from a location provided by the NF supplier 
1. The 3GPP management system receives the newly released NF from the NF supplier
Both cases should be supported.
[bookmark: _Toc85712168]6.1.2	Potential Requirements
REQ-New_NF_CICD-1: The 3GPP Management system should be aware of the locations where respective 3GPP NF suppliers provide new releases of the NFs used by the 3GPP management system. 
REQ-New_NF_CICD-2: The 3GPP Management system should be able to receive the new NF from an authorized NF supplier.
REQ-New_NF_CICD-3: The 3GPP Management system should be able to fetch the new NF from the NF supplier 
[bookmark: _Toc85712169]6.1.2	Solution Alternate 1
Editor’s note: TODO
[bookmark: _Toc85712170]6.1.3 Possible solutions 
6.1.3.1 Alternate 1
As part of the business agreement to purchase the license to use the NF the NF supplier indicates to the operator where to subscribe to receive NF software updates. The operators 3GPP Management system subscribes to the said address to receive notifications of new NF versions. When the vendor internal processes are completed, and an update is available for the operator to test and deploy the vendor provides a notification at the said address. The notification may include additional information such as authentication and payment details in addition to the location on where to fetch the new NF version. This information is the primary release model for the new NF. 
Editor’s note: Details on what a release model could entail is FFS
Editor’s note: Which MnS is responsible for subscribing depends on the discussion paper outcome and is FFS.

6.2	 Operational testing
6.2.1 Description
The Network Slicing feature in 5G provides telecom operators the capability to support multiple logical networks on the common physical network infrastructure. Each of these Logical networks will cater to different services and might have different operational requirements spanning across domains. Therefore, in addition to the 5G feature, it is important for operators to have the flexibility to manage these logical networks independently. Cloud Native based platform and tools which are widely used in the IT world has inbuilt frameworks for agile and flexible deployment. These platforms are increasingly becoming the de-facto choice for 5G Telecom Products. This highlights the importance of bringing many Cloud Native benefits like CI-CD that are essential for automation and flexibility of 5G networks. CI-CD automates and integrates the development phase, testing phase and deployment phase to improve feature velocity. Enabling CI-CD in 5G networks which includes the most transaction-intensive and time-sensitive RAN network functions is still a challenge. Dynamic software upgrades and live testing of 5G software components in production environment without service interruptions remains the main challenge that need to be solved for enabling CI-CD in 5G networks.
The ability to test the upgraded network nodes in the operational network will increase the agility of 5G networks. Slicing and virtualizationcan be used to assist in live testing. A test network slice instance or a test NF can be created/deployed, using the upgraded network functions, for testing purpose. The basic principles of the operational testing are:
· Test network slice instance or test NF creation with appropriate information e.g. test cases, test duration, target network nodes etc.
· Automatic UE selection: The set of UEs to be assigned to the test network slice instance or the test NF instance can be selected  and updated over time to minimize the adverse effects of testing. The UEs can be selected based on any network or UE characteristics, such as current load of the network, location of the network nodes,UE mobility or dual connectivity etc. 
· Deployment location selection for the upgraded node: The location of the upgraded node can be selected to minimize the adverse impact of testing. The location of the Networks nodes that needs to be upgraded and tested can be selected based on load conditions of the Network nodes at a given location. The location of the node can also be based on the availability of UEs for testing in a given location.
6.2.2 Requirements 
[bookmark: OLE_LINK8]REQ-CICD_OP-_FUN-1 The 3GPP Management system shall be able to support testing the upgraded software in the live network.
REQ-CICD-OP_FUN-12 The 3GPP Management system shall be able to support creating/deploying a slice for testing the upgraded network functions in the live network.
REQ-CICD_OP_-FUN-13 The 3GPP Management system shall be able to support selecting appropriate UE(s) to be assigned to the test slice minimizing the service impacts, if any.
REQ-CICD-OP_FUN-14 The 3GPP Management system shall be able to support selecting appropriate location for the upgrade network functions deployment minimizing the service impacts, if any.

6.2.3 	Possible Solutions
 Alternate 1 – Test utilizing slicing
6.2.3.1 Alternate 1 – Test utilizing slicing
6.2.3.1.1 	Overview
The solution involves creating/instantiating a test entity (NSI, NSSI or a NF)  exclusively for testing purpose triggred by a software upgrade procedure. The test entity will include information related with the testing including Managed Function to be tested, test duration, test case etc. 
The appropriate UE(s) are assigned to this test entity minimizing the service impacts. UEs can be selected based on the location of the network nodes where the upgraded software is to be deployed. UEs can also be selected based on the UE charecteristics like UE mobility and UE capabilities like dual connectivity or can just be percentage of avalible UEs
The location of the networks nodes that needs to be upgraded and tested can be selected based on load conditions of the Network nodes at a given time. The location of the node can also be based on (not limited too) the availability of UEs for testing in a given location. 
6.2.3.1.2 	Details
The solution requires the ability to indicate that a particular test entity instance is meant for testing purpose. This will include enabling information like list of nodes to be tested, test duration, procedures (e.g. rrc connection setup, handover etc) to be tested etc.

Once the test network entity is instantiated, the UE(s) can be assigned to this entity. The UEs selected for testing can be:
- Based on UE capability
- 	Carrier aggregation, Dual connectivity capability.
-    Based on UE characteristics
- 	Based on User Mobility (which can be determined based on UEmobilityLevel).
- 	Based on UE RRC_State (which can be determined based on the UE history information stored with the operator)- 
-     Any Percentage of available UE
The testing location of the new node can be critical in terms of minimizing the service experience and maintain better use experience. Selection of deployment location of the test software in the field can be based on
- the availability of radio and cloud resources;
- the availability of UE selected; and
- any other operator defined restrictions.

6.3 Feature selection
An NF upgrade may provide he operator with several new features in the new version of the NF. In such a case it should be possible for the network operator to switch on or off the features that the operator doesn’t wish to use or features that cannot be supported in the operator network due to technical considerations. For example, if Network function gNB-CU is upgraded with features X, Y, Z but feature Y has dependency on the NG interface with 5GC. In this case, only feature X, Z should be tested and enabled in the operational network till the 5GC is also upgraded with feature Y. 
6.3.2 Requirements 
REQ-CICD-FS-FUN-1 The 3GPP Management system shall be able to support testing partial feature testing of the upgraded network functions.
REQ-CICD-FS-FUN-1 The 3GPP Management system shall be able to activate and deactivate certain features of an NF in an operational network.

6.3.3 Possible Solutions
6.3.3.1 Alternate 1
Each NF has a version number already represented in its NRM. In addition, and associated to the version number, is list of optional features that the appropriate management service (example: provisioning service in an operational environment or the test management service in the testing environment is able to enable or disable). This association can be a part of the NF NRM with a binary state of enabled or disabled on each per feature in the feature list
.
[bookmark: _Toc85712171]6.4	Test task and test case managmentmanagement
[bookmark: _Toc85712172]6.4.1	Description
Service provider may want to test all new delivered NFs . The test could be any set of unit and acceptance tests, integration or sytems tests which are carried out automatically when a new version of NF is delivered to the service provider. Service provider may arrange relevant test cases in one test task, and should have the possibility of adding, reading, updating and deleting tests tasks, or adding, reading, updating and deleting test cases in one test task to its internal process. These tests are run automatically over every new version of the NF delivered to the service provider. 
[bookmark: _Toc85712173]6.4.2	Potential Requirements
REQ-CICD_TT-FUN-1: The 3GPP Management system should have the ability to allow CRUD operations on test tasks and test cases on a per NF basis to the authorized consumer. 
REQ-CICD_TT-FUN-2: The 3GPP Management system should have the ability to automatically run tests associated to an NF by an authorized consumer when a new version of the said NF is delivered to the service provider. Editor’s note: Need to check and replace “Operator" with the general term in the whole document. 

6.4.3 Possible Solutions 
6.4.3.1 Alternative 1
To allow for CRUD operations of test. A solution is to add a test management service that can associate tests to a particular or yet to come NF version in a test inventory. When the new NF version is delivered, the tests that are assigned to the NF version are automatically executed in the testing environment. The order of test execution may be specified for enabling the correct orchestration of tests. 

[bookmark: _Toc85712174]6.4.3	Solution Alternate 1
Editor’s note: TODO

[bookmark: _Toc85712175]6.5	Feedback to vendor
[bookmark: _Toc85712176]6.5.1	Description
The network operator may conduct different procedures, like verification, tesing, deployment and so on after receiving the delivered NF from 3GPP NF supplier. During each procedure there may be problems (e.g. testing failure) or other information that need to feedback to the NF supplier. The network operator will make some analysis combining the reported errors and netwok operation data to diagnose problem and propose requirements for NF supplier to do improvements. The network operator can also feedback other related information, like problem description, logs and so on to assist the improvement.
[bookmark: _Toc85712177]6.5.2	Potential Requirements
REQ-CICD_VF-FUN-1: The 3GPP Management system should have the ability to  feedback the certain adjustment requirements, NF software problem description and related environment information to the 3GPP NF supplier.
REQ-CICD_VF-FUN-2: The 3GPP Management system should have the ability to feedback data according to NF supplier’s request.

[bookmark: _Toc85712179]6.6      Environment Data Collection 
[bookmark: _Toc85712180]6.6.1	Description
When conducting testing or in NF operation and maintenance, there may happen test failure, fault or other problems, the network operator will sustain to monitor network running status, collect network data, and use collected environment data to analyze and diagnose problems. The environment data can be obtained from fault supervision, performance management, NWDA, MDA and etc. To fulfil the automatic CICD chains, the network operator should filter the related data and may feedback them to the NF supplier according to analysis results or NF supplier’s requests. This function can interact with 3GPP other MnFs to get data.
[bookmark: _Toc85712181]6.6.2	Potential Requirements
REQ-CICD_EDC-FUN-1: The 3GPP Management system should have the ability to collect test-related information.

REQ-CICD_EDC-FUN-2: The 3GPP Management system should have the ability to provide data to external CICD related systems..
[bookmark: _Toc85712182]6.6.3 Possible Solutions 
6.6.3.1 Alternate 1
6.6.3	Solution Alternate 1
Editor’s note: TODO


[bookmark: _Toc85712183]6.7      Test orchestration
[bookmark: _Toc85712184]6.7.1	Description
After the NFs are delivered, there have mulitiple kinds of test cases (functional testing, performance testing and so on) to be conducted, the network operator will construct test tasks, determine the execution order of test cases, allocate and reseve resources to support testing based on test types and requirements. 
[bookmark: _Toc85712185]6.7.2	Potential Requirements
REQ-CICD_TO-FUN-1: The 3GPP Management system should have the ability to provide network resource status and relevant information to external CICD related systems for assisting test orchestration.
[bookmark: _Toc85712186]6.7.3 Possible Solutions 
6.7.3.1 Alternate 1
6.7.3	Solution Alternate 1
Editor’s note: TODO

[bookmark: _Toc85712187]7. Proposed Process for Multi-Vendor CI-CD

[bookmark: _Toc85712188]8	Conclusions and Recommendations 

[bookmark: tsgNames][bookmark: _Toc85712189]Annex <A> (normative):
<Normative annex for a Technical Specification>

[bookmark: _Toc85712190]
Annex <B> (informative):
<Informative annex for a Technical Specification>

[bookmark: _Toc70414648][bookmark: _Toc85712191]B.1	Heading levels in an annex
Heading levels within an annex are used as in the main document, but for Heading level selection, the "A.", "B.", etc. are ignored. e.g. B.1.2 is formatted using Heading 2 style.

End of changes


image4.png
NF-D

Delivered

Operator internal process

Unit and acceptance test

Integration test

NF-D

NF
Existing

NF-D

System test

NF-D

NF-D as a part of
the complete
service/Slice





image5.png
. 2. Operator 3GPP
NF Supplier 1 Internal New NF systemis made  [ROJISCIIAINCINE]

Processes Released aware of the new Processes
release





image1.png
Coding

> Build >

Testing

——>

Release

Deploy » Operational

)\

)\

[
Development Phase

[
aging Phase

I
Operational Phase





image2.png
Coding [—* Testing [—* Packaging
Delivery » Validation Inte-lgersattlon » Staging —» Operational
e eI Staging env Production env.
Coding |—> Testing |— Packaging
Y JL T J
Multi-Supplier Operator

CI-CD chain, NF Supplier part

CI-CD chain, operator part





image3.png
Vendor 1 Internal Processes

Operator Internal Processes

Operational
Environment

Vendor 2 Internal Processes

l
Multi-{/endor Operator

CI-CD pipeline, vendor part CI-CD pipeline, operator part





