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Rationale

This study proposes to add to TR 28.818 [1] an evaluation and potential solution based on YANG-Push for 3GPP management purposes. As part of the study this document compares the functionality of YANG-Push and the current 3GPP functionality.
Introduction

This contribution aims at fulfilling the Objective No. 2 according to the SID S5-204519
2. List all the functionality in the RFC 8639 and RFC 8641 and compare them to the corresponding existing 3GPP specifications’ functionality
This is a proposal ONLY for clause 4 “Functionality of YANG-Push “according to the skeleton of the TS.

All functionality in the 2 RFCs is listed. The content required by this chapter is just to list the functionality as specified by the skeleton. It avoids speculating on:
· whether the functionality is important or useful

· whether the functionality can be reproduced by a different method e.g., extending current IOCs and procedures

· whether the functionality should or should not be adopted by SA5

These questions will be discussed in future chapters in separate contributions.

Note to all reviewers: This contribution is strictly about current functionality, so please avoid discussing the above topics which should NOT be included in this document!

As current SA5 plans prefer configured subscriptions for notifications, dynamic subscriptions (subscriptions created using specific operations) and functionality specific to dynamic subscriptions is listed mainly for completeness.

I would like to acknowledge Nokia's help, as a significant parts of the text is copy-pasted from Nokia's comments from the previous SA5 meeting.
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Detailed proposal

4
Comparison of subscriptions and notifications defined by YANG-Push and 3GPP 
4.1
Overview

This clause 4 describes the functionality provided by YANG-Push comparing it to the notification functionality provided in 3GPP TS 28.532, TS 28.622 and TS 28.623. 
The main specifications for  IETF YANG-Push (as used in this study) are RFCs 8639[3] and 8641[2].  
RFC 8639 “Subscribed Notifications” provides functionality to subscribe to, create and transfer notifications defined in YANG data models. Notifications can cover areas including alarms, restarts, security events, file-based events, changes to the supported data models, changes to configuration or state data. etc.

RFC 8641 “YANG-Push” provides functionality to subscribe to, create and transfer notifications about changes to a configuration and/or state datastore whose content schema is defined in YANG. It is based on RFC 8639.
In current 3GPP specifications similar functionality is available as described in 

· TS 28.532[4] clause 11 especially clauses 

· 11.1.1.7 to 11.1.1.11 Generic provisioning management service, notifications
· 11.2 Generic fault supervision management service
· 11.3 Generic performance assurance management service, notifications
· 11.4 Heartbeat

· 11.6  File data reporting service
· TS 28.622[5] clause 4 especially clauses 

· 4.3.21 HeartbeatControl
· 4,3,22 NtfSubscriptionControl

In clause 4 all 3GPP functionality is considered based on documents approved by the SA#91 meeting.  For YANG Push RFCs that are available as of 2021-05-14 are considered. 
There are differences in the functionality between IETF and current 3GPP specification as described below. 
The following sections attempt to give a detailed list of Yang-Push features and list comparable 3GPP functionality, not trying to evaluate the differences or to discuss the reasons, design philosophy or intentions behind the different design choices or potential vendor extensions, as those are out of scope. Sections beyond this section 4 will describe and propose which of the YANG-Push features could or should be useful for 3GPP management and which are not relevant. 

The functions for subscribing to notifications on one side and notification format and notification transfer on the other side are strictly separated.

Some of the following clauses handle Generic provisioning management service, notifications  (“CM-notifications” for short) and “Other Notifications” in separate subsections.

4.2
Subscription mechanism – Comparison

4.2.1
Configured Subscriptions 

Reference: RFC 8639[3] section-2.5
YANG-Push: Create, modify, delete, list subscriptions using normal CRUD operations (IETF configured subscriptions)

3GPP: Similar functionality is available.

Comparison: Similar functionality is available.

4.2.2
Subscription by Operations
Reference: RFC 8639[3] section-2.4
YANG-Push: YANG-Push has besides the model driven approach also another option based on dedicated operations.. Create, modify, delete, list subscriptions using dedicated operations (IETF dynamic subscriptions) is defned.

3GPP: 3GPP follows a model driven approach and uses specific operations only in some specific cases due to historical reasons. The trend is to ove to fully model driven approach.

Comparison: Limited functionality in 3GPP, functionality considered deprecated.  
4.2.3
Modifying Subscriptions

Reference: RFC 8641[2] section-5
YANG-Push:  Modification of existing subscriptions. Any parameter set in the subscription model can be modified later. See the YANG model.

3GPP: In 3GPP similar functionality is available.

Comparison: Similar functionality is available.

4.2.4
Selection of Notification Format

A producer may support both the YANG/Netconf and the OpenApi solution sets. In this case a notification subscriber needs a method to indicate whether YANG or OpenApi based notifications should be sent. This is currently not available.

4.2.6
 Selection of subscription scope and  filtering
A subscription needs to allow the MnS consumer to specify the objects for which he wants to receive notifications reporting events that occurred in these objects. This is called scope of a subscription. Two cases need to be distinguished:

4.2.6.1
CM-notifications:

YANG-Push: Reference: RFC 8641[2] section-3.6. There are two defined filtering methods based on subtree and Xpath filtering. Subtree is a simple equality and presence-based filtering defined in RFC6241 while Xpath is more powerful mechanism defind by W3C. There are defined error codes in case the implementation does not support the full Xpath standard allowing for partial implementation. Filtering allows subscription to multiple separate subtrees in a single subscription. Filters are applied against the datastore, not against the notifications content.

Filtering can be used to select scope and objectInstance as in 28.532 or to do a more detailed selection.

3GPP: The subscription object can be contained under ta Subnetwork or a ManagedElement MOI that defines a default scope for the subscriptions. The subscription. has a "scope" attribute and base object, that allows to select objects whose changes shall be reported. In a second step, the "notificationFilter", that works on the actual notiofication filter, can further reduce the subset by filtering on the "objectClass" and "objectInstance" parameters of the notification header.

The filter grammar for "noificationFilter" is SS specific. In the RESTful HTTP based solution set,  Xpath is proposed to be standardized as filter grammar. 

However,  a number of Xpath issues ar not specified. Available namespaces, handling of namespaceless items, available variables, available functions, context node, usage of document order, whether default nodes are part of the accessible subtree. 

The notificationFilter is applied against the notification content. This means that if it is to be used to specify which datastore items should send notifications for this subscription then the path attribute must be processed according to XPath string processing, which is not simple.

Comparison: YANG has subtree and Xpath filters that can be used both for object scoping and detailed filtering against the datastore content. 3GPP has base objects a scope filter, and the OpenApi solution set plans to use Xpath filtering that is evaluated against the notification content.
4.2.6.1
Other notifications:

YANG-Push: No dedicated object selection method, although the notification filter can be used for this purpose by filtering on the “objectInstance” parameter. It is possible to filter the other parameters too. Subtree and Xpath filtering is available.
3GPP: Same mechanism as for CM notifications.

Comparison: YANG Xpath and subtree filters available against the notification content, in 3GPP same nechanism as for CM notifications. 
4.2.7
Discovery of data sources and notifiable data

YANG-Push: Reference: RFC 8639[3] section-3.1. A data model is defined where a consumer can list the data-sources it can subscribe to e.g. alarms, fileready, datachange. (e.g.  Netconf streams and notifications that can be subscribed). A Data model is provided that allows the discovery of which parts of the data model (which attributes) will emit notifications upon change.

3GPP: AFAIK there is no specified method to find out which notifications are supported.

Comparison:  Only specified for YANG-Push.
4.2.8
Error Codes

YANG-Push: Reference: RFC 6241[6] appendix-A for configured subsciptions   RFC 8639[3] section-2.4.6 for dynamic subscriptions.
There is a set of formal, strictly defined error-codes for cases where there is a problem with a subscription. For configured subscriptions it might need to be further specified what information to include in the < error-app-tag> and <error-info>.

3GPP: Usual error codes apply.

Comparison: No subscription/notification specific error codes specified in 3GPP, normal error codey apply.

4.2.9

Support CM notifications for any YANG model, e g IETF
YANG-Push: YANG-Push can support notifications for any YANG model (e. g. IETF, MEF, IEEE, BBF, ITU etc.).  Especially in situations where transport-based models are used, it is probable that these will be defined by SDOs other than 3GPP. The use of YANG mandates the use of some non-3GPP YANG models (e.g. ietf-yang-library as defined in 3GPP TS 32.160 and RFC7950)

3GPP: In 3GPP the OpenApi based solution can only support 3GPP models, mostly because addressing of data items is based on Distinguished Names.

Comparison: Only available in YANG-Push.
4.2.11
Immediate and Periodic Subscriptions

Reference: RFC 8641[2] section-3.1
YANG-Push: A subscriber/consumer of YANG-Push CM-notification can request that notifications are delivered immediately (on-change in YANG terminology) or in case of data change notifications they can be delivered periodically based on a preset interval. It is possible to support on-change notifications for only part of the full data model. 
3GPP: only immediate delivery supported. 

Comparison: Functionality only specified in YANG-Push.
4.2.12
Multiple receivers

YANG-Push: Reference: RFC 8639[3] section-2.5. It is possible to have multiple receivers for a single subscription.

3GPP: Each subscription has one notification recipient address only.

Comparison: In 3GPP each subscription has one receiver.
4.2.13
Subscription State

YANG-Push: The producer maintains a subscription state. In a simplistic view, subscriptions are always active, successful and deliver all notifications. In reality, the producer may need to stop sending notifications for a variety of reasons, e.g. CPU overload, priority traffic, access control, etc. YANG-Push notifications maintain a state per subscription that represents this state. The state value can be read with CRUD operations. Consumers will also get a notification when the subscription state changes.

3GPP: The subscription object supports alarm notifications to report overload and related service degradation e.g. (alarm type: quality of service, probable cause: system resources overload).. Administrative state and operational state are not supported on purpose.

Comparison: Subscription state specified for YANG-Push.
4.2.14
Subscription Monitoring
YANG-Push: Reference: RFC 8639[3] section-2.8. The producer maintains per-subscription operational counters about the number of notifications sent and not-sent (due to access control and filtering).

3GPP: No counters specified.
Comparison: No subscription specific counters are defined by 3GPP. The general method supports managing prorietary counters.

4.2.15
Multiple encodings for CM-Notifications
YANG-Push: Reference: RFC 8639[3] section-4 features encode-json, encode-xml. Data change notifications can be encoded both as JSON or XML.

3GPP: 3GPP notifications are described by JSON schema. No other encoding is defined

Comparison:  3GPP has JSON encoding. YANG-Push has JSON and XML encoding.

4.2.16
Replay

YANG-Push: Reference: RFC 8639[3] section-2.4.2.1 RFC 8639[3] section-2.5. It is possible to specify during subscription a time for which previously generated and stored notifications should be replayed/sent by the producer. The optional replay capability is dependent on the producer storage capabilities. Replay is not available for CM- notifications as resynchronization can be used for those.

3GPP: 3GPP  does not include "replay" functionality. The Notification Log is defined for retrieving historical notifications.

Comparison:  Functionality only specified in YANG-Notifications.
4.2.17
Stop-time

YANG-Notifications: Reference: RFC 8639[3] section-2.5.1. It is possible to specify a time when the subscription should automatically end.

3GPP: Functionality not specified in 3GPP.

3GPP: In YANG-Push the subscription has with the stop time attribute a simple scheduling mechanism on the MnS producer, whereas 3GPP places all scheduling always on the MnS consumer.

Comparison:  Only specified for YANG-Notifications.
4.2.18
Specifying Source for Notification Transport

YANG-Push: Reference: RFC 8639[3] section-2.5. The subscriber/Consumer may specify the source interface, IP-Address and Virtual Routing Function for outgoing notifications.
3GPP: The egess point is selected by the MnS producer.
Comparison: In YANG-Push, MnS consumer and producer can select the egress point. In 3GPP the producer selects the agress point.

4.2.19
Control parameters for Quality of Service of notification transfer

YANG Push: Reference: RFC 8639[3] section-2.3. The subscription class has an attribute "dscp" allowing to configure a Differentiated Services Code Point (DSCP) value that the MnS producer shall place in the IP header when notification content is present in the body.

3GPP: The subscription class has no own attribute for configuring DSCP values.
Comparison: Fine-grained dscp settings available in YANG-Push..

4.2.20
Priority between subscriptions on a MnS producer

YANG Push: Reference: RFC 8639[3] section-2.3. The subscription has a "weighing" attribute and a "dependency" attribute allowing to define priorities between subscriptions on a MnS producer.

3GPP: All subscriptions have the same priority.
Comparison: Priority between CM-change subscriptions specified in YANG.
4.2.21 
Excluded change types 

YANG Push:  Reference: RFC 8641[2] section-4.2 It is possible to subscribe only to specific change types (create, delete, insert, move, replace). E.g. it is possible to subscribe to create events but to exclude delete events from the subscription.

3GPP: In 3GPP it is possible to subscribe to only one or more of the notifyMOICreation, notifyMOIDeletion, notifyMOIAttributeValueChanges notifications, however in this case only changes to a single MOI can be included in a single notification.

Comparison: Similar functionality is available but using it in 3GPP disable delivering multiple changes in a single notification.
4.3
Notification format and transfer - Comparison

4.3.1
Delivering Notifications
YANG-Push: Transport notifications from producer to receiver.
3GPP: Similar functionality is available.
Comparison: Similar functionality is available.

4.3.2
Transport Characteristics
YANG-Push: YANG-Push notifications can be carried over HTTPS, Netconf, UDP (in the works). HTTPS/Rest based transfer is available. 
3GPP: In 3GPP HTTPS is the used transport protocol. Optional VES encapsulation is also described.

Comparison: Additional transfer protocols are in the works for YANG-Push.

4.3.3

Notification encoding

Reference: RFC 8641[2] section-3.5,  RFC 8641[2] section-5
4.3.3.1
CM-Notifications
YANG-Push: RFC 8641 gives a full definition of how to map YANG models into the notifications.  

3GPP:  In 3GPP there is no detailed definition of how to map YANG models into OpenApi based CM-notifications. This definition could be specified, but no detailed description exists yet.  

Editor's note: Currently no blocking issues are seen for the case that a MnS producer uses the YANG definitions of the NRMs together with the existing notification solutions.”.
Taking notifyMOIChanges from 28.532 clause 11.1.1.11 as an example:

A statement is needed that the notification content is based on the YANG model, not stage 2 or the OpenApi model even if the notification is encoded as an OpenApi message. Due to different development speeds the 3 models often don’t match.

path parameter issues: 

•
For a manager using YANG models handling a managed element based on YANG models addressing YANG model content with a URI is possible but awkward. 

•
How will the YANG keys be included in the URI in case of multiple keys?

•
Will keys specific to YANG e.g., idx for structured attributes be included?

•
Is the wrapper list for the datatype exist in the URI?

•
Is the attributes container included? It does not exist on stage 2.

•
In some cases, stage 2 attributes that are not defined as complex datatypes but really are structured, are mapped using containers. How is that represented in the path?
•
In case a value is added to an ordered list, how is it indicated whether it is inserted at the beginning, end or the middle of the list?

•
How is recursive containment encoded? In YANG it is mapped differently then in stage 2 or OpenApi. Will the DN follow the YANG or the stage 2 representations?

operation parameter issues:

•
Move is missing from the potential operations. In case of ordered lists, it is needed. 
value parameter issues:

•
How is it encoded? XML like Netconf or JSON? For YANG XML is the trivial choice but is it our choice.

•
If JSON encoding is used, does it follow the YANG-JSON encoding RFC7951 or the OpenApi-JSON-Schema encoding? The latter would be a problem for managers. ORAN want RFC7951. It needs to be studied what differences exist between the two JSON encodings

•
Will YANG default values be reported? They are used, but they are not part of e.g. a createMOI or deleteMOI operation

Comparison: Encoding is defined for YANG-Push but is only partly defined for 3GPP.
4.3.3.2
Other Notifications  

YANG: The YANG mapping of these notifications will result in YANG module including one or more YANG “notification” statements. Encoding is by the RFCs.
3GPP:  The OpenApi format of the notifications can be used. The encoding is defined by the OpenApi solution set.

Comparison: Similar functionality is available
4.3.4
Delivering Multiple Changes in One Notification

Reference: RFC 8641[2] section-3.7
YANG-Push: A single CM-notification can carry change updates for multiple changes for multiple objects instances.

3GPP: Similar functionality is available.
Comparison: Similar functionality is available.

4.3.5
Dampening Period  - Overload Control

Reference: RFC 8641[2] section-3.1
YANG-Push: Subscriptions for CM-Notifications have a "dampening-period" parameter that optionally instruct sthe MnS producer to avoid sending notificatons too frequently. The first notification is sent immediately. After this any notifications to be sent within the dampening period will be delayed with the dampening period and sent in one single bundle. The dampening period is restarted after each sending. 

3GPP: 3GPP does not specify if CM-notifications are sent immediately or bundled together. The assumption is that they are sent immediately.
Comparison: A YANG-Push the subscription can collect CM-notifications over a certain time before sending them in a single bigger notification protecting both producer and consumer from overload. 3GPP does not specify similar behavior.

4.3.6
Suspend/Resume  - Producer Overload Control

Reference: RFC 8641[2] section-3.1
YANG-Push: A producer may temporarily suspend a subscription e.g. in case of overload. When the overload ceases the producer will resume the subscription. The receiver will be notified about the suspension.
3GPP: No similar functionality is specified.

Comparison: Only specified for YANG-Push
4.3.7
Robustness and Reliability
Reference: RFC 8641[2] section-3.7, RFC 8641[2] section-3.11.1
YANG-Push: A number of features are used to make the transfer of CM-notifications reliable. While the underlying transport is deemed reliable, there are still several reasons while notifications may not reach the consumer: producer overload, receiver overload, network outage, etc. Features that facilitate the detection and handling of lost notifications include:

· sequence numbering of notifications

· indication if the producer failed to send all notifications in a full and complete form

· indication if the subscription is suspended/resumed

· resynchronization: a full set of data (not just the changes) is sent in the next notification if a disturbance e.g. overload, suspension, network outage etc. was detected
3GPP: no similar functionality is specified.
Comparison: Only specified for YANG-Push
Editor's note:

· Clause needs rework
4.3.8 
Access Control - Receiver Authorization
YANG-Push: Reference: RFC 8641[2] section-3.9. The producer performs access control on all notifications. 

For data change notifications the RFC mandates to perform access control also on the content of the data change notification. The receiving user must have read access rights to the data if it should be notified about it’s changed value; if he does not have the right to read the individual attribute, he should not be notified about it’s changed value. Usually a user may have access rights to some of the NRM data, but not to other parts.

Access control setting are the same as for normal read operations avoiding the need for creating complex access control rules twice.

3GPP: Access is mentioned in 3GPP.
Comparison: Only specified for YANG-Push.
4.4
Summary of comparison
YANG-Push provides different features from current 3GPP notification functionality. Some of the most interesting additional features include:

· Detailed YANG mapping

· Detailed and well-defined data selection filters

· Reliable transfer (indication of lost or incomplete notifications)

· Overload control

· Access control
· Support for non-3GPP models
