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[bookmark: foreword][bookmark: _Toc72410716]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: _Toc72410717]Introduction
[bookmark: _Toc72410718][bookmark: scope]This report studies multi-vendor CI-CD chains for 3GPP NFs

[bookmark: _Toc72410719]1	Scope
The present document studies key issues in automating delivery of 3GPP NFs and associated software artefacts to the operator’s operation environment. The document describes the following details: 
1. The information delivered together with the NFs to the operator. 
2. The type of tests performed by the operator and the expectations towards the testing pipeline. 
3. Information relevant to the NF stored in operator’s software inventory.
4. Procedure from software deployment to operations.
For each of the above-mentioned aspects key issues and corresponding solutions are defined.
Editor’s note: This is an initial version of the scope. After discussions, further modifications based on the issues discussed will be added.

[bookmark: references][bookmark: _Toc72410720][bookmark: _Hlk69899510]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	NGMN – “Continuous Delivery in Telecommunication Network Environments” Version 1, 2019
[3]	3GPP TS 28.530: 3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Management and orchestration; Concepts, use cases and requirements
[4]		ETSI GR NFV-TST 006 v1.1.1 (2020-01): “Network Functions Virtualisation (NFV); Testing; Report on CICD and DevOps”.
[bookmark: definitions][bookmark: _Toc72410721]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc72410722]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc72410723]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc72410724]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
<ABBREVIATION>	<Expansion>

[bookmark: clause4][bookmark: _Toc72410725]4	Related Work in Other SDOs
[bookmark: _Toc72410726]4.1	ETSI-TST

The ETSI GR NFV TST 006[4] provides guidance and recommendations on how to leverage DevOps and CI/CD techniques across the boundary from VNF provider to service provider, or any combination of developer, installation and operational entities. The goal of the ETSI report is to establish a DevOps Joint Pipeline between VNF provider to service provider.
1. Exploring use cases
0. Single vendor to single operator: This scenario can be understood as splitting the CICD process of a single product into different organizations. Development, building, and testing are in the vendor part, and deployment and operation are in the operator part. And analysed the delivery and feedback method between the two organizations.
0. Multiple vendors to single operator: This scenario analyses the interval of delivery by multiple vendors and the timing of integration of multiple vendor products in the Operator part, and points out that the integrated test is not on a component but on the combined integrated VNF or NS.
0. Based on the analysis of use cases, two components of the DevOps process are recommended: 
DevOps server: Stage and operate for the operator part of DevOps process.
 Data handling component: Used to process sensitive information in feedback data to the vendor.
1. Defining the test steps in the DevOps process:
1. Step 1: Test Definition
1. Step 2: Code/VNF Package Shipment
1. Step 3: Automated Test Execution
1. Step 4: Moving to Production
1. Step 5: Collecting operational data
1. Providing recommendations on implementations
2. Test code/test function/description included in VNF Package
VNF package is recommended to contain a testing section with various information concerning testing and DevOps. VNF Package is recommended to include a description of the acceptance test, the test code, and a framework or test VNF that automates the execution of the test code.
2. Implementation of automated test execution
Option 1: Package the test function that automates the test execution as part of the VNF Package: for example, as test VNFC.
Option 2: Implement the test function that automates the test execution as separate test VNF: for example, a test Network Service consists of test VNFs and the VNF under test.
2. Test feedback to VNF vendor
It is recommended that a requirement be specified for the VNF to be capable to provide the information as feedback data.
It is recommended that a requirement be specified for the OSS to be capable to receive the feedback from the VNF
Besides, there is a revision version of TST 006(TST006ed121) which is still working in progress now. This revision will extend the scope of the report to analyse and provide recommendations on how to enhance the support for joint delivery pipeline, including:
1. Defining the key components in the DevOps process
0. DevOps server：Analyse which specific NFV components are involved in related operations of DevOps server, and discuss related requirements for NFV MANO APIs.
0. Test Framework: Analyse which specific NFV components are involved in related operations of Test Framework, and discuss related requirements for NFV MANO APIs.
1. Analyze implementation of automated test execution
1. Leverage a standard test case description file which will be defined in NFV TST013 Spec, Test Frame work will parse this machine-readable file to obtain information for automated test execution.
1. Defining the CI-CD process in more detail based on the above analysis.

As introduced above, there are already some related works in ETSI. So, it is helpful to use the results of the above ETSI GRs in this 3GPP study.

[bookmark: _Toc72410727]4.2	NGMN
The work done in NGMN on “Continuous Deliver in Telecommunication Network environments” [2] highlights five main aspects that are to be considered for standardization: 
1.	The release model is the complete set of items required for instantiating a software-based function. In terms of 3GPP NF this would be the information and the supporting artefacts required instantiate the 3GPP NF 
2.	The environment model describes the environment to which releases could be deployed. This refers to the available software and hardware artefacts in that environment. Release models may be specific to environment models
3.	Use of version control in the operator environment 
4.	Automated deployment steps that include testing the software artefacts delivered from across vendors in a staging environment 
5.	Clear separation of development, testing and operations environment for security reasons.
NGMN works acts as a guiding structure to the work in this study item. Some concepts from the NGMN work, particularly, release models are reused in this work. 
Editor’s note: Concluding remarks to be updated before finalizing the TR

[bookmark: _Toc72410728]5	Concepts 
[bookmark: _Toc72410729]5.1	Roles Relevant to this Study
This report uses the roles as specified in item 4.8 of TS28.530[3]. The roles that are particularly important for this document are:
- Network Operator (NOP) 
- the NFVI Supplier 
- The Network equipment supplier: For the purposes of this report the network equipment supplier is referred to as 3GPP NF supplier (or the VNF supplier if the NF is virtualized). 
[bookmark: _Toc72410730]5.2 	Single and Multiple NF Suppliers CI-CD

[image: ]
Figure 1 Typical CI-CD Chain
A typical CI-CD chain consists of stages as in Figure 1: Development Phase, Staging Phase and Operational Phase. Starting from the Development Phase, the developers write the code for software, and also the test code would be written. When the coding is finished, continuous integration will automatically trigger the building and testing.  At the step of testing, the integrity of software artifacts will be checked and the functional/non-functional acceptance testing will be performed. At the step of Operational, the software is deployed in the production environment with the real traffic/user load loaded. The software delivered in such typical CI-CD chain usually provides from single supplier.
[image: ]
Figure 2 Multiple NF supplier to single operator
In telco environments (see Figure 2) the Dev and initial testing part of the CI-CD chain is typically at the vendor premises and the testing and deployment part is the operator part. The Operator part hosts the CI-CD tools which will be responsible for fetching delivered artifacts, triggering tests, collecting test results and data, deploying software to staging/production environment, collecting operational data and sending feedback to the vendor. 

[image: ]
Figure 3: Vendor and Operator internal processes
In vendor part, the vendor has its internal CI-CD process including coding, testing, packaging as shown in Figure 3. Additionally, an operator receives software artefacts (3GPP NFs) from multiple vendors (shown in Figure 2) and may follow its own internal procedures (see Figure 3) as a part of the CI-CD chain before deploying the NF to an operational platform. The internal aspects of the NF delivery process are not a subject of standardization and are therefore not considered in this study. 

[bookmark: _Toc72410731]6	Use cases and solutions for automated delivery chains  
[bookmark: _Toc72410732]6.x	Scenario 1: (Title)
[bookmark: _Toc72410733]6.x.1	Description
[bookmark: _Toc72410734]6.x.2	Potential Requirements
[bookmark: _Toc72410735]6.x.2	Solution Alternate 1
[bookmark: _Toc72410736]6.x.3	Solution Alternate 2

[bookmark: _Toc72410737]6.1	Scenario X: The operator is notified of the delivery of a new NF version from the NF supplier
[bookmark: _Toc72410738]6.1.1	Description
[image: ]
Figure 1 A New NF is released
The NF supplier publishes a new release of an NF used by the operator in Figure 1. When a new release is published the operator’s 3GPP management system should become aware of its availability and fetch the newly released version of the NF. There are two possibilities for this use case
1. The 3GPP management system fetches then new release of the NF from a location provided by the NF supplier 
1. The 3GPP management system receives the newly released NF from the NF supplier
Both cases should be supported.
[bookmark: _Toc72410739]6.1.2	Potential Requirements
REQ-New_NF_CICD-1: The 3GPP Management system should be aware of the locations where respective 3GPP NF suppliers provide new releases of the NFs used by the 3GPP management system. 
REQ-New_NF_CICD-2: The 3GPP Management system should be able to receive the new NF from an authorized NF supplier.
REQ-New_NF_CICD-3: The 3GPP Management system should be able to fetch the new NF from the NF supplier 
[bookmark: _Toc72410740]6.1.2	Solution Alternate 1
Editor’s note: TODO
[bookmark: _Toc72410741]6.1.3	Solution Alternate 2
Editor’s note: TODO

6.2	 Dynamic software update and live testing
6.2.1 Description
The Network Slicing feature in 5G provides telecom operators the capability to support multiple logical networks on the common physical network infrastructure. Each of these Logical networks will cater to different services and might have different operational requirements spanning across domains. Therefore, in addition to the 5G feature, it is important for operators to have the flexibility to manage these logical networks independently. Cloud Native based platform and tools which are widely used in the IT world has inbuilt frameworks for agile and flexible deployment. These platforms are increasingly becoming the de-facto choice for 5G Telecom Products. This highlights the importance of bringing many Cloud Native benefits like CI-CD that are essential for automation and flexibility of 5G networks. CI-CD automates and integrates the development phase, testing phase and deployment phase to improve feature velocity. Enabling CI-CD in 5G networks which includes the most transaction-intensive and time-sensitive RAN network functions is still a challenge. Dynamic software upgrades and live testing of 5G software components in production environment without service interruptions remains the main challenge that need to be solved for enabling CI-CD in 5G networks.
The ability to test the upgraded network nodes in the live network will increase the agility of 5G networks. Slicing can be used to assist in live testing. A test slice can be created/deployed, consisting the upgraded network functions, for testing purpose. The basic principles of the live testing should be
· Test slice creation with appropriate information e.g. test cases, test duration, target network nodes etc.
· Automatic UE selection: The UE to be assigned to the test network slice can be selected minimizing the impact of testing. The UEs can be selected based on the location of the Network nodes where the upgraded software is deployed. This can be based on the current load conditions of the Network nodes. UEs can also be selected based on the UE characteristics like UE mobility and UE capabilities like Dual connectivity.
· Deployment location selection for the upgraded node: The location of the upgraded node can be selected minimizing the impact of testing. The location of the Networks nodes that needs to be upgraded and tested can be selected based on load conditions of the Network nodes at a given location. The location of the node can also be based on the availability of UEs for testing in a given location.
· Feature testing: It should be possible to select a set of features, among the list of all features, to be tested. For example, if Network function gNB-CU is upgraded with features X, Y, Z but feature Y has dependency on the NG interface with 5GC. In this case, only feature X, Z should be tested till the 5GC is also upgraded with feature Y. 
Editors Notes: The use case may need to be split into multiple scenarios later.
6.2.2 Requirements 
[bookmark: OLE_LINK8]REQ-CICD-FUN-1 The 3GPP Management system shall be able to support testing the upgraded software in the live network.
REQ-CICD-FUN-1 The 3GPP Management system shall be able to support creating/deploying a slice for testing the upgraded network functions in the live network.
REQ-CICD-FUN-1 The 3GPP Management system shall be able to support selecting appropriate UE(s) to be assigned to the test slice minimizing the service impacts, if any.
REQ-CICD-FUN-1 The 3GPP Management system shall be able to support selecting appropriate location for the upgrade network functions deployment minimizing the service impacts, if any.
REQ-CICD-FUN-1 The 3GPP Management system shall be able to support testing partial feature testing of the upgraded network functions.

[bookmark: _Toc72410742]7	Proposed Multi-Vendor Architecture for CI-CD 

[bookmark: _Toc72410743]8	Conclusions and Recommendations 

[bookmark: tsgNames][bookmark: _Toc72410744]Annex <A> (normative):
<Normative annex for a Technical Specification>

[bookmark: _Toc72410745]
Annex <B> (informative):
<Informative annex for a Technical Specification>

[bookmark: _Toc70414648][bookmark: _Toc72410746]B.1	Heading levels in an annex
Heading levels within an annex are used as in the main document, but for Heading level selection, the "A.", "B.", etc. are ignored. e.g. B.1.2 is formatted using Heading 2 style.
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