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1
Decision/action requested

The group is asked to discuss and approve the proposal..
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Rationale

Network Slice Specific Authentication and Authorization (NSSAA) attribute is defined in GSMA GST (NG.116 v4.0) to specify whether for the network slice, devices need to be also authenticated and authorized by a AAA server using additional credentials different than the ones used for the primary authentication. This feature was defined in clause 5.15.10 of 3GPP TS 23.501(see [2]) as well.

This pCR is to study the potential requirements on 5G management system to support NSSAA feature 
4
Detailed proposal

	Start of 1st Change


5.x
use case – support network slice specific authentication
5.x.1
Description

Network Slice Specific Authentication and Authorization (NSSAA) attribute is defined in GSMA GST (NG.116 v4.0) to specify whether for the network slice, devices need to be also authenticated and authorized by a AAA server using additional credentials different than the ones used for the primary authentication. This feature was defined in clause 5.15.10 of 3GPP TS 23.501(see [x]), and related procedures were specified in TS 23.502 (see [y]).
According to Network Slice-Specific Authentication and Authorization procedure described in clause 4.2.9 of TS 23.502 (see [y]), the NSSAA  is triggered for an S-NSSAI requiring Network Slice-Specific Authentication and Authorization with an AAA Server (AAA-S) which may be hosted by the H-PLMN operator or by a third party which has a business relationship with the H-PLMN. An AAA Proxy (AAA-P) in the HPLMN may be involved e.g. if the AAA Server belongs to a third party.

This procedure is triggered by the AMF during a Registration procedure when some Network Slices require Slice-Specific Authentication and Authorization, when AMF determines that Network Slice-Specific Authentication and Authorization is requires for an S-NSSAI in the current Allowed NSSAI (e.g. subscription change), or when the AAA Server that authenticated the Network Slice triggers a re-authentication.

The AMF performs the role of the EAP Authenticator and communicates with the AAA-S via the Network Slice Specific Authentication and Authorization Function (NSSAAF). The NSSAAF undertakes any AAA protocol interworking with the AAA protocol supported by the AAA-S..

5.x.2
Issue and gaps

To support NSSAA feature and corresponding procedures, the operator may provision and configure following objects and attributes for a network slice, based on requirement of the network slice, operator policies and network deployment options:

· The indication whether the network slice is subject to Network Slice-Specific Authentication and Authorization
· Functions to support NSSAA, e.g. AMF, NSSAAF, AAA servers and Proxy, etc.

· Credentials for NSSAA (especially when AAA-S is hosted by the H-PLMN operator)
The management capabilities described above were not supported in existing 3GPP specifications.
	End of Change


	Start of 2nd Change


6
Potential requirements for Network Slicing Management Enhancements
6.x
Potential requirements for Network Slicing Management to support network slice specific authentication
· REQ-NSSA-x The 3GPP management system may have the capability to support NSSAA requirement for a network slice

· REQ-NSSA-y The 3GPP management system may have the capability to support configuring NSSAA indication for a network slice

· REQ-NSSA-z The 3GPP management system may have the capability to support provisioning AMF for NSSAA

· REQ-NSSA-xx The 3GPP management system may have the capability to support provisioning NSSAAF for NSSAA

· REQ-NSSA-yy The 3GPP management system may have the capability to support provisioning AAA-S and AAA-P for NSSAA

· REQ-NSSA-zz The 3GPP management system may have the capability to support managing and provisioning  NSSAA credentials for network slice
	End of Change


	Start of 3rd Change


7.x
Possible solutions for network slice specific authentication 

It is proposed to enhance the 5G NRM to support network slice specific authentication:
· Add NSSAA related requirements in ServiceProfile and SliceProfile for CN

· Add NSSAA related parameter in AMFFunction IOC
· Add new IOCs to support NSSAAF, AAA-S and AAA-P
	End of Change


