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1
Decision/action requested

The group is asked to discuss and approve the proposal..
2
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3
Rationale

3GPP management system provides MnSs to the internal consumer to provision and monitor 3GPP network including network slice. The internal MnSs’ consumer of an operator could be management function, network function, application function, analytics function, digital portal, etc. of the operator. Based on operator’s policies and other conditions, the MnSs exposed to different consumers could be different. The operator should configure fine grained access permissions to restrict which MnSs are accessible from which consumers
This pCR is to study granular access control on MnSs of 3GPP management system by mobile network operator 
4
Detailed proposal

	Start of 1st Change


5.x
use case – granular access control for internal consumer
5.x.1
Description

As described in use case 5.3 and 5.4, there’re different MnS consumers of 3GPP management system. According to operator’s security policies, regulation and other conditions, the access permission assigned to different consumer could be different. E.g. based on operator security policies, modification of a network slice may be allowed by high privileged MnS consumer in the same management domain while other MnS consumer can only read the network slice. Another example, based on operator security policies, reading associated network slice subnetwork of a network slice and corresponding managed functions could be available to a management function, but not visible to network function.

Note 1: internal MnS consumer is a digital tool owned by the operator who provides the 3GPP management system and network
Note 2: digital tool is machine to access MnS (which is always machine-faced-interface), which can be e.g., digital portal, digital frontend, another management tool, management function, network function, application, client, etc.. 

Editor’s Note: same definitions were added in other use cases, will merge and move those definitions to clause 3 or 4 of the TR when merge pCRs to the draftCR, or when finalize the TR.
The operator needs to configure fine grained access permissions to differentiate the exposure of MnSs for the consumers.

5.x.2
Issue and gaps

Potential security issues: 

Without granular access control, MnSs of 3GPP management system could be exposed to unauthorized consumers after the consumers being authenticated. e.g. an authenticated management function in CN domain could delete a RAN network slice subnet that may cause unavailability of the system, or an authenticated network function can update attributes of another network function unexpectedly, or any administrator of the operator could performance CURD operations on any managed objects through a digital portal or other digital tools that may cause confidentiality, integrity, availability and privacy issues. 

Gap: 

MnS and MnS components A, B, C were defined in Management and orchestration Architecture framework (see [2]), and Management Capability Exposure Governance (MCEG) was also introduced in the spec (see 4.4. of [2]) to provide exposure governance on MnS components A, B, C. 

However, how does MCEG control the access/exposure of MnS based on permissions granted to a MnS consumer after the consumer being authenticated, as well as how to associate the access permission of the MnS consumer (which derived from security policies of the operator, regulation, specifications and guidelines, etc.) to the MnS component A, B, C to realize MCEG, are not investigated or solved in existing specification or study report.

Note: MCEG can be implemented by an Exposure governance management function (EGMF).
	End of Change


	Start of 2nd Change


6
Potential requirements for access control for MnS
· REQ-MNSAC-x The 3GPP management system may have the capability to support operator to configure access permissions for a MnS consumer based on MnS Component Type A/operations

Note: e.g. In case of provisioning a MOI, expose only getMOIAttributes operation to the MnS consumer instead of all operations.

· REQ-MNSAC-y The 3GPP management system may have the capability to support operator to configure access permissions for a MnS consumer based on MnS Component Type B/managed object

Note: e.g. expose some MOIs to the MnS consumer but hide others, or expose some attributes of a MOI to the MnS consumer but hide other attributes 

· REQ-MNSAC-z The 3GPP management system may have the capability to support operator to configure access permissions for a MnS consumer based on MnS Component Type C/managed data

Note: e.g. expose critical alarms of a MOI to the MnS consumer but hide all other alarms and performance data of the MOI.

· REQ-MNSAC-xx The 3GPP management system may have the capability to support operator to configure access permissions for a MnS consumer based on any combination of MnS Component Type A, B, and optional MnS Component Type C as well.
	End of Change


