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Rationale

This study proposes to add to TR 28.818 [1] an evaluation and solution for using YANG-Push for 3GPP management purposes. As part of the study this document compares the functionality of YANG-Push and the current 3GPP functionality.
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Detailed proposal

4
Functionality of YANG-Push

4.1
Overview
In this clause we describe functionality provided by YANG-Push comparing it to the notification functionality provided in 3GPP TS 28.532 and 28.622. 
RFC 8639 “Subscribed Notifications” provides functionality to subscribe to, create and transfer notifications defined in YANG data models. Notifications can cover many areas including alarms, restarts, security events, file-based events, changes to the supported data models, changes to configuration or state data. etc.

RFC 8641 “YANG-Push” provides functionality to subscribe to, create and transfer notifications about changes to a configuration and/or state datastore whose content schema is defined in YANG. It is based on RFC 8639.
Comparison: In 3GPP similar basic functionality is available, but there are a lot of differences in details, see below. 
4.2
Detailed Comparison
4.2.x

Data representation based on YANG models
RFC 8641 gives a full definition of how to map YANG models into the notifications. 

Comparison: In 3GPP there is no detailed definition of how to map YANG models into REST based notifications. It could be done, but no detailed description exists yet. There is also no method defined to select a YANG based data representation as part of subscription.

4.2.x
Well defined filtering

There are two fully defined filtering methods based on subtree and Xpath filtering. Xpath filtering is particularly powerful. There are defined error codes in case the implementation does not support the full Xpath standard allowing for partial implementation. Filtering allows subscription to multiple separate subtrees in a single subscription.

Comparison: In 3GPP there is a notificationFilter attribute, but it is fully vendor dependent, as there is no definition about its semantics or it’s usage.

4.2.x
Overload Control

Subscriptions have parameters that can ensure that notifications are not sent “too” often thereby overloading the producer and/or the consumer. Optionally, if to many notifications are to be sent within a specific time (called the dampening-period), they are bundled together into one bigger notification.

Notification subscriptions can overload the producer. Factors that may result in overload include:

· many consumers trying to subscribe to too many notifications

· data change notifications requiring immediate delivery with no or small dampening periods

· data change notifications with wide scope

Comparison: In 3GPP no similar functionality exists. 

4.2.x
Producer Overload Control

A producer may temporarily suspend a subscription e.g. in case of overload. When the overload ceases the producer will resume the subscription. The receiver will be notified about the suspension.
Comparison: In 3GPP no similar functionality exists.

4.2.x
Reliable Notification transfer of data change notifications

A number of features are used to make the transfer of notifications reliable. While the underlying transport is deemed reliable, there are still several reasons while notifications may not reach the consumer: producer overload, receiver overload, network outage, etc. Features that facilitate the detection and handling of lost notifications include:

· sequence numbering of notifications

· indication if the producer failed to send all notifications in a full and complete form

· indication if the subscription is suspended/resumed

· resynchronization: a full set of data (not just the changes) is sent in the next notification if a disturbance e.g. overload, suspension, network outage etc. was detected
Comparison: In 3GPP no similar functionality exists.
4.2.x 
Access Control

The producer performs access control on all notifications. 

For data change notifications access control is also performed on the actual content of the data change notification. The receiving user must have read access rights to the data if it should be notified about it’s changed value; if he does not have the right to read the individual attribute, he should not be notified about it’s changed value. Usually a user may have access rights to some of the NRM data, but not to other parts.

Access control setting are the same as for normal read operations avoiding the need for creating complex access control rules twice.
Comparison: In 3GPP no similar functionality exists.

4.2.x
Discovery of data sources 

A data model is defined where a consumer can list the data-sources it can subscribe to e.g. alarms, fileready, datachange. (e.g.  Netconf streams and notifications that can be subscribed)

Comparison: In 3GPP no similar functionality exists.
4.2.x
Well defined Error Codes

There is a set of formal, strictly defined error-codes for cases where there is a problem with a subscription.

Comparison: No subscription/notification specific error codes specified in 3GPP.

4.2.x

Support CM notifications for any YANG model, e g IETF
YANG-Push can support notifications for any YANG model (e. g. IETF, MEF, IEEE, BBF, ITU etc.).  Especially in situations where transport-based models are used, it is probable that these will be defined by SDOs other than 3GPP. The use of YANG mandates the use of some non-3GPP YANG models (e.g. ietf-yang-library as defined in 3GPP TS 32.160 and RFC7950)

Comparison: In 3GPP the REST based solution can only support 3GPP models, mostly because addressing of data items is based on Distinguished Names.

4.2.x
Configured Subscriptions 

Create, modify, delete, list subscriptions using normal CRUD operations (IETF configured subscriptions)

Comparison: In 3GPP similar functionality is available. The two data models are different. YANG-Push contains more functionality, like subscription-state, additional subscription parameters, etc. See below.
4.2.x
Subscription by Operations

Functionality: Create, modify, delete, list subscriptions using dedicated operations (IETF dynamic subscriptions)

Comparison: In 3GPP a more limited functionality is available but only for Fault Supervision and Data File Reporting. Created subscriptions cannot be listed or modified. As subscribing by CRUD operations is seen as the better future solution, this is not considered important. (Many of the 3GPP features are not available for such subscriptions. The other 3GPP capabilities are only evaluated for configured subscriptions.)
4.2.x
Modifying Subscriptions
Modification of existing subscriptions
Comparison: In 3GPP similar basic functionality is available.
4.1.4
Delivering Notifications
Transport notifications from producer to receiver.
Comparison: In 3GPP similar basic functionality is available.

4.1.5
Transport Characteristics
YANG-Push notifications can be carried over HTTPS, Netconf, UDP (in the works). HTTPS/Rest based transfer is available. VES encapsulation would be possible.
Comparison: In 3GPP HTTPS is the used transport protocol.
4.2.x
Immediate and Periodic Subscriptions
A subscriber/consumer of YANG-Push notification can request that notifications are delivered immediately (on-change in YANG terminology) or in case of data change notifications they can be delivered periodically based on a preset interval. It is possible to support on-change notifications for only part of the full data model. In some cases periodic delivery has advantages or is easier to implement.
Comparison: 3GPP only supports immediate delivery. 
4.2.x
Subscription State

The producer maintains a subscription state. In a simplistic view, subscriptions are always active, successful and deliver all notifications. In reality, the producer may need to stop sending notifications for a variety of reasons, e.g. CPU overload, priority traffic, access control, etc. YANG-Push notifications maintain a state per subscription that represents this state. The state value can be read with usual CRUD operations. Consumers will also get a notification when the subscription state changes.
Comparison: In 3GPP no similar functionality exists.
4.2.x
Multiple receivers

It is possible to have multiple receivers for a single subscription.

Comparison: In 3GPP no similar functionality exists. It is possible to subscribe for each receiver individually. 
4.2.x
Monitoring of Subscriptions
The producer maintains per-subscription operational counters about the number of notifications sent and not-sent (due to access control and filtering).
Comparison: In 3GPP no similar functionality exists.

4.2.x
Multiple encodings

Data change notifications can be encoded both as JSON or XML.

Comparison: In 3GPP XML encoding is not available.

4.2.x
Replay

It is possible to specify during subscription a time for which previously generated and stored notifications should be replayed/sent by the producer. The optional replay capability is dependent on the producer storage capabilities. Replay is not available for data-change notifications as resynchronization can be used for those.
Comparison: In 3GPP no similar functionality exists. 

4.2.x
Stop-time

It is possible to specify a time when the subscription should automatically end.

Comparison: In 3GPP no similar functionality exists. 

4.2.x
Specifying Source for Notification Transport
It is possible to specify the source interface, IP-Address and Virtual Routing Function for outgoing notifications.
Comparison: In 3GPP no similar functionality exists.
4.2.x
Transport Quality of Service
In case multiple subscriptions exist, it is possible to set parameters to influence their relative delivery priority. Parameters that can be set include: dscp, weighing and dependency on other streams. 
Comparison: In 3GPP no similar functionality exists.
4.2.x
Discovery of Notifiable Data
A Data model is provided that allows the discovery of which parts of the data model (which attributes) will emit notifications upon change.
Comparison: In 3GPP no similar functionality exists.

4.2.x 
Excluded change types
It is possible to subscribe only to specific change types (create, delete, insert, move, replace). E.g. it is possible to subscribe to create events but to exclude delete events from the subscription.
Comparison: In 3GPP no similar functionality exists.
4.2.x
SW Implementation
Independent YANG SW toolkits are available (and under development) that support YANG-Push.

Comparison: The 3GPP REST based solution for YANG models would need custom implementation.

4.3
Summary of comparison
YANG-Push provides more features than current 3GPP notification functionality. Some of the additional features would provide useful and needed functionality. The most valuable new features include:

· Detailed YANG mapping

· Detailed and well-defined data selection filters

· Reliable transfer (indication of lost or incomplete notifications)

· Overload control

· Access control

· Support for non-3GPP models
5
Other SDOs/Groups
IETF has defined YANG-Push and related standards.
ONAP today has limited support for processing of CM notifications. However, the Configuration Persistence Service project (CPS) [5] aims to implement a YANG native configuration store, where one proposed use case (not yet implemented) is to update the stored data based on notifications received from the network. This use case may benefit from notifications that use YANG representation of data. The suggested way to receive notifications is using the ONAP VES Collector. The VES event format has recently been extended to support encapsulation of externally defined notifications and can work with multiple notifications formats, including formats defined by IETF and 3GPP. See description of standard defined domain in VES 7.2 [6] and example usage in TS 28.532 [4] Annex B. Another option would be to send notifications over persistent NETCONF connection to the ONAP controller, see TS 28.533 [7] Annex A.9.2. However, this option is based on dynamic rather than configured subscriptions.
O-RAN Alliance has specified the O1 interface which is largely based on 3GPP management specifications. For CM data, YANG representation is used. Thus O-RAN may benefit from a fully standardized notification solution in 3GPP supporting YANG.
Editor’s note: references to O-RAN documentation cannot be provided as copyright issues need to be clarified.
