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1
Decision/action requested

The group is asked to discuss and approve the proposal..
2
References
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3GPP TS 28.533: "Management and orchestration; Architecture framework"
3
Rationale

3GPP management system provides management services to the management service consumer to provision and monitor 3GPP network. The management service consumer could be:

1.  A digital portal provided by the operator to allow administrator of the operator/operator’s customer to manage the operator’s network through the portal. Access control in this case should consider the authenticity and authorization of the portal, as well as authenticity and authorization of the human users of the portal, thereby protect 3GPP management system and network from unauthorized access by malicious or dysfunctional human user or machine. The server of the digital portal is always deployed in the data center of the operator while its webpage can be accessed from either internet or intranet. 

2. A digital tool deployed in a data center of the operator’s customer, e.g. in data center of a vertical. The tool could access management service exposed to the vertical customer to monitor or provision service the operator offered to the vertical customer. Access control in this case should consider the authenticity and authorization of the tool which is out side of the operator’s data center, therefore interaction between this tool and 3GPP management system is always via internet and likely with proxy/security gateway between the entities 

3. A digital tool deployed as part of 3GPP management system in a data center of the operator, and in a same management domain of the 3GPP management service producer. Access control in this case could be relatively loose and static as both consumer belong to same management domain of same operator, and access control policies can be even predefined and preconfigured. 

4. A digital tool deployed as part of 3GPP management system in a data center of the operator, but in a different management domain than the domain of the 3GPP management service producer. It’s similar to case 3 but more strict as the consumer and producer belong to different management domain. 
Threat surface could be different for different use cases and scenarios, therefore access control solution and policies for the different use cases would be different, so the use cases need to be investigated one by one.    
This pCR is studying access control on a digital tool in operator’s data center to access management service produced in the same 3GPP management domain
4
Detailed proposal

	Start of 1st Change


5.x
use case – MnS is accessed by a consumer in the same domain of the 3GPP management system
5.x.1
Description
A digital tool, acting as a MnS consumer, could access MnSs produced by a MnS producer in the same management domain of an operator to perform different tasks.  E.g. Decision entity in network slice management domain may access analytics entity in the same domain to get analytics report for better decision.
5.x.2
Issue and gaps

Potential security issues: 

Without proper access control between tools in the same management domain, the management function with low sensitive level could access MnS labelled as sensitive that compromised confidentiality of the system, e.g. discovery management function accesses sensitive data exposed by data MnS would possibly leak sensitive trace/MDT data to less protected entity. In addition, man-in-the-middle attack could be performed between two management functions/entities without mutual authentication between them.
Therefore, access control, including identification, authentication, authorization and auditing, on a MnS consumer of same management domain is required to protect the MnSs and corresponding managed resources from unauthorized reading and writing. In addition, mutual authentication between MnS consumer and MnS producer in same domain is required to avoid credential or other information leaking and damage because of fake MnS consumer or MnS producer.
Gap: 

Identification of MnS producer and MnS consumer in same management domain is not supported in existing 3GPP management system.
Authentication between MnS producer and MnS consumer in same management domain is not supported in existing 3GPP management system.

Authorization of MnS consumer in same management domain is not supported in existing 3GPP management system.

Tracking and audit the activities/behaviours of a MnS consumer in same management domain is not supported in existing 3GPP management system.

	End of Change


	Start of 2nd Change


6
Potential requirements for access control for MnS
Editor’s notes: the potential requirements derived from different use cases could be overlapped with each other, the duplicated requirements will be removed when merge the agreed pCRs to the draft of the TR.
Editor’s notes: suppose the MnS consumer discussed in this case is management function/entity complied with 3GPP specification
· The 3GPP management system could have the capability to identify a MnS producer

· The 3GPP management system could have the capability to identify a MnS consumer in same management domain
· The 3GPP management system could have the capability to support mutual authentication between MnS producer and MnS consumer in same management domain
· The 3GPP management system could have the capability to support authorization of a MnS consumer in same management domain based on standards and operator’s policies
Note: standards could be 3GPP specification. E.g. some default access control policies for authorization could be defined in 3GPP specification, e.g. creating subnetwork can only be allowed by internal MnS consumer 

· The 3GPP management system could have the capability to support tracking activities of a MnS consumer in same management domain
	End of Change


