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Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
can		indicates that something is possible
cannot		indicates that something is impossible
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
[bookmark: introduction][bookmark: _Toc63418469]Introduction
[bookmark: scope][bookmark: _Toc63418470]
1	Scope

[bookmark: references][bookmark: _Toc63418471]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[bookmark: definitions][bookmark: _Toc63418472]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc63418473]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
<defined term>: <definition>.
[bookmark: _Toc63418474]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc63418475]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
<ABBREVIATION>	<Expansion>

[bookmark: clause4][bookmark: _Toc23230714][bookmark: _Toc63418476]4	Concepts and overview
[bookmark: _Toc63418477]4.1	Overview
Service based architecture of 3GPP management system enables a management service (MnS) consumer to access and utilize capabilities of a MnS producer to provision or monitor logical networks, services or resources allocated to the consumer. 3GPP management system is built on multiple management domains (see[x]). There’re interactions between external entities and the 3GPP management system, between management functions (MnFs) of different management domains, or between MnFs in the same management domain. 
Without access control for management services/interface, an attacker may gain access to capabilities of the 3GPP management system to exhaust the network resources and potentially bring down the networks and services. Attackers may also modify the configuration of other customers’ networks and resources to fail their SLA. In addition, attackers could intercept management data of other customers and infer the competitor’s business secrete and damage reputation of the management service provider. Therefore, access control for protecting MnSs provided by 3GPP management system is essential for service and network management and orchestration, especially in commercial environment where the network resource and management capabilities are shared by multiple consumers/tenants.
This study will investigate use cases related access control for the 3GPP management system, raise potential capability requirement for 3GPP management system and propose solutions to solve the issues. Access from external machine entities, between machine entities of same or different management domains, as well as from machine entities on behalf of human users will be considered in this study.

[bookmark: _Toc63418478]4.2	Concept
[bookmark: _Toc63418479]4.2.1 access control
Access control in 3GPP management system represents the set of features and procedures that allow controlling how management service consumer and management service producer communicate and interact with each other, hence protect the 3GPP management system and managed services as well as resources from unauthorized access.
Access control component(s) could determine the level of authorization of a consumer after an authentication procedure has successfully completed. In addition, access control component(s) could track the access activities of a consumer to enforce accountability for the consumer’s actions.
[bookmark: _Toc63418480]4.2.2 authentication
Authentication in 3GPP management system represents the set of securityfeatures and procedures that allow proving a management service consumer or producer is what it claims to be, based on its identity and one or more of the three factors: something a consumer/producer knows (e.g. password), something a consumer/producer has (e.g. ID badge, cryptographic key/token), something a consumer/producer is (e.g. fingerprint or other biometric data),
[bookmark: _Toc63418481]4.2.3 authorization
Authorization in 3GPP management system represents the set of features and procedures that allow ensuring an authenticated management service consumer has the corresponding access rights to services/resources related to location, time and reasons.


[bookmark: _Toc49757787][bookmark: _Toc63418482][bookmark: _Toc49757648]5	Use cases for access control for management service
[bookmark: _Toc49757649][bookmark: _Toc49757788][bookmark: _Hlk55309833]5.x	use case x (to be replaced by the concrete title)
5.x.1	Introduction
[bookmark: _Toc49757790][bookmark: _Toc49757651][bookmark: _Toc34292837][bookmark: _Toc17554886][bookmark: _Toc2418538]5.x.2	Workflow
5.x.2.1	Pre-condition
[bookmark: _Toc49757791][bookmark: _Toc49757652][bookmark: _Toc34292838][bookmark: _Toc17554887][bookmark: _Toc2418539]5.x.2.2	Procedures
[bookmark: _Toc49757792][bookmark: _Toc49757653][bookmark: _Toc34292839][bookmark: _Toc17554888][bookmark: _Toc2418540]5.x.2.3	Post-condition
[bookmark: _Toc63418483]5.1	use case – MnS is accessed by a digital portal of the operator

[bookmark: _Toc63418484]5.1.1	Description
On behalf of an internal or external user of a 3GPP management system, a digital portal/store front of an operator could access MnSs produced by the 3GPP management system of the operator to provision and monitor the network of the operator. There’re several example scenarios.
Scenario 1: An administrator of the operator creates/delete/update a network from the digital portal, that triggered the portal (acting as MnS consumer) calling MnSs to create/delete/update subnetwork. 
Scenario 2: An administrator of the operator’s customer collects faults of a network slice (allocated to the customer) from a digital portal/store front, that triggered the digital portal/store front (acting as MnS consumer) calling MnS to subscribe and get alarms the network slice. 
Scenario 3: The operator or its customer could have multiple administrators with different privileges to support separation of duties. 
Note: 
Internal user of 3GPP management system is a human working for the operator, e.g. an administrator of the operator, who operates on the 3GPP management system through a portal for provisioning and monitoring the 3GPP network.
External user of 3GPP management system is a human working for a customer of the operator, e.g. an administrator of the customer of the operator, who operates on the 3GPP management system through a portal/store front for monitoring and optionally provisioning the 3GPP network allocated to the customer.

	
[bookmark: _Toc63418485]5.1.2	Issue and gaps
[bookmark: _Toc63418486]Potential security issues: 
Without proper access control, the administrator of the operator or its customer could mis-operate on the network/network slice deliberately or accidently. e.g. an external customer of an operator could delete a network of the operator, which is serving multiple customers, that could cause outage of services. Another example is an external customer of an operator could receive detail performance data, e.g. all measurements of a network slice, which was not part of SLA between the operator and customer.  In addition, a malicious user could fake the legal user to perform attacks, e.g. spoofing, man-in-the-middle, etc., that could cause availability and confidentiality compromising. Further, the malicious entity cannot be identified without tracking and auditing the access activities of the consumer.   
Therefore, access control, including identification, authentication, authorization and auditing, on a digital portal/store front, as internal MnS consumer and on behalf of human user of 3GPP management system, is required to protect the MnSs and corresponding managed resources from unauthorized reading and writing. In addition, mutual authentication between digital portal/store front and MnS producer, both being digital tools, is required to avoid credential or other information leaking and damage because of fake digital portal/store front or MnS producer.
[bookmark: _Hlk62751092]Note: internal MnS consumer is a digital tool owned by the operator who provides 3GPP management system and network
[bookmark: _Toc63418487]Gap: 
Identification of MnS producer, digital portal/store front as internal MnS consumer, and internal /external user of the 3GPP management system (who would indirectly access MnS of the 3GPP management system through digital portal/store front), is not supported in existing 3GPP management system.
Authentication between MnS producer and digital portal/store front (acting as internal MnS consumer) is not supported in existing 3GPP management system.
Authorization of a digital portal/store front (acting as internal MnS consumer) on behalf of human user of the 3GPP management system is not supported in existing 3GPP management system.
Note: Generally digital portal/store front could support authentication of internal/external user of the 3GPP management system but always need to interact with 3GPP management system for granular authorization of the user, as authorization is highly depends on business logic of the 3GPP management system.  
Tracking and audit the activities/behaviours of digital portal/store front as an internal MnS consumer or internal/external user of the 3GPP management system is not supported in existing 3GPP management system.

[bookmark: _Toc63418488]5.2	use case – MnS is accessed by an external consumer of the 3GPP management system
Editor’s notes: suppose in the same time only single  administrator of a vertical is bound to an external tool in this use case, supporting tool/application with binding multiple administrators/users of the vertical in the same time is FFS

[bookmark: _Toc63418489]5.2.1	Description
A vertical customer may utilize service provided by an operator to build their own E2E service, therefore a management tool of the vertical customer, which is in the data center of the vertical, could access 3GPP management system of the operator to provision and monitor services offered by the operator. E.g. An application/management tool of a vertical could call MnSs provided by an operator to create/delete/update a network slice and monitor performance and fault of the network slice.
[bookmark: _Toc63418490]5.2.2	Issue and gaps
[bookmark: _Toc63418491]Potential security issues: 
Without proper access control on the external tools/applications which access the MnS of 3GPP system, attacker could utilize fraudulent tool to perform attacks, e.g. man-in-the-middle, DDoS, etc., that could cause availability and confidentiality compromising. Further, the malicious entity cannot be identified without tracking and auditing the access activities of the consumer.   
Therefore, access control, including identification, authentication, authorization and auditing, on an external MnS consumer is required to protect the MnSs and corresponding managed resources from unauthorized reading and writing. In addition, mutual authentication between external MnS consumer and MnS producer is required to avoid credential or other information leaking and damage because of fake MnS consumer or MnS producer.
Note: external MnS consumer is a digital tool owned by the vertical customer and deployed outside of data centre of the operator. 

In addition, as the tool/application acting as external MnS consumer is not in the data centre of operator, which can be in vertical data centre or any other location, and the functionality of the tool could be out the scope of 3GPP, the security position of the tool can be dynamic and unexpectable. Therefore, stronger, more flexible and adaptive access control are required to adapt the context change of the tools as the external MnS consumer.
[bookmark: _Toc63418492]Gap: 
Identification of MnS producer and external MnS consumer is not supported in existing 3GPP management system.
Authentication between MnS producer and external MnS consumer is not supported in existing 3GPP management system.
Authorization of a external MnS consumer on behalf of administrator of a vertical, is not supported in existing 3GPP management system.
Tracking and audit the activities/behaviours of an external MnS consumer is not supported in existing 3GPP management system.
[bookmark: _Toc63418493]5.3	use case – MnS is accessed by a consumer in the same domain of the 3GPP management system
Editor’s notes: suppose the MnS consumer discussed in this case is management function/entity complied with 3GPP specification
[bookmark: _Toc63418494]5.3.1	Description
A digital tool, acting as a MnS consumer, could access MnSs produced by a MnS producer in the same management domain of an operator to perform different tasks.  E.g. Decision entity in network slice management domain may access analytics entity in the same domain to get analytics report for better decision.
[bookmark: _Toc63418495]5.3.2	Issue and gaps
[bookmark: _Toc63418496]Potential security issues: 
Without proper access control between tools in the same management domain, the management function with low sensitive level could access MnS labelled as sensitive that compromised confidentiality of the system, e.g. discovery management function accesses sensitive data exposed by data MnS would possibly leak sensitive trace/MDT data to less protected entity. In addition, man-in-the-middle attack could be performed between two management functions/entities without mutual authentication between them.
Therefore, access control, including identification, authentication, authorization and auditing, on a MnS consumer of same management domain is required to protect the MnSs and corresponding managed resources from unauthorized reading and writing. In addition, mutual authentication between MnS consumer and MnS producer in same domain is required to avoid credential or other information leaking and damage because of fake MnS consumer or MnS producer.
[bookmark: _Toc63418497]Gap: 
Identification of MnS producer and MnS consumer in same management domain is not supported in existing 3GPP management system.
Authentication between MnS producer and MnS consumer in same management domain is not supported in existing 3GPP management system.
Authorization of MnS consumer in same management domain is not supported in existing 3GPP management system.
Tracking and audit the activities/behaviours of a MnS consumer in same management domain is not supported in existing 3GPP management system.
[bookmark: _Toc63418498]5.4	use case – MnS is accessed by a consumer in the different domain of the 3GPP management system
Editor’s notes: suppose the MnS consumer discussed in this case is management function/entity complied with 3GPP specification
[bookmark: _Toc63418499]5.4.1	Description
A digital tool in data center of an operator, acting as a MnS consumer, could access MnSs produced by a MnS producer in another management domain of a same or different operator to provision and monitor network or resources.  E.g. NSMF could create/delete/update RAN and/or network slice subnet through MnSs provided in RAN and/or CN domain(s) and monitor performance and fault of the network slice through network slice subnet MnSs of the domain(s),.
The management functions/entities in one management domain have different functionalities, then different privileges to access the MnSs of other domains. E.g. Execution entity in network slice management domain may have permission to create/delete/update network slice subnet in RAN/CN domain, while analytics entity in network slice management domain may have permission to collect performance, trace and alarm data from RAN/CN domain, and discovery management entity may have no rights to access any MnS of RAN/CN domain.
[bookmark: _Toc63418500]5.4.2	Issue and gaps
[bookmark: _Toc63418501]Potential security issues: 
Without proper access control between tools of 3GPP system, attacker could utilize fraudulent tool to perform attacks, e.g. man-in-the-middle, DDoS, etc., that could cause availability and confidentiality compromising. Further, the malicious entity cannot be identified without tracking and auditing the access activities of the consumer. In addition, without proper authorization, tools with least privilege could mis-operate on critical resource and cause outage of system.
Therefore, access control, including identification, authentication, authorization and auditing, on a MnS consumer of another management domain is required to protect the MnSs and corresponding managed resources from unauthorized reading and writing. In addition, mutual authentication between MnS consumer and MnS producer in different domain is required to avoid credential or other information leaking and damage because of fake MnS consumer or MnS producer.
In addition, as the MnS consumer may be in the data centre of another operator, stronger access control, especially stronger and feasible cross network domains authentication is required.
[bookmark: _Toc63418502]Gap: 
Identification of MnS producer and MnS consumer in another management domain is not supported in existing 3GPP management system.
Authentication between MnS producer and MnS consumer in another management domain is not supported in existing 3GPP management system.
Authorization of MnS consumer in another management domain is not supported in existing 3GPP management system.
Tracking and audit the activities/behaviours of a MnS consumer in another management domain is not supported in existing 3GPP management system.

[bookmark: _Toc49757654][bookmark: _Toc49757793][bookmark: _Toc502837126][bookmark: _Toc34292911][bookmark: _Toc63418503]6	Potential requirements for access control for management service
Editor’s notes: the potential requirements derived from different use cases could be overlapped with each other, the duplicated requirements will be removed when merge the agreed pCRs to the draft of the TR.
· The 3GPP management system could have the capability to identify a MnS producer
· The 3GPP management system could have the capability to identify a digital portal acting as internal MnS consumer 
Note: internal MnS consumer is a digital tool owned by the operator who provides the 3GPP management system and network
· The 3GPP management system could have the capability to identify an internal user who indirectly access MnS through a digital  portal acting as an internal MnS consumer
Note: For example, internal user could be administrator of the operator
· The 3GPP management system could have the capability to identify an external user who indirectly access MnS through a digital portal acting as an internal MnS consumer
Note: For example, external user could be administrator of the operator’s customer
· The 3GPP management system could have the capability to support mutual authentication between MnS producer and internal MnS consumer
· The 3GPP management system could have the capability to support authorization of an internal user of the 3GPP management system of the operator based on operator’s policies
· The 3GPP management system could have the capability to support authorization of an external user of the 3GPP management system of the operator based on operator’s policies and SLA between the operator and the customer the external user represented
· The 3GPP management system could have the capability to support tracking activities of an internal MnS consumer
· The 3GPP management system could have the capability to support tracking activities of an internal/external user of the 3GPP management system
· The 3GPP management system could have the capability to support provisioning more users/accounts with different privileges in 3GPP management system by authorized internal/external users
· The 3GPP management system could have the capability to identify a MnS producer
· The 3GPP management system could have the capability to identify an external MnS consumer 
· The 3GPP management system could have the capability to support mutual authentication between MnS producer and external MnS consumer
· The 3GPP management system could have the capability to support multi-factor authentication of an external MnS consumer
· The 3GPP management system could have the capability to support adaptive authorization of an external MnS consumer based on operator’s policies, SLA between the operator and the customer the MnS consumer represented, and security context of the external MnS consumer
· The 3GPP management system could have the capability to support tracking activities of an external MnS consumer
· The 3GPP management system could have the capability to support tracking activities of an internal/external user of the 3GPP management system
· The 3GPP management system could have the capability to identify a MnS producer
· The 3GPP management system could have the capability to identify a MnS consumer in same management domain
· The 3GPP management system could have the capability to support mutual authentication between MnS producer and MnS consumer in same management domain
· The 3GPP management system could have the capability to support authorization of a MnS consumer in same management domain based on standards and operator’s policies
Note: standards could be 3GPP specification. E.g. some default access control policies for authorization could be defined in 3GPP specification, e.g. creating subnetwork can only be allowed by internal MnS consumer 
· The 3GPP management system could have the capability to support tracking activities of a MnS consumer in same management domain
· The 3GPP management system could have the capability to identify a MnS producer
· The 3GPP management system could have the capability to identify a MnS consumer in another management domain
· The 3GPP management system could have the capability to support mutual authentication between MnS producer and MnS consumer in another management domain
· The 3GPP management system could have the capability to support mutual authentication between MnS producer and MnS consumer in another network domain
· The 3GPP management system could have the capability to support authorization of a MnS consumer in another management domain based on standards and operator’s policies if both consumer and producer belong to same operator
· The 3GPP management system could have the capability to support authorization of a MnS consumer in another management domain based on standards, operator’s policies and agreements between operators if  the consumer and producer belong to different operators
· The 3GPP management system could have the capability to support management domain of management consumer or management producer to assign different privileges to different management entities/functions in the management domain of management consumer
· The 3GPP management system could have the capability to support tracking activities of a MnS consumer in another management domain

[bookmark: _Toc49757655][bookmark: _Toc49757794][bookmark: _Toc63418504]7	Possible solutions for access control for management service
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