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[bookmark: _Toc10820407][bookmark: _Toc36135528][bookmark: _Toc36138373][bookmark: _Toc44690739][bookmark: _Toc51853273][bookmark: _Toc36138420][bookmark: _Toc44690786][bookmark: _Toc51853320]1	Scope
The present document describes Trace data definition and management. It covers the trace records content, their format and transfer across UMTS networks, EPS networks or 5GS networks. GSM Trace is outside of the scope of this specification.. 
The present document also describes the data definition for Minimization of Drive Tests (MDT) across UMTS networks or EPS networks 3GPP networks.
The objectives of the present document are:
-	To provide the descriptions for a standard set of Trace and MDT data;
-	To define the common format of trace and MDT records; and
-	To define a method for the reporting of Trace and MDT results across the management interfaces.
Clause 4 details the various Trace records content, Clause 5 defines GPB trace format for NR, Annex A provides Trace and MDT report file format, Annex B provides the trace report file conventions and transfer procedure, Annex C provides the trace reporting functional architecture and Annex D provides some trace and MDT files examples, Annex G provides normative GPB trace record schema and examples. 
Trace and MDT concepts and requirements are covered in TS 32.421 [2] while Trace control and configuration management are described in 3GPP TS 32.422 [3]. 
The definition of Trace and MDT data is intended to result in comparability of Trace and MDT data produced in a multi-vendor wireless UMTS and/or EPS  network 3GPP networks.
The following is beyond the scope of the present document, and therefore the present document does not describe:
-	Any notification mechanisms or IRPs for trace. Only file transfer mechanism is specified for trace data transfer;
-	Any data compression mechanisms for trace data transfer;
-	Any Trace capability limitations (e.g. maximum number of simultaneous traced mobiles for a given NE).
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5	Trace streaming format 
[bookmark: _Toc36138421][bookmark: _Toc44690787][bookmark: _Toc51853321]5.1	Introduction
Trace data reporting consists of trace records that may be written to files or output to streams. 
Trace Records are used to carry the captured trace data being reported or to convey various administrative messages associated with the data collection. Administrative messages are intended for the consumer of files from the TCE for the file reporting case, or for the MnS Consumer in the case of stream output.  Cases where MnS Consumer may transfer data or convey administrative messages to the MnS Producer are out of scope of the present document.
Encoding of trace records may be performed using XML (binary form) or GPB (Google Protocol Buffers).
GPB encoded trace records are preceded by length indicator to facilitate decoding by the receiver.  Streamed trace records use a transport protocol to facilitate framing of the messages.
In Streaming Trace data reporting the individual trace records are carried in payload of the transport protocol messages Figure 5.1-1 illustrates the concept.


Figure 5.1-1: Transport of Trace Records
As depicted in the Figure 5.1-1, each streaming protocol-specific message delivers one or more trace records from the MnS Producer to the MnS Consumer. The header of the transport protocol message is protocol-specific. It may contain protocol specific extensions and/or options related to the transport stream. The payload of the transport protocol carries one of more Streaming Trace Records. The format of the individual Streaming Trace Records is specified in clause 5.2.
The procedures related to the connection establishment and meta-data exchange between the Streaming Trace data reporting MnS Producer and MnS Consumer are out of scope of the present document and are specified in TS 28.532 [43]

[bookmark: _Toc36138422][bookmark: _Toc44690788][bookmark: _Toc51853322]5.2	Streaming Trace Record
[bookmark: _Toc36138423][bookmark: _Toc44690789][bookmark: _Toc51853323]5.2.1	Introduction
GPB encoded trace records are formatted in GPB version 3 (proto3) [X].  Individual Trace records are preceded with a GPB variable length 32 bit integer that indicates the size of the GPB encoded trace record.
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The Streaming Trace Record comprises a header and payload as shown in Figure 5.2.1-1.


 
Figure 5.2.1.1: Trace Record
The format of the Trace Record Header in Streaming Trace Record specified in the clause 5.2.2. The format of the Payload in Streaming Trace Record specified in the clause 5.2.3.
The Streaming Trace Records may be used to carry the captured Trace data being reported by the MnS Producer to the MnS Consumer or to convey various administrative messages from the MnS Producer to the MnS Consumer. These cases are further explained in clause 5.2.4. Cases where MnS Consumer may transfer data or convey administrative messages to the MnS Producer are out of scope of the present document. 
[bookmark: _Toc36138424][bookmark: _Toc44690790][bookmark: _Toc51853324]5.2.2	Streaming Trace Record Header
The streaming trace record header contains the common fields as specified in the Table 5.2.2-1, in addition it may also contain vendor specific extensions.
Table 5.2.2.1 : Common fields in the streaming trace record header
	[bookmark: _Hlk20989631]Trace Record Header field name
	Description

	timeStamp (M)
	Time stamp (in milliseconds since Epoch) of when the streaming trace record is produced internally in the Producer encoded as (64 bit integer)

	nfInstanceId (M)
	Unique id of the Producer NF instance that produced this streaming trace record represented by a (String)

	nfType (M)
	Type of the Producer NF that produced this streaming trace record represented by a (String)

	traceReference (M)
	Trace Reference (see clause 5.6 of 3GPP TS 32.422 [23]) (represented by a 3 bytes  octet string)

	traceRecordingSessionReference (M)
	Trace Recording Session Reference (see clause 5.7 of 3GPP TS 32.422 [23])  represented by a (2 byte octet string. See Note 1.)

	traceRecordTypeId (M)
	Identifier of the trace record type (see clause 5.2.4 for details) represented by an ENUM with the following values: NORMAL
TRACE_SESSION_START, 
TRACE_SESSION_STOP, TRACE_RECORDING_SESSION_START, TRACE_RECORDING_SESSION_STOP, TRACE_STREAM_HEARTBEAT. 
TRACE_RECORDING_SESSION_NOT_STARTED, TRACE_RECORDING_SESSION_DROPPED_EVENTS,
TRACE_FILE_OPEN,
TRACE_FILE_CLOSE,
TRACE_FILE_ABNORMAL_CLOSED
(See Note 2).

	ranUeId (O)
	RAN defined UE Id (see 3GPP TS 38.463 [25] and 38.473 [26]) represented as of the UE (8 byte octet string. See Note 3.)

	payloadSchemaURI (O)
	URI identifying the schema to be used in order to decode the payload represented by a (String. See Note 4.)

	vendorExtension (O)
	Vendor-specific extension(s) represented by a (Arraylist of String. See Note 5.)

	NOTE 1: The traceRecordingSessionReference must be present for the Streaming Trace Records with non-zero size payload where the payload carries data captured for a Trace Recording Session and in administrative messages related to a Trace Recording Session (e.g. "Trace Recording Session Start" or "Trace Recording Session Stop").
NOTE 2: The traceRecordTypeId with value "NORMAL" is used for Streaming Trace Records that do not carry an administrative message.
NOTE 3: The ranUeId field is present in the trace record header if it has been captured in the traced signaling messages.
NOTE 4: The payloadSchemaURI is not required for Streaming Trace Records with payload of zero-size, or payload using common payload format (e.g. used to convey Streaming Trace administrative messages).
NOTE 5: The vendorExtension is typically a generic list of key-value pairs.




[bookmark: _Toc36138425][bookmark: _Toc44690791][bookmark: _Toc51853325]5.2.3	Streaming Trace Record Payload
The streaming trace record payload carries the captured Trace data being reported by the MnS Producer to the MnS Consumer and comprises the fields defined in Table 5.2.3-1. 
Table 5.2.3.1 : Fields in the trace record payload
	Trace Record Payload parameter name
	Description

	payloadSize (O)
	Size of payload, in bytes represented by a (64 bit integer. The field may be omitted if the solution set specific encoding/decoding has its own support for indicating the size.)

	payload (M)
	Sequence of bytes representing the binary encoded data of the specific trace recordArray of bytes. See Note 1.

	NOTE 1: For example, trace record content per clause 4 of the present document with schema indicated in the header field payloadSchemaURI required for decoding.
NOTE 2: Trace Record Payload is not used for administrative messages.



5.2.X	Streaming Trace Format
When streaming trace data individual trace records and their associated length delimeter are carried in the payload of the transport protocol messages Figure 5.1-1 illustrates the concept. 


Figure 5.1-1: Transport of Trace Records
As depicted in the Figure 5.1-1, each protocol-specific message delivers one or more trace records from the MnS Producer to the MnS Consumer. The header of the transport protocol message is protocol-specific. It may contain protocol specific extensions and/or options related to the transport stream. The payload of the transport protocol carries one of more Trace Records. The format of the individual Trace Records is specified in clause 5.2.
The procedures related to the connection establishment and meta-data exchange between the Streaming Trace data reporting MnS Producer and MnS Consumer are out of scope of the present document and are specified in TS 28.532 [43]

[bookmark: _Toc36138426][bookmark: _Toc44690792][bookmark: _Toc51853326]5.2.4	Streaming Trace administrative messages 
[bookmark: _Toc36138427][bookmark: _Toc44690793][bookmark: _Toc51853327]5.2.4.1	Introduction
The following administrative messages are defined to for trace stream management purposes:
- Trace Session Start
- Trace Session Stop
- Trace Recording Session Start
- Trace Recording Session Stop
- Trace Stream Heartbeat (streaming only)
- Trace Recording Session Not Started
- Trace Recording Session Dropped Events
- Trace File Open (file based only)
- Trace File Close (file based only)
- Trace File Abnormal Closed (file based only)

[bookmark: _Toc36138428][bookmark: _Toc44690794][bookmark: _Toc51853328]5.2.4.2	Trace Session Start administrative message
The Trace Session Start administrative message shall be used to convey the start of a Trace Session (see 3GPP TS 32.422 [3] for details). The Streaming Trace Record in this case may have zero-size payload. The value of the traceRecordTypeId field in the Streaming Trace Record Header is set to "TRACE_SESSION_START". The start trace session administrative message is not used for signalling based activation as there is no separate trigger for starting the session and the trace recording session.
[bookmark: _Toc36138429][bookmark: _Toc44690795][bookmark: _Toc51853329]5.2.4.3	Trace Session Stop administrative message
The Trace Session Stop administrative message shall be used to convey the stop of a Trace Session (see 3GPP TS 32.422 [3] for details). The Streaming Trace Record in this case may have zero-size payload. The value of the traceRecordTypeId field in the Streaming Trace Record Header is set to "TRACE_SESSION_STOP".The stop trace session administrative message is not used for signalling based activation as there is no separate trigger for stoping the session and the trace recording session.
[bookmark: _Toc44690796][bookmark: _Toc51853330]5.2.4.3a	Trace Recording Session Start administrative message
The Trace Recording Session Start administrative message shall be used to convey the start of a Trace Recording Session (see 3GPP TS 32.422 [3] for details). The Streaming Trace Record in this case may have zero-size payload. The value of the traceRecordTypeId field in the Streaming Trace Record Header is set to "TRACE_ RECORDING_SESSION_START".
[bookmark: _Toc44690797][bookmark: _Toc51853331]5.2.4.3b	Trace Recording Session Stop administrative message
The Trace Recording Session Stop administrative message shall be used to convey the stop of a Trace Recording Session (see 3GPP TS 32.422 [3] for details). The Streaming Trace Record in this case may have zero-size payload. The value of the traceRecordTypeId field in the Streaming Trace Record Header is set to "TRACE_ RECORDING_SESSION_STOP".
[bookmark: _Toc36138430][bookmark: _Toc44690798][bookmark: _Toc51853332]5.2.4.4	Trace Stream Heartbeat administrative message
The Trace Stream Heartbeat administrative message may be used in absence of the captured trace data and other administrative messages from the MnS Producer to the MnS Consumer. The message is intended to indicate that a streaming trace connection is alive and does not indicate whether there is an ongoing Trace Session or not.
Transport protocol level keep-alive mechanisms may be used as an alternative (e.g. use of Ping and Pong WebSocket frames in IETF RFC 6455 [40]) and are out of scope of the present document.
[bookmark: _Toc51853333]5.2.4.5	Trace Recording Session Not Started administrative message
The Trace Recording Session Not Started administrative message shall be used to convey that a trace recording session could not be started. For example, the number of simultaneous UE traces may be limited so that UE traces are not started when this limit is reached. It includes the detailed reason as string in the payload.
[bookmark: _Toc51853334]5.2.4.6	Trace Recording Session Dropped Events administrative message
The Trace Recording Session Dropped Events administrative message shall be used to convey the number of dropped trace records. The message provides indication that trace records are dropped from a particular trace recording session. It includes the number of trace records dropped in the payload.
5.2.4.x	Trace File Open administrative message
The Trace File Open administrative message shall be used to convey that trace file is opened for trace recording at the start of ROP period. The message provides indication when a file is opened.
[bookmark: _Toc36138431][bookmark: _Toc44690799][bookmark: _Toc51853335]5.2.4.y	Trace File Close administrative message
The Trace File Close administrative message shall be used to convey that trace file is closed for trace recording at the end of ROP period. The message provides indication when a file is closed.
5.2.4.z	Trace File Abnormal Closed administrative message
The Trace File Abnormal Closed administrative message shall be used to convey that trace file is closed abnormally. For example, the trace file is closed due to resource constraint such as out of memory.

5.2.5	Void

[bookmark: _Toc36138432][bookmark: _Toc44690800][bookmark: _Toc51853336]5.3	Void
Next change
[bookmark: _Toc36138455][bookmark: _Toc44690821][bookmark: _Toc51853357]Annex G (normative):
Trace Record Protocol Buffer (GPB)
[bookmark: _Toc51853358]G.1	Transport Protocol Payload Format
The payload of one transport protocol message can carry one or more streaming trace records as specified in clause 5.1. For GPB streaming trace payload, the overall encoding format shall adhere to the following rules:
-	Each streaming trace record is encoded as a single TraceRecord GPBv3 message following the schema in clause G.2Y.
-	Each TraceRecord message is preceded by a length field indicating the size in bytes of the following GPB message. This length field is encoded using the GPB ‘varint’ wire format.
-	If the transport message payload includes multiple trace records, the length field for the next TraceRecord message shall immediately follow the preceding message.
-	No extra padding (unused bytes) is allowed anywhere in the transport message payload.
NOTE:	The total length of the transport message payload is assumed to be available but encoding of this value is specific to the transport protocol in use. 
[bookmark: _Toc51853359]G.2	Trace Record Protocol Buffer (GPB) definitions
Normative GPB Trace Record schema, defined per clause 5.2:

syntax = “proto3”;

/* Trace Record per 3GPP 32.423 specification.
 * v16
 */

enum TraceRecordType {
    NORMAL = 0;
    TRACE_SESSION_START = 1;
    TRACE_SESSION_STOP = 2;
    TRACE_RECORDING_SESSION_START = 3;
    TRACE_RECORDING_SESSION_STOP = 4;
    TRACE_STREAM_HEARTBEAT = 5;
    TRACE_RECORDING_SESSION_DROPPED_EVENTS = 6; 
    TRACE_RECORDING_SESSION_NOT_STARTED = 7;
    TRACE_FILE_OPEN = 8;
    TRACE_FILE_CLOSE = 9; 
    TRACE_FILE_ABNORMAL_CLOSED= 10;
  }


message TraceRecordHeader {
  int64  time_stamp = 1;
  string nf_instance_id = 2;
  string nf_type = 3;
  bytes trace_reference = 4;
  bytes trace_recording_session_ref = 5;

 
  TraceRecordType trace_rec_type_id = 6;  
   bytes  ran_ue_id = 7;  
  string payload_schema_uri = 8;
  map<string, string> vendor_extension = 9;
}

message TraceSessionStart {  
  map<string, string> vendor_extension = 1;
}

message TraceSessionStop { 
  map<string, string> vendor_extension = 1;
}


message TraceRecordingSessionStart {
map<string, string> vendor_extension = 1;
}

message TraceRecordingSessionStop {
  map<string, string> vendor_extension = 1;
}

message TraceStreamHeartbeat {
  map<string, string> vendor_extension = 1;
}

message TraceRecordingSessionDroppedEvents {
  int64 number_of_dropped_events = 1;
  map<string, string> vendor_extension = 2;
}

message TraceRecordingSessionNotStarted {
  string reason = 1;
  map<string, string> vendor_extension = 2;
}

message TraceFileOpen {
map<string, string> vendor_extension = 1;
}

message TraceFileClose {
map<string, string> vendor_extension = 1;
}

message TraceFileAbnormalClosed {
  string reason = 1;
  map<string, string> vendor_extension = 2;
}



message CommonTracePayload {
  oneof record_payload {
    TraceSessionStart trace_session_start = 1;
    TraceSessionStop trace_session_stop = 2;
    TraceRecordingSessionStart trace_recording_session_start = 3;
    TraceRecordingSessionStop trace_recording_session_stop = 4;
    TraceStreamHeartbeat trace_stream_heartbeat = 5;
    TraceRecordingSessionDroppedEvents trace_recording_session_dropped_events = 6; 
    TraceRecordingSessionNotStarted trace_recording_session_not_started = 7;
    TraceFileOpen trace_file_open = 8;
    TraceFileClose trace_file_close = 9;
    TraceFileAbnormalClosed trace_file_abnormal_closed = 10;
 }
}


message TraceRecord {
  TraceRecordHeader header = 1;
  bytespayload = 2;
}
}

End of  changes




image1.emf
Header

VS 

extension

Trace Record

Payload

Payload 

size

Payload data Common 

fields


Microsoft_Visio_Drawing.vsdx
Header
VS extension
Trace Record
Payload
Payload size
Payload data
Common fields



image2.emf
Protocol-specific header

Protocol-specific 

extensions

Transport protocol message

Protocol payload

 Trace Record

...

...

Record 

Length

Record 

Length

 Trace Record


Microsoft_Visio_Drawing1.vsdx
Protocol-specific header
Protocol-specific extensions
Transport protocol message
Protocol payload
Trace Record
...
...
Record Length
Record Length
Trace Record



