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1
Decision/action requested

The group is asked to discuss and agree on the proposal..
2
References

 [1]
3GPP TR 28.811: "Management and orchestration; Network Slice Management Enhancement"

3
Rationale

Weak network slice isolation may compromise the entire 5G security, e.g. sensitive data of one network slice could be exposed to applications running in other network slices through side channel attacks. This risk is even higher since resource is distributed over multiple domains of the 5G architecture. Therefore, slice isolation is important for reliable and warranted service assurance, and crucial for commercial deployment of 5G network based on network slicing technology.

To support network slice isolation requirement,  GSM Association (GSMA) defined attribute in General Slice Template (GST) to isolate resource of network slices in different levels (refer to GSMA NG.116 - Generic Network Slice Template, [x]). e.g. there’s physical or logical isolation, the physical isolation includes processor, memory and network isolation, and logical isolation includes virtual resource, network function or service/tenant isolation, etc. 

This pCR is to add one use case for network slice isolation
4
Detailed proposal

	Start of 1st Change


x.y
use case – deploy two network slices of same customer
x.y.1
Introduction
In this use case, one network slice customer (e.g. a public safety department, or NSC_PS-1) requests two network slices from a network slice provider to support mIoT services of two regions.  The isolation requirements of the two mIoT network slices are same, both require to physically isolate user plane of the network slice from network slices of other network slice customers. In addition, to save total cost, the network slice customer NSC_PS-1 agrees that the two mIoT network slices can share resources with each other without physical isolation.  As shown in below, user plane of both NS_mIoT-1 and  NS_mIoT-2 are separated from NS_x1 and NS_x2, e.g. NS_mIoT-1 and  NS_mIoT-2 are deployed on different gNBs and UPFs than gNB(s) and UPF(s) of NS_x1 and NS_x2. However, NS_mIoT-1 and NS_mIoT-2 could share same UPF. 

[image: image1]
In other words, NS_mIoT-1 and NS_mIoT-2 of NSC_PS-1 are deployed in one security domain (refer to 33.210), which is isolated from other security domains. The NS_mIoT-1 and NS_mIoT-2 share isolation requirements, as well as resources.
x.y.2
Workflow
x.y.2.1
Deploy network slice NS_mIoT-1

Precondition: 

· Network slice customer ( NSC_PS-1) requests two network slices from a network slice provider (NSP) to support mIoT services of two regions. NS_mIoT-1 is the first network slice the NSP deploys for NSC_PS-1.

· NSC_PS-1 requires physically isolate user plane of NS_mIoT-1 from network slices of other network slice customers (NSCs).
· NS_x1 was deployed by the NSP for NSC_x, gNB-1, AMF-1, SMF-1, UDM-1 and UPF-1 are created/configured to support NS_x1.

Procedures:
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NSC -> NSP: Allocate network slice\n(service profile including\n isolation requirements)

NSP -> NSP: Create a isolation group(IG_PS-1_mIoT) for\nthe network slice and attach\n the isolation requirements to the group.

NSP -> NSP: Break down network slice request \nto NSS request(s) according to service\n profile and isolation requirements.

NSP -> NSP: Translate the service and isolation\nrequirements to slice profile and \nisolation requirements in each domain .

NSP -> NSSPAN: Allocate RAN NSS \n(slice profile including isolation requirements)
NSSPAN -> NSSPAN: Configure a new gNB(gNB-2) to\nsupport the network slice
NSSPAN -> NSP: Allocation Response (Id of RAN NSS)

NSP -> NSSPCN: Allocate CN NSS (slice profile including isolation requirements)
NSSPCN -> NSSPCN: Deploy a new UPF(UPF-2), configure\nAMF-1, SMF-1, UDM-1, etc., and\nUPF-2 to support the network slice
NSSPCN -> NSP: Allocation Response (Id of CN NSS)
NSP -> NSSPTN: Allocate TN NSS (slice profile including isolation requirements) 
NSSPTN -> NSSPTN: Configure a VPN \nfor the network slice
NSSPTN -> NSP: Allocation Response (VLAN Id)

NSP -> NSP: Create NetworkSlice MOI (NS_mIOT-1)\n and associate NS_mIOT-1 to\n isolation group IG_PS-1_mIoT
NSP -> NSC: Allocate response \n(Id of the NetworkSlice MOI,\nId of the isolation group, etc.)  
@enduml
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Figure x.y-2 network slice allocation with isolation requirements
x.y.2.2
Deploy network slice NS_mIoT-2

Precondition: 

· Network slice customer ( NSC_PS-1) requests two network slices from a network slice provider (NSP) to support mIoT services of two regions. 

· NSC_PS-1 requires physically isolate user plane of NS_mIoT-1 and  NS_mIoT-2 from network slices of other network slice customers (NSCs), but no necessary to isolate NS_mIoT-1 and  NS_mIoT-2.

· NS_x1 was deployed by the NSP for NSC_x, gNB-1, AMF-1, SMF-1, UDM-1 and UPF-1 are created/configured to support NS_x1.

· NS_mIoT-1 has been deployed by the NSP for NSC_PS-1, gNB-2, AMF-1, SMF-1, UDM-1 and UPF-2 are created/configured to support NS_mIoT-1

Procedures: 
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NSC -> NSP: Query available isolation group\n(isolation requirements)

NSP -> NSC: Return applicable isolation\n group(s)(IG_PS-1_mIoT)
NSC -> NSP: Allocate network slice\n(service profile including\n isolation group Id(IG_PS-1_mIoT))
NSP -> NSP: Break down network slice request \nto NSS request(s) according to service\n profile and isolation requirements.

NSP -> NSP: Translate the service and isolation\nrequirements to slice profile and \nisolation requirements in each domain .

NSP -> NSSPAN: Allocate RAN NSS \n(slice profile including isolation requirements,\nand isolation group Id(IG_PS-1_mIoT))
NSSPAN -> NSSPAN: Configure a new gNB(gNB-3)\n to support the network slice\nin another region
NSSPAN -> NSP: Allocation Response (Id of RAN NSS)

NSP -> NSSPCN: Allocate CN NSS (slice profile including\nisolation requirements, and isolation group Id(IG_PS-1_mIoT))
NSSPCN -> NSSPCN: Configure AMF-1, SMF-1, UDM-1,\netc., and UPF-2 to support\n the network slice
NSSPCN -> NSP: Allocation Response (Id of CN NSS)
NSP -> NSSPTN: Allocate TN NSS (slice profile including isolation requirements and VLAN Id) 
NSSPTN -> NSSPTN: Configure a VPN \nfor the network slice
NSSPTN -> NSP: Allocation Response

NSP -> NSP: Create NetworkSlice MOI (NS_mIOT-2)\n and associate NS_mIOT-2 to\n isolation group IG_PS-1_mIoT
NSP -> NSC: Allocate response \n(Id of the NetworkSlice MOI,\nId of the isolation group, etc.)  
@enduml

[image: image3.png]1, Query available isolation group
1 (isolation requirements)

1, Retum applcable isolation
12 group(s)(1G_PS-1_mioT)

Allocate network slice
3. (senice profils including

Allocate response
6. (1d of the NetworkSlice MO,
1d of the isolation group, stc.)

isolation group Id(G_PS-1_mloT))

9

NSSPAN

Break down network slice request
4.t NSS request(s) according to senice
profile and isolation requirements,

Translate the senice and isolation
5. requirements to slice profils and
isolation requirements in each domain

Allocate RAN NSS
6. (slice profile including isolation requirsments,
and isolation group Id(G_PS-1_mloT)

8. Allocation Response (Id of RAN NSS)

Allocate CN NSS (slice profile including
isolation requirements, and isolation group Id(G,PS-1_mloT)

NSSPCN

Configure a new gNB(GNE-3)
7. to support the network slice
in anather region

11. Allocation Response (d of CN NSS)

=

<

112, Allocate TN NS (slice profile including isolation requirements and VLAN Id)

o

NSSPTN

| Configure AMF-1, SMF-1, UDMH1,
110, ete. and UPF-2 to support
1 the network slice

<

14. Allocation Respanse

>

13, Configurs a VPN
for the network slice

jpa]

Create NetworkSlice MOI (NS_miOT-2)
15. and associate NS_miOT-2 to
isolation group IG_PS-1_mloT




Figure x.y-3 network slice allocation with isolation group
x.y.3
Potential requirement

· The 3GPP management system could have the capability to allocate network slice based on isolation requirements on the network slice

· The 3GPP management system could have the capability to group network slices with same isolation requirements and security level in a security domain

· The 3GPP management system could have the capability to associate the isolation requirements to a group of a network slice
· The 3GPP management system could have the capability to support query isolation groups

· The 3GPP management system could have the capability to allocate network slice based on isolation group designated to the network slice

x.y.4
Possible solution
Enhance management services, especially NRM, to support network slice isolation
· Define isolation group in NRM to represent a group of network slice sharing same isolation requirements and resources.

· Define isolation profile in NRM to represent a set of  isolation requirements 

· Associate a network slice to an isolation group

· Associate an isolation group to an isolation profile
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	End of 1st Change
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