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3GPP™ Work Item Description

Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: 
New SID on security management of network slice
Acronym: SECMNS
Unique identifier: 
{A number to be provided by MCC at the plenary} 
Potential target Release: {Rel-17}. 

Note that this field above indicates the proposed Release at the time of submission of the WID to TSG approval. It can later be changed without a need to revise the WID. The updated target Release is indicated in the Work Plan.
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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a … 
	X
	Feature

	
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	


Dependency on non-3GPP (draft) specification: 
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Justification

Security related attributes are defined in GST/NEST to enable network slice customer to order a network slice with specific security protection or capability. e.g. Isolation is one of the key expectations of network slicing. A network slice instance may be fully or partly, logically and/or physically, isolated from another network slice instance.  User data access is another attribute to define how the network slice (or mobile network) should handle the user data, e.g. access internet, route through VPN, stay local, etc. In addition, Network Slice Specific Authentication and Authorization (NSSAA) attribute specifies whether for the Network Slice, devices need to be also authenticated and authorized by a AAA server using additional credentials different than the ones used for the primary authentication, etc.
TS 33.501 focus on security procedure, especially authentication and authorization of UE to network, of call processing/signaling procedure including network slicing (see clause 16 of TS 33.501). In addition, management security for network slice is also mentioned in TS 33.501 for protection of management services. However, how to satisfy network slice security requirement during its lifecycle were not specified or studied in SA3. In study on security aspects of network slicing enhancement (3GPP TR 33.813), besides security aspects of control plane for network slicing, it also raised key issue for Security features for NSaaS (see clause 6.4 of TR 33.813) as below:
Operators may offer customised services through management services to the service consumers based on the Network Slice as a Service (NSaaS) model, as described in TS 28.530 [x1, x2]. The services offered are characterized by the network slice's properties, e.g. radio access technology, bandwidth, latency, reliability, guaranteed/non-guaranteed QoS, and security level etc. However, the security related properties are not identified. This KI will address: offering slice-specific security features as NSaaS including:

-
Which security features can be offered as a service to be exposed and managed? 

-
How to expose and manage the security features and specify the related network functions?

In addition, some of security properties in TS 33.501 are optional, but network resources need to be allocated if provided. It is beneficial for the operators to know, in terms of resource optimization, which optional features are not necessary for every slice.

And the study proposed solution (see clause 7.3 of TR 33.813) for the KI as following.

Whether a network slice requires slice-specific authentication can be configured for a slice during network slice provisioning. UP security policy (i.e. confidentiality protection and integrity protection) can also be configured for a slice for NSaaS, however PLMN ignores that request (e.g. if it goes against its policy on UP protection). 

This study item is to investigate and propose management capability to support security requirements of network slice from GSMA and SA3 in management plane during the lifecycle of network slice. E.g. isolate network slice resource according to isolation requirement defined in GSMA NG.116, enable/disable NSSAA for a network slice according to NSSAA required attribute defined in  GSMA NG.116, configure UP security policy of a network slice according to security requirement of the network slice as discussed in SA3, etc.
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Objective

· Study potential security requirement of network slice based on GSMA GST (NG.116 V3.0) and TR 33.813, e.g. network slice isolation, network slice specific authentication and authorization, network slice user plane protection, etc.
· Investigate management capability to support security requirement of network slice during network slice deployment, update, 
· Align with SA3 for network slice security 
Note:
· Security of management system is not in the scope of this study
· Signal and data plane security of network slice is not in the scope of the study, however security management to support signal and data plane security of network slice may be investigated in this study.
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Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	TR
	28.xxx
	Create use case and propose management capability to support security requirement of network slice
	Sep 2020 (SA#89)
	Sep 2021 (SA#93)
	Jing Ping
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Work item Rapporteur(s)
Jing Ping, Nokia, jing.ping@nokia-sbell.com
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Work item leadership

SA5
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Aspects that involve other WGs
SA3
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