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1
Decision/action requested

The group is asked to approve the proposal.
2
References
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3GPP TR 28.809: “Study on enhancement of Management Data Analytics (MDA)”

3
Rationale

When doing the alarm incident analysis, the virtualized resource alarm should take into account in case of virtualization deployment environment. This contribution adds the virtualized resource alarm as the input for alarm incident analysis.
4
Detailed proposal

This contribution proposes to make the following changes in [1].

	1st Change


6.4.1
Alarm incident analysis
6.4.1.1
Use case

In 5G network, millions of alarms are generated due to the network complexity. Since the topological relations between different network elements and logical relations between different generated alarms, a series of alarms caused by a same root cause should be correlated with each other. In addition, the same root causes may give rise to the network performance deterioration. For example, an alarm in a lower layer of the communication protocol stack or an alarm related to virtualized resource in the virtualization deployment environment may cause multiple alarms in higher layers. Sequence of alarms may be generated in multiple domains along a communication link if one fault in the source domain occurs. 
Large amount of alarms brings difficulties in network operation and maintenance. Therefore, the alarms and deteriorated performance measurements of same root cause should be correlated and analysed. Some ML models and algorithms may be used to group or filter the correlated alarms and indicate the root cause. Also, the historical alarms, performance measurements and network topology data can be utilized as the foreknowledge. 
To improve the efficiency of network operation and maintenance, the MDAS producer is able to provide the analytics result including the root alarm or root cause by correlate and group the related alarms and performance measurements into an alarm incident. 

6.4.1.2
Potential requirements

REQ-ALARM_MDA-01:
The MDAS producer shall have a capability to provide the analytics report describing the alarm incident analysis.

REQ-ALARM_MDA-02:
The analytics report describing the alarm incident should include the following information:

-
Alarm incident Identifier

-
List of Correlated Alarms, performance measurements 

-
The start time and end time of the Alarm incident

-
The root cause or root alarm of the Alarm incident

-
Severity level

-
Affected objects

-
Recommended actions

6.4.1.3
Possible Solutions

6.4.1.3.1
Solution description
The MDAS producer correlates and analyses the management data described in the following subclause to identify the alarm incident. The required data can be from RAN domain or CN domain or both. As the table in 6.4.1.3.34shows, the analytics report is able to be provided by the MDAS producer to describe the root causes and recommendations of identified alarm incident. It can be a domain specific or cross domain analytics report. This procedure may be triggered by the request or periodically. 
6.4.1.3.2
Data required for alarm incident analysis for RAN domain

Alarm data and performance measurements from correlated logical and physical resources are able to be utilized to perform the alarm incident analysis. The data listed in following table are the potential management data for RAN domain used to construct the alarm incident.

Table 6.4.1.3.2-1: Potential data required for alarm incident analysis

	Data Category
	Required Data

	Alarm Data
	The alarm information, e.g., the alarm of NG-U, the alarm of radio frequency unit, the alarm of cell outage.

The types of alarms are FFS.

	Performance measurements
	The deteriorated performance or the abnormal performance measurements based on certain performance monitoring threshold. Following performance measurements may be used.

UE throughput: The IP throughput of end users, see clause 5.1.1.3 of TS 28.552 [8]; 

PDCP Data Volume: The transmitted PDCP data volume, see clause 5.1.2.1 and 5.1.3.6 of TS 28.552 [8];

TB related measurements: The TB transmitted in a cell, see clause 5.1.1.7 of TS 28.552 [8];

CQI related measurements: the distribution of Wideband CQI (Channel Quality Indicator) reported by UEs in the cell, see clause 5.1.1.11 of TS 28.552 [8];

MCS related Measurements: the distribution of the MCS scheduled for PDSCH RB by NG-RAN, the distribution of the MCS scheduled for PUSCH RB by NG-RAN, see clause 5.1.1.12 in TS 28.552 [8];

RAN UE throughput: A KPI that shows how NG-RAN impacts the service quality provided to an end-user, see clause 6.3.6 of TS 28.554 [7];

Throughput for network slice instance: Upstream/Downstream throughput for network and Network Slice Instance, see clause 6.3.2 and clause 6.3.3 of TS 28.554 [7];

Throughput at N3 interface: Upstream/Downstream GTP data throughput at N3 interface, see clause 6.3.4 and clause 6.3.5 of TS 28.554 [7];

Inter-gNB handovers: Number of requested/successful handover/failed handover preparations/resource allocations/executions, see clause 5.1.1.6.1 of TS 28.552 [8].

Intra-gNB handovers: Number of requested/successful handover executions, see clause 5.1.1.6.2 of TS 28.552 [8].

RRC connection establishment related measurements: Attempted/ successful RRC connection establishments, see clause 5.1.1.15 of TS 28.552 [8].

RRC connection Re-establishment and RRC connection Resuming related measurement, see clause 5.1.1.17 and 5.1.1.18 of TS 28.552 [8].

Packet loss rate, Packet drop rate and Packet delay including the average delay and distribution of delay in CU-UP, F1-U, gNB-DU, CU-UP both of downlink and uplink.

	Configuration Data
	The execution data including the changes or the configuration of the MOIs.

	Network topology
	The topology of the network deployment.


Editor’s Notes: The data above may not be the complete list for alarm incident detection, other types of management data may also be utilized.

6.4.1.3.3
Data required for alarm incident analysis for CN domain

Alarm data and performance measurements from correlated logical and physical resources are able to be utilized to perform the alarm incident analysis. The data listed in following table are the potential management data for CN domain used to construct the alarm incident.

Table 6.4.1.3.3-1: Potential data required for alarm incident analysis

	Data Category
	Required Data

	Alarm Data
	The alarm information, e.g., the alarm of AMF, the alarm of UPF.
The alarm information related to virtualized resource, see clause 8 of TS 28.545 [x].
The types of alarms are FFS.

	Performance measurements
	The deteriorated performance or the abnormal performance measurements based on certain performance monitoring threshold. Following performance measurements may be used.

Mobility related measurements for AMF: Number of requested/failed PDU sessions/QoS flows for inter-AMF handovers and number of attempted/successful/failed handover between 5GS and EPC, see clause 5.2.5.1, 5.2.5.3 and 5.2.5.4 of TS 28.552 [8].

Session related measurements for SMF: Number of successful/failed PDU session creation and number of requested/successful/failed PDU session modifications, see clause 5.3.1 of TS 28.552 [8].

QoS flow monitoring for SMF: Number of requested/successful/failed QoS flows to create/modify, see clause 5.3.2 of TS 28.552 [8].

Session related measurements for UPF: Number of requested/failed N4 session establishments, see clause 5.4.3.1 of TS 28.552 [8].

Throughput for network slice instance: Upstream/Downstream throughput for network and Network Slice Instance, see clause 6.3.2 and clause 6.3.3 of TS 28.554 [7];

Throughput at N3 interface: Upstream/Downstream GTP data throughput at N3 interface, see clause 6.3.4 and clause 6.3.5 of TS 28.554 [7];
Virtualised resource usage measurement, see clause 6.2 of TS 28.552 [8].

	Configuration Data
	The execution data including the changes or the configuration of the MOIs.

	Network topology
	The topology of the network deployment.


Editor’s Notes: The data above may not be the complete list for alarm incident detection, other types of management data may also be utilized.

6.4.1.3.4
Analytics report for alarm incident analysis

Following table provides the potential information of the domain specific or cross domain analytics report for alarm incident analysis based on the required data received as described in 6.4.1.3.2 and 6.4.1.3.3.

	Analytics Report of alarm incident 
	Information
	Description

	
	Alarm Incident Identifier
	The alarm incident id or name for correlated alarms and performance measurements, e.g., NgU transmission alarm incident, Xn transmission alarm incident.

	
	List of Correlated AlarmInfo
	List of Alarm name or alarm ID, e.g., alarm of NgU setup, alarm of user plane link failure, alarm of user plane failure, alarm of cell outage.

	
	List of Correlated performance measurements info
	Performance measurements and the corresponding value, e.g., NgU handover failure rate, NgU setup failure rate.

	
	Location
	The geographical area or the cells where the alarm incident exists

	
	Start Time
	The start time of alarm incident

	
	Stop Time
	The end time of alarm incident

	
	Affected objects
	The MOIs, e.g., the MOIs of cells or subnetworks or network slices affected by the alarm incident

	
	Root cause or Root alarm
	Root alarm identified or predicted by root cause decision model, e.g. alarm of NgU setup, alarm of virtualized resource failure.

	
	Severity level
	The severity level (e.g., critical, medium, not important) of the alarm incident

	
	Recommended actions
	The recommend actions to clear the alarm incident. The recommended actions could be to replace the hardware unit, reconfigure the protocol, e.g., Xn application protocol


	2nd Change
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