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1. Overall Description:

SA5 would like to inform you that in SA5#132 e-meeting, one new SID on access control for management service (S5-204517) and one revised SID on network slice management enhancement including security aspect (S5-204546) were agreed.

1.1 New study item on access control for management service (S5-204517)
SA3 proposed access control solution to protect management interface (see clause 15.4 of TS 33.501). However, SA3 only addressed access control enforcement when MnS consumer accessing MnS provided by MnS producer. The detailed solution regarding how the access control policies are created, assigned, enforced and updated, what management services need to be access controlled, what functionality and capability is needed to support administration, decision and enforcement of authentication and authentication, etc., are not specified in SA3, and likely not in the scope of SA3, because they’re tightly relied on management architecture framework and management system capability.
This SI is proposed to investigate management capability exposure governance to support access control to management service of 3gpp management system and enable automation of management and orchestration with security protection. In addition, study and propose authentication and authorization solution to adapt SA5 solution sets.
1.2 Revised study item on network slice management enhancement including security aspect (S5-204546)
Security management of network slice is critical to end to end network slice management and automation. E.g. provide management capability to support security isolation management of network slice based on isolation requirement defined in SLA, configure UP security policy of a network slice according to security requirement of the network slice as discussed in SA3 or other organizations.
The revision of the SI is proposed to investigate the potential new management capabilities to support security management of network slice (e.g. security isolation management, UP protection policy management, etc. )
2. Actions:

To SA3 group.

ACTION: 
SA5 kindly asks SA3 to take the above information into account.
3. Date of Next TSG-SA WG5 Meetings:

SA5#133e
12 – 21 Oct 2020
e-meeting
SA5#134e
16 – 25 Nov 2020
e-meeting
