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1
Decision/action requested

Please discuss and endorse
2
References

 [1]
3GPP TR 28.804: "Telecommunication Management: Study on tenancy concept in 5G networks and network slicing ".
 [2]
3GPP TS 28.541:  "Management and orchestration; 5G Network Resource Model (NRM); Stage 2 and Stage 3".
3
Rationale

5G Security Task Force of Global System for Mobile communication Association (GSMA) Cybersecurity 
Fraud and Security Architecture Group (FSAG) raised requirement for security aspect of multi-tenancy in 5G network and network slice and looking for solution to isolate management and managed resource for different tenants, and protect the resources for the tenants according to security requirments of specific tenant.
As studied in TR 28.804, management resource isolation and management service exposure to different tenants is critical to multi-tenancy network slice environement. According to conclusion of TR 28.804, tenant related information model is needed to support studies use cases.
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As shown in above picture, the tenant information should be in BSS system of operator after a tenant signed contract with operator. Part of the tenant information need to be transferred to OSS system to allow the OSS system to proceed service request from the service consumer on behalf of the tenant.

Tenant information is need to OSS to authenticate the MnS consumer on behalf of the tenant and allow OSS to grant permissions of management services to the MnS consumer based on agreement between operator and tenant, in addition to allocate resource for the service request accorindg to agreed polices. 

On the other hand, as tenant information is sensitive to both operator and consumer, it should be separately and securely managed by producer and authorized consumer. On the other hand, association between a tenant and services/resources allocated to the tenant should be securely created to support management resource isolation and management service exposure without leak tenant’s information to unauthorized users or systems.
4
Detailed proposal

4.1 Introduced a ManagedTenant IOC in Network Slice NRM fragment as below
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NRM Fragment of Network Slice to support multi-tenancy
· ManagedTenant IOC represents tenant supported by a Network Slice Provider in specific domain/subnetework.
· ManagedTenant IOC is derived from top and associated with sNSSAIList

The ManagedTenant IOC includes attributes inherited from Top IOC and the following attributes:
	Attribute name
	Support Qualifier
	isReadable
	isWritable
	isInvariant
	isNotifyable

	tenantId
	M
	T
	F
	T
	F

	administrativeState
	M
	T
	T
	F
	T

	sNSSAIList
	O
	T
	F
	F
	T

	tenantProfile
	O
	T
	T
	F
	T

	operatorPolicy
	O
	T
	T
	F
	T


Attribute properties:
	Attribute Name
	Documentation and Allowed Values
	Properties

	administrativeState
	It indicates the administrative state of the tenant object in the network slice provider environment. An authorized operator could lock/unlock the tenant, and the tenant could lock the tenant object.
allowedValue: LOCKED, UNLOCKED


	type: ENUM
multiplicity: 1

isOrdered: N/A

isUnique: N/A

defaultValue: None

allowedValues: N/A 
isNullable: False


	sNSSAIList
	This parameter specifies the S-NSSAI list allocated to the tenant by network slice provider. It’s used to map between tenant and network slice allocated to the tenant, and vice versa.
 
	type: SNSSAI
multiplicity: *

isOrdered: N/A

isUnique: N/A

defaultValue: None

allowedValues: N/A

isNullable: False


	tenantId
	It is identifier that the network slice provider assigns to a tenant. It should be unique in the network slice provider environment.
	type: string
multiplicity: 1
isOrdered: N/A

isUnique: N/A

defaultValue: None

allowedValues: N/A

isNullable: False


	tenantProfile
	The parameter defines necessary properties and policies of a tenant to support resource allocation and management for the tenant. It can be read and updated by the tenant and autormized operator on behalf of the tenant.
	type: string
multiplicity: 1
isOrdered: N/A

isUnique: N/A

defaultValue: None

allowedValues: N/A

isNullable: False


	OperatorPolicy
	The parameter defines policies the network slice provider assigns to a tenant to support resource allocation and management for the tenant. It can be read and updated by the autormized operator, and may be readable by the tenant.
	type: string
multiplicity: 1
isOrdered: N/A

isUnique: N/A

defaultValue: None

allowedValues: N/A

isNullable: False
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