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[bookmark: _Toc20494337]2	References
-	The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 28.526: "Telecommunication management; Life Cycle Management (LCM) for mobile networks that include virtualized network functions; Procedures".
[3]	3GPP TS 28.541: "Management and orchestration ; 5G Network Resource Model (NRM); Stage 2 and stage3".
[4]	ITU-T Recommendation X.733 (02/92): "Information technology - Open Systems Interconnection - Systems Management: Alarm reporting function".
[5]	3GPP TS 28.531: "Management and orchestration ; Provisioning; ".
[6]	3GPP TS 28.554: "Management and orchestration ; 5G end to end Key Performance Indicators (KPI)".
[7]	3GPP TS 22.261: "Technical Specification Group Services and System Aspects; Service requirements for the 5G system; Stage 1".
[8]	3GPP TS 23.501: "Technical Specification Group Services and System Aspects; System Architecture for the 5G System; Stage 2".
[9]	3GPP TS 23.003: "Technical Specification Group Core Network and Terminals; Numbering, addressing and identification".
[10]	ETSI GS NFV-IFA 013 V2.4.1 (2018-02) "Network Function Virtualization (NFV); Management and Orchestration; Os-Ma-nfvo Reference Point - Interface and Information Model Specification".
[11]	3GPP TS 28.622: "Telecommunication management; Generic Network Resource Model (NRM) Integration Reference Point (IRP); Information Service (IS)".
[12]	ETSI GS NFV-IFA 015 (V2.4.1): "Network Function Virtualisation (NFV); Management and Orchestration; Report on NFV Information Model".
[13]	3GPP TS 28.533: "Management and orchestration; Architecture framework"
[14]	ITU-T Recommendation X.734 (1992): "Information technology - Open Systems Interconnection - Systems management: Event report management function".
[15]	3GPP TS 32.158: "Management and orchestration; Design rules for REpresentational State Transfer (REST) Solution Sets (SS)".
[16]	3GPP TS 32.302:	 "Telecommunication management; Configuration Management (CM); Notification Integration Reference Point (IRP); Information Service (IS)".
[17]	3GPP TS 32.401: "Telecommunication management; Performance Management (PM); Concept and requirements".
[18]	3GPP TS 28.552: "Management and orchestration; 5G performance measurements".
[19]	3GPP TS 32.401: "Telecommunication management; Perfomance Measurement (PM); Concept and requirements".
[20]	ISO 8601:2004: "Data elements and interchange formats – Information interchange – Representation of dates and times".
[21]	Text Attribution: Creator: ONAP, under Creative Commons Attribution 4.0 International License, https://creativecommons.org/licenses/by/4.0/, URI to access the text: https://docs.onap.org/en/latest/_downloads/2c2b5962df52a0c1f2862f3bba3d67c7/CommonEventFormat_30.1_ONAP.json, accessed 21.03.2019.
[22]	Figure Attribution: Creator: ONAP, under Creative Commons Attribution 4.0 International License, https://creativecommons.org/licenses/by/4.0/, URI to access the figure: https://docs.onap.org/en/latest/submodules/vnfsdk/model.git/docs/files/ves7_1spec.html?highlight=heartbeatIntervalChange#resource-structure, accessed 21.03.2019).
[23]	Text Attribution: Creator: ONAP, under Creative Commons Attribution 4.0 International License, https://creativecommons.org/licenses/by/4.0/, URI to access the text:	https://docs.onap.org/en/latest/submodules/vnfsdk/model.git/docs/files/VESEventListener_7_0_1.html?highlight=ves%207#naming-standards-for-eventname, accessed 11.04.2019).
[24]	Text Attribution: Creator: ONAP, under Creative Commons Attribution 4.0 International License, https://creativecommons.org/licenses/by/4.0/, URI to access the text:	https://docs.onap.org/en/latest/submodules/vnfsdk/model.git/docs/files/VESEventListener_7_0_1.html?highlight=ves%207#datatype-commoneventheader, accessed 11.04.2019).
[25]	3GPP TS 32.300: "Telecommunication management; Configuration Management (CM); Name convention for Managed Objects ".
[26]	W3C REC-xmlschema-0-20010502: "XML Schema Part 0: Primer".
[27]	W3C REC-xmlschema-1-20010502: "XML Schema Part 1: Structures".
[28]	W3C REC-xmlschema-2-20010502: "XML Schema Part 2: Datatypes".
[29]	W3C REC-xml-names-19990114: "Namespaces in XML"”.
[x]	RFC 6241 “Network Configuration Protocol (NETCONF)”
[x]	RFC 6242 “Using the NETCONF Protocol over Secure Shell (SSH)”
[x]	RFC 7589  “Using the NETCONF Protocol over Transport Layer Security (TLS)  with Mutual X.509 Authentication"
[x]	RFC 8639 "Subscription to YANG Notifications"
[x]	RFC 8641 "Subscription to YANG Notifications for Datastore Updates"
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[bookmark: _Toc20494605]12	Management services – Stage 3
12.1	Generic provisioning management service
[bookmark: _Toc11244599][bookmark: _Toc11244600]12.1.2	YANG/Netconf-based solution set
The YANG/Netconf based solution set requires support of the mandatory parts of the following standards:
1. RFC 6241 “Network Configuration Protocol (NETCONF)” plus the capabilities rollback-on-error and Xpath..
2. RFC 6242 “Using the NETCONF Protocol over Secure Shell (SSH)”.
3. RFC 8639 “Subscription to YANG Notifications” plus the features the “encode-json”, “xpath”, “subtree” and “configured”.
4. [bookmark: _Ref19528382]RFC 8641 “Subscription to YANG Notifications for Datastore Updates (dynamic subscriptions are not required)” plus the feature “on-change”.
5. RFC 7950 “The YANG 1.1 Data Modeling Language”
6. RFC 7951 “JSON Encoding of Data Modeled with YANG”
7. RFC 7895 “YANG Library”
It is also recommended that the following additional standards should be supported:
1. RFC 7589 “Using the NETCONF Protocol over Transport Layer Security (TLS)  with Mutual X.509 Authentication”. 
2. RFC 8526 “NETCONF Extensions to Support the Network Management Datastore Architecture”

12.1.2.1	Mapping of operations
[bookmark: _Toc20494609]12.1.2.1.1	Introduction 
This clause specifies how the operations specified in claus 11. can be realized using standard NETCONF operations (RFC6241, RFC8526) based on the UML-to-YANG mapping proposed in the 3GPP TS 32.160 YANG related sections. 
NETCONF allows the reading or modification of multiple MOIs at one time. Usually all needed create or modify operations are executed as a single edit-config/edit-data operation. However the individual 3GPP operations used to read/modify individual MOs or a set of MOs can also be mapped to NETCONF. The solutions described below are just one way to use Netconf to read/write a YANG based 3GPP model. All other methods required by the referenced RFCs and YANG models shall also be available as methods to achieve the same goals. The detailed mapping of the YANG data nodes to XML is defined in RFC7950, mapping to JSON is defined in RFC7951.
Note: The examples below omit some namespaces for brevity, but in a real Netconf operation they must be included as defined by the referenced RFCs.

[bookmark: _Hlk20828920][bookmark: _Toc20494610]12.1.2.1.2	Operation "createMOI"
The operation creates a managed object instance. It is realized by the NETCONF <edit-config> operation, with XML elements representing the DN path of the MOI, the MOI, its id/key and its attributes.
The Netconf operation attribute on the list representing the newly created MOI shall be set to create.
The default-operation parameter of the edit-config operation shall be set to none.
The error-option shall be set to rollback-on-error.
[bookmark: _Hlk20829454]Input Parameters
	Operation parameter name
	SS mapping
	SQ

	managedObjectClass
	XML element’s name inside the <config> element.
	M

	managedObjectInstance
	A sequence of embedded XML elements inside the <config> element. XML elements for all containing MOs and their ids(keys) shall be included together with the XML elements representing the to be created MO and its key.
	M

	referenceObjectInstance
	Not supported. If needed can be realized with a combination of one <get> and one <edit-config> operation.
	-

	attributeListIn
	The key leaf, the “attributes container” and leaf, leaf-list or list entries representing the attributes. 
	M



Output Parameters
	Ouput parameter name
	SS mapping
	SQ

	attributeListOut
	Not supported. Can be determined as a separate <get> operation.
	M

	Status
	rpc-reply or rpc-error indicates general status. 
The following elements give detailed error information:
<error-tag>
<error-path>
<establish-subscription-datastore-error-info>
	M



Examples
Create ManagedElement=myNode,  GNBDUFunction=1
<rpc message-id="101">
  <edit-config>
    <target>
      <running/>
    </target>
    <default-operation>none</default-operation>
    <error-option>rollback-on-error</error-option>
    <config>
      < ManagedElement>
        <id>myNode</id>
        <GNBDUFunction operation=”create”>
          <id>1</id>
          <attributes>
            < gNBIdLength>25</ gNBIdLength>
            < gNBId>357</gNBId>
            < priorityLabel>1</priorityLabel>
            < gNBDUName>du-south-1</gNBDUName>
            <!-- other attributes --->
          </attributes>
        </ GNBDUFunction>
      </ManagedElement>
    </config>
  </edit-config>
</rpc>

<!-- createMO Response -->
<rpc-reply message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
    <ok/>
</rpc-reply>
[bookmark: _Toc20494611]12.1.2.1.3	Operation "getMOIAttributes"
This operation retrieves the attributes of one or multiple managed object instances. It is realized by the NETCONF <get> or <get-config> operation, depending on whether all configuration and state information is to be retrieved, or configuration data only.  NETCONF <get-data>, with source datastore set to the appropriate datastore may also be used. (In the next paragraphs only <get> operation is mentioned but <get-config> or <get-data> is always an alternative.)
BaseObjectInstance , 3GPP-filter, scope, level,  and attributeListIn are all combined into the Netconf-filter element. The scopes BASE_ONLY and BASE_ALL can be supported by both subtree and Xpath filtering. The scopes BASE_NTH_LEVEL and BASE_SUBTREE can only be supported by Xpath filtering.
Input Parameters
	Operation parameter name
	SS mapping
	SQ

	baseObjectInstance
	Initial part of the filter element.
For subtree filter this is a set of XML element representing lists containing MOIs together with the leafs representing key values for these MOIs from the root MOI (e.g. ManagedElement) to the baseObjectInstance.
For Xpath filter it is the initial parts of the Xpath expression representing the same information.
	M

	scope
	BASE_ONLY and BASE_ALL realized by the initial XML elements of the <get> operation. BASE_SUBTREE and BASE_NTH_LEVEL is encoded in the Xpath filter.
	M

	level
	Included in the Xpath filter, see examples. (If level is used Xpath filtering must be used.
For BASE_SUBTREE the levels number is transformed into a number of filter sub-expressions joined by the OR operator.
For BASE_NTH_LEVEL included in the Xpath expression as a sequence of  ‘*’  parts (descendant axis) The number of ‘*’ correspond to the number of levels.
	M

	filter
	Netconf Subtree or Xpath filter
	M

	attributeListIn
	add the attributes to the subtree or Xpath filter
	M



Output Parameters
	Ouput parameter name
	SS mapping
	SQ

	managedObjectClass
	Can be extracted from the NETCONF <rpc-reply> <data> elements
	M

	managedObjectInstance
	Can be extracted from the NETCONF <rpc-reply> <data> elements
	M

	attributeListOut
	Can be extracted from the NETCONF <rpc-reply> <data> elements
	M

	Status
	rpc-reply or rpc-error indicates general status. 
The following elements give detailed error information:
<error-tag>
<error-path>
<establish-subscription-datastore-error-info>
	M




If scope is BASE_ONLY the <get> shall be directed against the “attributes” container of the baseObjectInstance.
Examples
getMOIAttributes for base object ManagedElement=myNode, scope = BASE_ONLY, filter=none,  attributesListIn=empty is realized as the following <get-config> operation -
     <rpc message-id="101"
          xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
       <get>
         <source>
           <running/>
         </source>
         <filter type="subtree">
           <ManagedElement>
               <id>myNode</id>
		   <attributes/>
           </ManagedElement>
         </filter>
       </get>
     </rpc>

If scope is BASE_ALL the <get> shall be directed against the list representing the baseObjectInstance. 
Examples
getMOIAttributes for base object ManagedElement=myNode, scope = BASE_ALL, filter=, MeasurementControl.pMAdministrativeState=UNLOCKED,  attributesListIn=empty 
     <rpc message-id="101"
          xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
       <get>
         <source>
           <running/>
         </source>
         <filter type="subtree">
           <ManagedElement>
             <id>myNode</id>
	     <MeasurementControl>
	     	<pMAdministrativeState>
              UNLOCKED
	     	</pMAdministrativeState>
	     </MeasurementControl>
           </ManagedElement>
         </filter>
       </get>
     </rpc>

If scope is BASE_SUBTREE the <get> shall be directed against the list representing the baseObjectInstance.  The Xpath filter expression will need a sub-expression for each level joined by the OR operator.
Examples
getMOIAttributes for base object ManagedElement=me1, scope = BASE_ SUBTREE, level=2,  filter=none, attributesListIn=empty 
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">  -->
  <get>
    <source>
      <running/>
    </source>
  <filter type="xpath"  
     select="/me3gpp:ManagedElement[id='me1']/attributes | 
        /me3gpp:ManagedElement[id='me1']/*/attributes | 
        /me3gpp:ManagedElement[id='me1']/*/*/attributes"  />
  </get>
</rpc>

If scope is BASE_NTH_LEVEL the <get> shall be directed against the list representing classes at the Nth level under the baseObjectInstance.  The number of ‘*’ parts (descendant axis) will correspond to the number of levels.
Examples
getMOIAttributes for base object ManagedElement=myNode, scope = BASE_NTH_LEVEL, level=2,  filter=none, attributesListIn=empty 
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">  -->
  <get>
    <source>
      <running/>
    </source>
  <filter type="xpath" 
     select="/me3gpp:ManagedElement[id='me1']/*/*/attributes"/>
  </get>
</rpc>

[bookmark: _Toc20494612]12.1.2.1.4	Operation "modifyMOIAttributes"
This operation modifies one or multiple managed object instances. It is realized by the NETCONF <edit-config> operation. The NETCONF <edit-config> operation can modify attributes in a given MOI or set of MOIs, but does not support scope or filtered sets of MOIs that are part of the modifyMOIAttributes 3GPP operation specification. <edit-config> needs a config block, containing the explicit config changes to be made for each MOI. 
The default-operation parameter SHALL be set to none.
The Netconf operation attribute on the list representing modified MOI(s) shall be set to create, replace or delete according to the ENUM in the modificationList.
The error-option SHALL be set to rollback-on-error.
Input Parameters
	Operation parameter name
	SS mapping
	SQ

	baseObjectInstance
	A sequence of embedded XML elements inside the <config> element. XML elements for all containing MOs and their ids(keys) shall be included together with the XML elements representing the to be modified MO and its key.
	M

	scope
	Only BASE_ONLY supported. Multiple MOs can be specified in the same operation, emulating other scopes.
	M

	filter
	Not supported. Multiple MOs can be specified in the same operation, emulating filtering.
	M

	modificationList
	The “attributes container” and leaf, leaf-list or list entries representing the attributes.
	M


Output Parameters
	Ouput parameter name
	SS mapping
	SQ

	modificationListOut
	Can be determined as a separate <get> operation.
	M

	Status
	rpc-reply or rpc-error indicates general status. 
The following elements give detailed error information:
<error-tag>
<error-path>
<establish-subscription-datastore-error-info>
	M



[bookmark: _Toc20494613]12.1.2.1.5	Operation "deleteMOI"
This operation deletes one or multiple managed object instances. It is realized by the NETCONF <edit-config> operation. <edit-config> can delete one or more specific MOs but does not support scope or filtered sets of MOIs that are part of the generic deleteMOI 3GPP operation specification. <edit-config> uses a config block, indicating the MOI(s) to be deleted. 
The Netconf operation attribute on the list representing the baseObjectInstance shall be set to delete or remove.
The error-option SHALL be set to rollback-on-error.
The default-operation parameter SHALL be set to none.
Input Parameters
	[bookmark: _Hlk17126376]Operation parameter name
	SS mapping
	SQ

	baseObjectInstance
	A sequence of embedded XML elements inside the <config> element. XML elements for all containing MOs and their ids(keys) shall be included together wilt the XML elements representing the to be deleted MO and its key.
	M

	scope
	Only BASE_ONLY supported. Multiple MOs can be specified in the same operation, emulating other scopes.
	-

	filter
	Not supported. Multiple MOs can be specified in the same operation, emulating filtering.
	-



Output Parameters
	Ouput parameter name
	SS mapping
	SQ

	deletionList
	Not supported.
	M

	Status
	rpc-reply or rpc-error indicates general status. 
The following elements give detailed error information:
<error-tag>
<error-path>
<establish-subscription-datastore-error-info>
	M




[bookmark: _Toc20494614]12.1.2.1.6	Operation "subscribe"
The subscribe/unsubscribe operations are based on the RFC 8639 and 8641. The mandatory parts of these RFCs shall be supported plus the features “configured”, “subtree”, “xpath” “on-change”, with the exception that this solution set does not require the use or implementation of dynamic subscriptions.
[bookmark: _Toc20494615]The operation establishes a subscription to receive network events via notifications. It is realized by configuring the model parts of the YANG modules ietf-yang-push.yang, ietf-subscribed-notifications.yang and _3gpp-common-https-notif.yang, using normal configuration editing operations. For details see RFC 8639 and RFC 8641.
Note: It is assumed that later (when they are ready) IETF defined receiver, tcp, http, tls and security modules will be used providing a wider range of security and connectivity options. 
The configuration subtree identified by ietf-subscribed-notifications:/subscriptions/subscription/id shall be created.  If the subscription is referencing a new (named) receiver the subtree identified by _3gpp-common-https-client:/receiver/name shall also be created.

Input Parameters
	Input parameter name
	SS mapping
	SQ

	consumerReference
	ietf-subscribed-notifications: the parts under
/subscriptions/subscription/receivers/receiver
_3gpp-common-https-client:  the parts under
/receiver
	M

	timeTick
	Not supported
	O

	Filter
	ietf-yang-push:   the parts under
    /filters/selection-filter
    /subscriptions/subscription/datastore-subtree-filter 
   /subscriptions/subscription/datastore-xpath-filter
For details see RFC 8641
	O



Output Parameters
	Ouput parameter name
	SS mapping
	SQ

	subscriptionId
	Part of the configuration input, also readable from 
ietf-subscribed-notifications:/subscriptions/subscription/id
	M

	Status
	rpc-reply or rpc-error indicates general status. 
The following elements give detailed error information:
<error-tag>
<error-path>
<establish-subscription-datastore-error-info>
	M



12.1.2.1.7	Operation "unsubscribe"
IETF defines both configured and dynamic subscriptions. This solution sets includes configured subsciptions but does not require the use or implementation of dynamic subscriptions.
The operation cancels/deletes a subscription established using the “subscribe” procedure. It is realized by removing configuration defined according to the YANG modules ietf-yang-push.yang, ietf-subscribed-notifications.yang and _3gpp-common-https-notif.yang using normal configuration editing operations. For details see RFC 8639 and RFC 8641.
The configuration subtree identified by ietf-subscribed-notifications:/subscriptions/subscription/id shall be removed.  If there are no more subscriptions referencing a named receiver the subtree identified by _3gpp-common-https-client:/receiver/name may also be removed.
Input Parameters
	Input parameter name
	SS mapping
	SQ

	consumerReference
	Not applicable
	-

	subscriptionId
	ietf-subscribed-notifications : /subscriptions/subscription/id
	M



Output Parameters
	Ouput parameter name
	SS mapping
	SQ

	Status
	rpc-reply or rpc-error indicates general status. 
The following elements give detailed error information:
<error-tag>
<error-path>
<establish-subscription-datastore-error-info>
	M




[bookmark: _Toc20494616]12.1.2.2	Mapping of notifications
[bookmark: _Toc20494617]12.1.2.2.1	Introduction
Notifications are implemented as a YANG “ietf-yang-push:push-change-update” notification as defined by RFC 8641. The mandatory parts of this RFCs shall be supported plus the feature on-change. “ietf-yang-push:push-change-update” is augmented by the module “_3gpp-common-https-notif” with additional data items.
The notifications shall be carried in a RestFul manner. 
· Notifications shll a be carried over the HTTPS protocol using the POST method
· HTTP result codes shall be used
· Notifications shall use a URI to address the receiver/consumer.
· Notification data shall be encoded as JSON data according to RFC 7951. Alternatively, XML encoding is also allowed.
· [bookmark: _Hlk21091893]Outgoing notifications will be subject to access control as specified in RFC8641 section “Receiver Authorization”. The user to be used for authorization shall be the user who last modified the subscription (the last user who had created, deleted or modified any data node under /subscriptions/subscription with the relevant “id” value as a key.).

[bookmark: _Toc20494618]12.1.2.2.2	Notification "notifyMOICreation"
This notification notifies the subscribed consumers that a new Managed Object Instance has been created. Creating a MOI in the Yang/Netconf Solution set means creating the list entry representing the MOI including creating the YANG data nodes representing its attributes. 

	3GPP parameter name
	SS mapping
	SQ

	objectClass
	Part of the/push-change-update/datastore-changes/yang-patch/edit/target element
	M

	objectInstance
	Identified by /push-change-update/datastore-changes/yang-patch/edit/target element
	M

	notificationId
	/push-change-update/datastore-changes/yang-patch/patch-id
	M

	notificationType
	Represented by an element under <notification> element
	M

	systemDN
	/push-change-update/systemDN
	M

	correlatedNotifications
	/push-change-update/correlatedNotifications
	CM

	attributeList
	Contained inside the element                                               /push-change-update/datastore-changes/yang-patch/edit/value
	O

	additionalText
	/push-change-update/additionalText
	O




[bookmark: _Toc20494619]12.1.2.2.3	Notification "notifyMOIDeletion"
This notification notifies the subscribed consumers that an existing Managed Object Instance has been deleted.  Deleting a MOI in the Yang/Netconf Solution set means deleting the list entry representing the MOI. 

	[bookmark: _Hlk19536319]3GPP parameter name
	SS mapping
	SQ

	objectClass
	Part of the/push-change-update/datastore-changes/yang-patch/edit/target element
	M

	objectInstance
	Identified by /push-change-update/datastore-changes/yang-patch/edit/target element
	M

	notificationId
	/push-change-update/datastore-changes/yang-patch/patch-id
	M

	[bookmark: _Hlk20839991]notificationType
	Represented by an element under <notification> element
	M

	eventTime
	/Notification/eventTime
	M

	systemDN
	/push-change-update/systemDN
	M

	correlatedNotifications
	/push-change-update/correlatedNotifications
	CM

	attributeList
	Not supported, not needed
	O

	additionalText
	/push-change-update/additionalText
	O




[bookmark: _Toc20494620]12.1.2.2.4	Notification "notifyMOIAttributeValueChange"
This notification notifies the subscribed consumers about changes of one or several attributes of a Managed Object Instance in the NRM.

	3GPP parameter name
	SS mapping
	SQ

	objectClass
	Part of the/push-change-update/datastore-changes/yang-patch/edit/target element
	M

	objectInstance
	Identified by /push-change-update/datastore-changes/yang-patch/edit/target element
	M

	notificationId
	/push-change-update/datastore-changes/yang-patch/patch-id
	M

	notificationType
	Represented by an element under <notification> element
	M

	eventTime
	/Notification/eventTime
	M

	systemDN
	/push-change-update/systemDN
	M

	correlatedNotifications
	/push-change-update/correlatedNotifications
	CM

	attributeValueChange
	Contained inside the element                                               /push-change-update/datastore-changes/yang-patch/edit/value
	M

	additionalText
	/push-change-update/additionalText
	O



[bookmark: _Toc20494621]12.1.2.3	YANG Module for Notifications
module _3gpp-common-https-notif {
  yang-version 1.1;
  namespace urn:3gpp:sa5:_3gpp-common-https-client;
  prefix httpsc3gpp;
  
  import ietf-inet-types { prefix inet; }
  import ietf-netconf-acm { prefix nacm; }
  import ietf-subscribed-notifications { prefix sn; }
  import ietf-yang-push { prefix yp; }
  import _3gpp-common-yang-types { prefix  types3gpp ; }

  organization "3gpp SA5";
  description "The model defines a https client's configuration";
  reference "IETF Netconf";

  revision 2019-10-01 {
    description "Initial revision";
  }

  container receivers {
    description "HTTP(S) based notifications receivers.";
  
    list receiver {
      key name;
      description "All receivers interested in this notification.";

      leaf name {
        type string;
      }
      
      leaf uri {
        type inet:uri;  
        mandatory true;
        description "A uniform resource locator that SHALL identify the file 
          transfer protocol, destination path and remote-user. 
          E.g. 
          https://notificationSender@myserver.mydomain.com/cmChangeNotifications ";
      }

      leaf password {
        type string;
        nacm:default-deny-all;
        description "Password for the remote server.";
      }
      
      leaf encoding {
        type enumeration {
          enum XML;
          enum JSON;        
        }
        description "Specifies the encoding of the data the receiver expects.";
      }
    }
  }

  augment "/sn:subscriptions/sn:subscription/sn:receivers/sn:receiver" {
    description "Augment the subscriptions container to define the receiver.";
    leaf receiver-ref {
      description "Reference to a receiver.";
      type leafref {
        path "/receivers/receiver/name";
      }
    }
  }
  
  augment "/yp:push-change-update" {
    description "Augment the notification with 3GPP specific data.";
    reference "3GPP TS 28.532 v16.1.0 11.1.1";
    
    leaf additionalText {
      description "It can contain further information in text on the 
        event of the ManagedEntity(s).";
      type string ;
    }

    leaf systemDN {
      description "It shall carry the DN of management service providers.";
      type types3gpp:DistinguishedName ;
    }
    
    list correlatedNotifications {
      leaf source {
        type types3gpp:DistinguishedName ;
        description "The entity emiting the notification as used in
          /push-change-update/systemDN." ;
      }
      
      leaf-list notificationId {
        type string;
        description "Id of a correlated notification as used in 
          /push-change-update/datastore-changes/yang-patch/patch-id." ;
      }
    }
  }
}
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12.2.3	YANG/Netconf based solution set
To be done
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_3gpp-common-https-notif.yang
module _3gpp-common-https-notif {
  yang-version 1.1;
  namespace urn:3gpp:sa5:_3gpp-common-https-client;
  prefix httpsc3gpp;
  
  import ietf-inet-types { prefix inet; }
  import ietf-netconf-acm { prefix nacm; }
  import ietf-subscribed-notifications { prefix sn; }
  import ietf-yang-push { prefix yp; }
  import _3gpp-common-yang-types { prefix  types3gpp ; }

  organization "3gpp SA5";
  description "The model defines a https client's configuration";
  reference "IETF Netconf";

  revision 2019-10-01 {
    description "Initial revision";
  }

  container receivers {
    description "HTTP(S) based notifications receivers.";
  
    list receiver {
      key name;
      description "All receivers interested in this notification.";

      leaf name {
        type string;
      }
      
      leaf uri {
        type inet:uri;  
        mandatory true;
        description "A uniform resource locator that SHALL identify the file 
          transfer protocol, destination path and remote-user. 
          E.g. 
          https://notificationSender@myserver.mydomain.com/cmChangeNotifications ";
      }

      leaf password {
        type string;
        nacm:default-deny-all;
        description "Password for the remote server.";
      }
      
      leaf encoding {
        type enumeration {
          enum XML;
          enum JSON;        
        }
        description "Specifies the encoding of the data the receiver expects.";
      }
    }
  }

  augment "/sn:subscriptions/sn:subscription/sn:receivers/sn:receiver" {
    description "Augment the subscriptions container to define the receiver.";
    leaf receiver-ref {
      description "Reference to a receiver.";
      type leafref {
        path "/receivers/receiver/name";
      }
    }
  }
  
  augment "/yp:push-change-update" {
    description "Augment the notification with 3GPP specific data.";
    reference "3GPP TS 28.532 v16.1.0 11.1.1";
    
    leaf additionalText {
      description "It can contain further information in text on the 
        event of the ManagedEntity(s).";
      type string ;
    }

    leaf systemDN {
      description "It shall carry the DN of management service providers.";
      type types3gpp:DistinguishedName ;
    }
    
    list correlatedNotifications {
      leaf source {
        type types3gpp:DistinguishedName ;
        description "The entity emiting the notification as used in
          /push-change-update/systemDN." ;
      }
      
      leaf-list notificationId {
        type string;
        description "Id of a correlated notification as used in 
          /push-change-update/datastore-changes/yang-patch/patch-id." ;
      }
    }
  }
}



