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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

[1] 

3GPP TS 28.533

"Management and orchestration; Architecture framework"

[2]

3GPP TS 23.222 Functional architecture and information flows to support Common API Framework for 3GPP Northbound APIs (release 16)

3
Background
SA5 is asked to investigate the scenarios and potential use of common API framework (CAPIF) specified in TS 23.222 for relevant SA5 work items in current release.

To avoid duplication and inconsistency of approach between different API specifications, 3GPP has considered the development of a common API framework (CAPIF) that includes common aspects applicable to any northbound APIs.

TS 23.222 specifies the functional model, procedures and information flows needed to support the CAPIF, and the guidelines for consistent northbound API (service and CAPIF APIs) development in 3GPP. The aspects of this specification include identifying architecture requirements for the CAPIF (e.g. registration, discovery, identity management) that are applicable to any service APIs when used by northbound entities, as well as any interactions between the CAPIF and the service APIs themselves. The common API framework applies to both EPS and 5GS, and is independent of the underlying 3GPP access (e.g. E-UTRA, NR).
4
Overview

The following architectural requirements and reference points are specified in TS 23.222:

· General requirements for CAPIF architecture (e.g. publish service APIs, authorization, logging, charging).
· Reference points between CAPIF and external applications shall be provided as APIs
· Reference points internal to CAPIF may be provided as APIs.

· Requirements for supporting 3rd party API providers (e.g. publish service APIs, authorization, logging, charging, discover)
· Requirements for service API publish and discover
· Requirements for 3rd party API providers (e.g. publish service)

· Security related requirements for API invokers’ e.g. topology hiding, authentication, authorization, etc.)

· Additional requirements for 3rd party API provider (e.g. topology hiding, authorization and data confidentiality)

· Charging related requirements (e.g. online and offline charging, usage record, record timestamp, etc.)
· Requirements for operations, administration and maintenance (e.g. performance monitoring, fault monitoring, policy configurations, and lifecycle management)
· Requirements for service API invocation monitoring (e.g. monitoring service API invocations, system load, API usage information, overloads and attacks (e.g. DDoS).
· Logging requirements (e.g. service API invocation events, API invoker onboarding events, authentication, authorization, discover service APIs)
· Auditing service API invocation requirements (e.g. enabling the service API provider to identify illegal service API invocations)
· Onboarding API invoker requirements
· Policy configuration requirements (e.g. related to the protection of platforms and network, specific functionalities exposed, message payload size or throughput)

· Protocol design requirements (e.g. minimum common protocol stack model and common security mechanism)
· Requirements for interconnection between the CAPIF providers (e.g. for allowing API invokers in each trust domain to utilize service APIs from both CAPIFs)

· Identities related requirements (e.g. CAPIF shall support identities for uniquely identifying each API)

· Requirements for API provider domain interactions (e.g. interactions between multiple API exposing functional entities)
· Requirements for dynamic routing of service API invocation
· Requirements for registering API provider domain functions
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Figure 4.1: Relationship in CAPIF

Figure 4.1 description:

· The API invoker is typically provided by a 3rd party application provider who has service agreement with a CAPIF provider.

· The API provider hosts one or more service APIs and has a service API arrangement with CAPIF provider to offer the service APIs to the API invoker.

· The CAPIF provider and the API provider can be part of the same organization (e.g. PLMN operator), in which case the business relationship between the two is internal to a single organization. The CAPIF provider and the API provider can be part of different organizations, in which case the relationship between the two must exist.
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Figure 4.2: Functional model for the CAPIF
Figure 4.2 description:

· The CAPIF is hosted within the PLMN operator network. The API invoker is typically provided by a 3rd party application provider who has service agreement with PLMN operator. The API invoker may reside within the same trust domain as the PLMN operator network.

· The API invoker within the PLMN trust domain interacts with the CAPIF via CAPIF-1 and CAPIF-2. The API invoker from outside the PLMN trust domain interacts with the CAPIF via CAPIF-1e and CAPIF-2e. The API exposing function, the API publishing function and the API management function of the API provider domain (together known as API provider domain functions) within the PLMN trust domain interacts with the CAPIF core function via CAPIF-3, CAPIF-4 and CAPIF-5 respectively. 
4.1
API invoker
The API invoker supports the following capabilities:

· Supporting the authentication by providing the API invoker identity and other information;

· Supporting mutual authentication with CAPIF;

· Obtaining the authorization prior to accessing the service API;

· Discovering service APIs information; and

· Invoking the service APIs.
4.2
CAPIF core function
The CAPIF core function consists of the following capabilities:

· Authenticating the API invoker based on the identity and other information;

· Supporting mutual authentication with the API invoker;

· Providing authorization for the API invoker prior to accessing the service API;

· Publishing, storing and supporting the discovery of service APIs information;

· Controlling the service API access based on PLMN operator configured policies;

· Storing the logs for the service API invocations and providing the service API invocation logs to authorized entities;

· Charging based on the logs of the service API invocations;

· Monitoring the service API invocations;

· Onboarding a new API invoker and offboarding an API invoker;

· Storing policy configurations related to CAPIF and service APIs; and

· Support accessing the logs for auditing (e.g. detecting abuse).
4.3
API exposing function
The API exposing function consists of the following capabilities:

· Authenticating the API invoker based on the identity and other information required for authentication of the API invoker provided by the CAPIF core function;

· Validating the authorization provided by the CAPIF core function; and

· Logging the service API invocations at the CAPIF core function.
4.4
API publishing function
The API publishing function consists of the following capability:

· Publishing the service API information of the API provider to the CAPIF core function.
4.5
API management function
The API management function consists of the following capabilities:

· Auditing the service API invocation logs received from the CAPIF core function;

· Monitoring the events reported by the CAPIF core function;

· Configuring the API provider policies to the CAPIF core function;

· Monitoring the status of the service APIs;

· Onboarding the new API invokers and offboarding API invokers; and

· Registering and maintaining registration information of the API provider domain functions on CAPIF.
4.6
CAPIF core function APIs
Table 4.6.1: List of CAPIF core function APIs
	API Name
	API Operations
	
	Known Consumer(s)
	Communication Type

	CAPIF_Discover_Service_API
	Discover_Service_API
	
	AP Invoker
	Request/ Response

	
	Subscribe_Event 
	
	API Invoker
	Request/ Response

	
	Notify_Event
	
	API Invoker
	Notify

	
	Unsubscribe_Event
	
	API Invoker
	Request/ Response

	CAPIF_Publish_Service_API
	Publish_Service_API
	
	API Publishing Function
	Request/ Response

	
	Unpublish_Service_API
	
	API Publishing Function
	Request/ Response

	
	Update_Service_API
	
	API Publishing Function
	Request/ Response

	
	Get_Service_API
	
	API Publishing Function
	Request/ Response

	
	Subscribe_Event 
	
	API Publishing Function
	Request/ Response

	
	Notify_Event
	
	API Publishing Function
	Notify

	
	Unsubscribe_Event
	
	API Publishing Function
	Request/ Response

	CAPIF_Events API
	Subscribe_Event 
	
	API Invoker, API Publishing Function, API Management Function, API Exposing Function
	Request/ Response

	
	Notify_Event
	
	API Invoker, API Publishing Function, API Management Function, API Exposing Function
	Notify

	
	Unsubscribe_Event
	
	API Invoker, API Publishing Function, API Management Function, API Exposing Function
	Request/ Response

	CAPIF_API_Invoker_management API
	Onboard_API_Invoker
	
	API Invoker
	Request/ Response

	
	Offboard_API_Invoker
	
	API Invoker
	Request/ Response

	
	Subscribe_Event 
	
	API Management Function
	Request/ Response

	
	Notify_Event
	
	API Management Function
	Notify

	
	Unsubscribe_Event
	
	API Management Function
	Request/ Response

	CAPIF_Security API
	Obtain_Security_Method
	
	API Invoker
	Request/ Response

	
	Obtain_Authorization
	
	API Invoker
	Request/ Response

	
	Obtain_API_Invoker_Info
	
	API Exposing Function
	Request/ Response

	
	Revoke_Authorization
	
	API Exposing Function
	Request/ Response

	CAPIF_Monitoring API
	Subscribe_Event 
	
	API Management Function
	Request/ Response

	
	Notify_Monitoring_Service_Event
	
	API Management Function
	Notify

	
	Unsubscribe_Event
	
	API Management Function
	Request/ Response

	CAPIF_Logging_API_Invocation API
	Log_API_Invocation
	
	API exposing function
	Request/ Response

	CAPIF_Auditing API
	Query_API_Invocation_Log
	
	API management function
	Request/ Response

	CAPIF_Access_Control_Policy API
	Obtain_Access_Control_Policy
	
	API exposing function
	Request/Response



.

4.7
CAPIF relationship with external API frameworks

Table 4.7.1 provides the relationship of CAPIF with the OMA Network APIs and the ETSI MEC API framework.

Table 4.7.1: CAPIF relationship with external API frameworks
	CAPIF functionalities
	OMA Network APIs
	ETSI MEC API framework

	
	Supported 
	Reference
	Supported
	Reference

	Publish and discover service API information
	Partial

(see NOTE)
	OMA-TS-NGSI_Registration_and_Discovery [11]
	Yes
	ETSI GS MEC 011 [7]

	Topology hiding of the service
	Yes
	Individual API exposing function
	Yes
	Individual API exposing function

	API invoker authentication to access service APIs
	Partial
	OMA-ER_Autho4API [9]
	Partial
	ETSI GS MEC 009 [8]

	API invoker authorization to access service APIs
	Partial
	OMA-ER_Autho4API [9]
	Partial
	ETSI GS MEC 009 [8]

	Charging on invocation of service APIs
	No
	
	No
	

	Lifecycle management of service APIs
	No
	
	No
	

	Monitoring service API invocations
	No
	
	No
	

	Logging API invoker onboarding and service API invocations
	No
	
	No
	

	Auditing service API invocations
	No
	
	No
	

	Onboarding API invoker to CAPIF
	No
	
	No
	

	CAPIF authentication of API invokers
	No
	
	No
	

	Service API access control
	Partial
	OMA-ER_Autho4API [9]
	Partial
	ETSI GS MEC 009 [8]

	Secure API communication
	Yes
	OMA-ER_Autho4API [9]
	Yes
	ETSI GS MEC 009 [8]

	Policy configuration
	No
	
	No
	

	API protocol stack model
	Partial
	for REST: OMA-TS_REST_NetAPI_Common [10]
	Partial
	for REST: 
ETSI GS MEC 009 [8]

	API security protocol
	Partial
	OMA-ER_Autho4API [9]
	Partial
	ETSI GS MEC 009 [8]

	CAPIF support for service APIs from multiple providers
	No
	
	No
	

	NOTE:
OMA-TS-NGSI_Registration_and_Discovery [11] is only applicable to a specific type of web services (OWSER using UDDI and WSDL).


5
Detailed proposal

The group is asked to endorse the following:
· Common API Framework (CAPIF) defined in TS 23.222 shall be considered as valid reference framework for management service discovery and exposure governance solution stage 2
· For management service discovery, SA5 should further investigate the following non-exhaustive list of CAPIF functionalities: Publish service API and Discover service API
· For management service exposure governance, SA5 should further investigate the following non-exhaustive CAPIF functionalities: API invoker authentication to access service APIs; API invoker authorization to access service APIs and Service API access control
· Management service discovery and exposure governance use cases and requiremets (solution stage 1) shall be sent to SA6 in liaison statements
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