3GPP TSG-SA5 Meeting #125Adhoc 
S5-194182
Sapporo, Japan 25-28 June 2019











Revision of S5-19xxxx
Source:
Huawei
Title:
Discussion paper exposure governance potential role in OAuth 2.0 framework 
Document for:
Endorsement
Agenda Item:
4.3.7
1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

[1]

3GPP TS 23.222 Common API Framework for 3GPP Northbound APIs (version 15.1.0)

[2]

OAuth 2.0; https://oauth.net/2/
3
Rationale

Management capability exposure governance is described in TS 28.533 chapter 4 as following:

--------------------------------------------------------------------TS 28.533----------------------------------------------------------------

Management capability exposure governance provides exposure governance on basic elements of management function service based interface:

1)
Management service component type A

2)
Management service component type B

3)
Management service component type C

--------------------------------------------------------------------TS 28.533----------------------------------------------------------------

One of the existing technology that could potentially support exposure governance concept is OAuth 2.0 framework. It is industry-standard protocol for delegated authorization, developed within the IETF OAuth Working Group.
3.2 
OAuth 2.0 delegated authorization framework
OAuth 2.0 focuses on client developer simplicity while providing specific authorization flows for web applications, desktop applications, mobile phones, and other devices. This specification and its extensions are being developed within the IETF OAuth Working Group.
Related RFCs:

- OAuth 2.0 Framework - RFC 6749
- OAuth 2.0 Bearer Tokens - RFC 6750
- Threat Model and Security Considerations - RFC 6819
- OAuth 2.0 Token Introspection - RFC 7662
- OAuth 2.0 Token Revocation - RFC 7009
- JSON Web Token - RFC 7519
- OAuth Assertions Framework - RFC 7521

- SAML2 Bearer Assertion - RFC 7522

- JWT Bearer Assertion - RFC 7523

[image: image1.png]Resource Server

Access data E E
L% oo

I=N=]

ci

Issue authz code/
access token

Delegate
authentication
authorization

Access service

Authorization Server

Resource Owner





Figure 3.2.1: OAuth 2.0 flow
OAuth 2.0 protocol flow roles described in Figure 3.2.1:
- Resource Owner (e.g. Operator) grant access to data (e.g. MnS), for different client application (e.g. different Operator 3rd party MnS customer)

- Authorization Server issues authorization/access code to client application (e.g. different Operator 3rd party MnS customer)

- Resource Server (e.g. MnS provider) delegates’ authorization to Authorization Server and may provide Client access scopes enforcement (e.g. MnS Consumer management scopes)
- Client Application (e.g. operator 3rd party MnS customer) want to access and consume data (e.g. MnS) from Resource Server (e.g. MnS provider)
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Figure 3.2.2: OAuth 2.0 and potential exposure governance roles 

3.2.1
Exposure governance potential role in OAuth 2.0 – option 1

In this first option of Figure 3.2.2, exposure governance concept may adopt the following OAuth 2.0 roles and functions: 

- Authorization Server;

- Resource Server;

- Client Application (e.g. MnS Consumer) associated access scopes provider (i.e. specified MnS component type A, B and C);

- Client Application (e.g. MnS Consumer) associated access scopes validation (i.e. MnS Consumer access request vs. MnS Consumer specified MnS component type A, B and C);
3.2.2
Exposure governance potential role in OAuth 2.0 – option 2

In this second option of Figure 3.2.2, exposure governance concept may adopt the following OAuth 2.0 roles and functions: 

- Authorization Server;

- Provider of Client Application (e.g. MnS Consumer) associated access scopes (i.e. specified MnS component type A, B and C);

- Provider of Client Application (e.g. MnS Consumer) associated access scopes validation (i.e. MnS Consumer access request vs. MnS Consumer specified MnS component type A, B and C);

3.2.3 
Exposure governance potential role in OAuth 2.0 – option 3
In this third option of Figure 3.2.2, exposure governance concept may only provide the following functions: 

- Provider of Client Application (e.g. MnS Consumer) associated access scopes (i.e. specified MnS component type A, B and C);

- Provider of Client Application (e.g. MnS Consumer) associated access scopes validation (i.e. MnS Consumer access request vs. MnS Consumer specified MnS component type A, B and C);

Note: These are non-exhaustive exposure governance potential roles and functions in OAuth 2.0 flow, described here for the sole purpose of discussion.
4
Detailed proposal

For the purpose of common understanding of TS 28.533 exposure governance solution and its relation with OAuth 2.0 framework, the group is asked to endorse the following:

- Exposure governance solution should consider OAuth 2.0 framework to provide MnS consumer authorization and enforcing of MnS consumer access scopes (e.g. management scope)

- MnS consumer is enforced by exposure governance to only access MnS specified management service components (Type A, B and C), defined in exposure governance management scopes.
- For example, if MnS provisioning component type A is specified as allocate and deAllocate operations, exposure governance management capability provider shall enforce access to allocate operation for MnS consumer A if the associated authourization management scope does not include deallocate operation, while it shall enforce access to allocate and deAllocate operation for MnS consumer B if the associated authorization management scope does include both operations, allocate and deallocate.
- OAuth 2.0 framework is non-exhaustive valid reference technology for exposure governance solution (stage 3)
