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1
Decision/action requested

The group is asked to discuss and endorse the contribution.
2
References
[a]
TS 28.900 v0.6.0: “Study on integration of ONAP and 3GPP management for 5G networks”.
[b]
TS 28.532 v15.0.1: “Management and orchestration; Generic management services”.
3
Rationale

This discussion paper describes two options for mapping 3GPP 5G alarm notifications, as defined in [b], on ONAP R3 DCAE VES JSON API.  

The first option describes a way in which 3GPP notification parameters from TS 28.532 might be mapped into existing DCAE VES JSON API event and fault fields. This is not a perfect one-to-one mapping, so some 3GPP notification parameters will need to be conveyed as name-value pairs in the DCAE VES JSON API optional field ‘alarmAdditionalInformation’.
The second option is for 3GPP to request that ONAP add a new type of event to the existing types of events, i.e. a new possible value to the field ‘domain’ to contain all the 3GPP alarm notification parameters. The authors believe this is a more elegant and extensible approach, and it is proposed that this option be endorsed by SA5.

It is proposed that the chosen option will be included in TR 28.900 in clause 5.2.2.3.

4
Detailed proposal

For context, the following is what is currently contained in TR 28.900 clause 5.2.2.3:
5.2.2.3
Comparison

Comparison of ONAP fault field and 3GPP fault supervision AlarmInformation field：
	ONAP

Fault events fields
	Potential mapping to 3GPP TS 28.532 [22] – clause 6.2.1.3)

Generic fault supervision management service

 AlarmInformation fields

	alarmAdditionalInformation (optional): additional alarm information.
	Similar to additionalText and/or additionalInformation. Probable cause would be included in this field.


	alarmCondition (required): alarm condition reported by the device.
	Nothing similar in Generic fault supervision management service AlarmInformation fields. Similar to alarmType

	alarmInterfaceA (optional): card, port, channel or interface name of the device generating the alarm.
	Nothing similar in Generic fault supervision management service  AlarmInformation fields.

	eventCategory (optional): Event category, for example: license, link, routing, security, signaling
	Similar to eventType.



	eventSeverity (required): event severity:CRITICAL, MAJOR, MINOR, WARNING, NORMAL
	Similar to perceivedSeverity.

The legal values of perceivedSeverity include: CRITICAL, MAJOR, MINOR, WARNING, INDETERMINATE, CLEARED. 

	eventSourceType (required): type of event source; examples: card, host, other, port, portThreshold, router, slotThreshold, switch, virtualMachine, virtualNetworkFunction
	Nothing similar in Generic fault supervision management service  AlarmInformation fields.

	faultFieldsVersion(required): version of the faultFields block
	Nothing similar in Generic fault supervision management service  AlarmInformation fields.

	specificProblem (required): short description of the alarm or problem
	Similar to specificProblem.

	vfStatus(required): virtual function status enumeration
	Nothing similar in Generic fault supervision management service  AlarmInformation fields.


Described below are the two options for mapping 3GPP alarm notifications to ONAP R3 VES JSON API event and fault fields.  These options are presented as subclauses to TR 28.900 clause 5.2.2.3, as this is how they would eventually appear in TR 28.900.

5.2.2.3.1 Mapping 3GPP alarm notifications to ONAP R3 VES JSON API fault fields - Option No. 1
The following table lists all fields required by ONAP DCAE VES JSON to convey alarm notifications, i.e. all mandatory event common header fields plus all mandatory fault specific fields. The rightmost column proposes a mapping with 3GPP notification parameters from 3GPP TS 28.532 [10] - clause 6.1.

	Type of field
	ONAP VES field name
	Potential mapping to 3GPP TS 28.532 [22] – clause 6)

Generic fault supervision management service
	Candidate notification parameter name and value in 3GPP TS 28.532 [10] - clause 6.1

	header fields common to all events
	domain: the eventing domain associated with the event.
	Nothing similar in existing notification parameters. 


	Proposal: for 3GPP 5GS, ‘domain’ may take the following values: “NG-RAN”, “5GC”, “3GPP Network Slicing”.

	
	eventId: event key that is unique to the event source.
	Similar to notificationId.
	Same value as notificationId parameter.

	
	eventName: unique event name
	eventName could be mapped to notificationType.

Actual values of notificationType are specified on a per notification type basis. Example: in 3GPP TS 28.532 [22], the following actual notificationType values are specified: “notifyNewAlarm”, "notifyChangedAlarm", "notifyFileReady", "notifyFilePreparationError", etc.
	Use the following notificationType parameter values (cf. 3GPP TS 28.532 [10] – clause 6.1), valid for fault supervision:
“notifyNewAlarm”,
"notifyChangedAlarm", “notifyAlarmListRebuilt”, “notifyCorrelatedNotifications”, “notifyClearedAlarm”, “notifyAckStateChanged”.

	
	lastEpochMicrosec: the latest unix time aka epoch time associated with the event from any component as microseconds elapsed since 1 Jan 1970 not including leap seconds
	See eventTime, which does not distinguish the start time of the event from its end time.

	Proposal: set it either to NULL value, or to the same value as startEpochMicrosec parameter.

	
	priority: processing priority
	Nothing similar in notification parameters.
	

	
	reportingEntityName: Name of the entity reporting the event, for example, an EMS name.  May be the same as the sourceName.  
	Nothing similar in notification parameters.

	Proposal: either same value as sourceName, or systemDN.

	
	sequence: Ordering of events communicated by an event source instance (or 0 if not needed)
	Nothing similar in notification parameters.
	Proposal: set it to ‘0’ (not needed).

	
	sourceName: Name of the entity experiencing the event issue
	Nothing similar in notification parameters.

	Proposal: same value as objectInstance parameter.

	
	startEpochMicrosec: The earliest unix time aka epoch time associated with the event from any component as microseconds elapsed since 1 Jan 1970 not including leap seconds
	See eventTime, which does not distinguish the start time of the event from its end time.

	Proposal: same value as eventTime parameter.

	
	version: version of the event header
	Nothing similar in notification parameters.
	FFS.

	
	vesEventListenerVersion
	Nothing similar in notification parameters.
	FFS.

	
	
	
	

	Fault header fields
	alarmCondition
	Short name of the alarm condition/problem, such as a trap name. Should not have white space (e.g., tpLgCgiNotInCon fig, BfdSessionDown, linkDown, etc…)
	Proposal: same value as eventType parameter, e.g. "Communications Alarm", "Processing Error Alarm", "Environmental Alarm". "Quality Of Service Alarm" or "Equipment Alarm".

	
	eventSeverity
	event severity {‘enum’: [‘CRITICAL’, ‘MAJOR’, ‘MINOR’, ‘WARNING’, ‘NORMAL’]}
	Proposal: same value as perceivedSeverity parameter.
WARNING: the ITU-T X.733 value ‘CLEARED’ is not supported by ONAP R3 DCAE VES JSON. Same for the value ‘INDETERMINATE’.

	
	eventSourceType
	type of event source; examples: card, host, other, port, portThreshold, router, slotThreshold, switch, virtualMachine, virtualNetworkFunction
	Proposal: same value as objectClass parameter.

	
	faultFieldsVersion
	version of the faultFields block
	Proposal: version of the fault supervision management service, e.g. “15.0.0” (cf. TS 28.532 [10] – Annex A).

	
	specificProblem
	short description of the alarm or problem
	Proposal: same value as specificProblem parameter.



	
	vfStatus
	ONAP :

« virtual function status enumeration

{‘enum’: [‘Active’, ‘Idle’, ‘Preparing to terminate’, ‘Ready to terminate’, ‘Requesting termination’]}

“
	FFS.


Depending on the type of notification, additional 3GPP notification parameters (mandatory or optional), which could not be mapped in the above table, would have to be mapped to some DCAE VES JSON API fields. It is proposed that all these 3GPP notification parameters be conveyed as name-value pairs in the DCAE VES JSON API optional field ‘alarmAdditionalInformation’. These parameters include:
- for notifyNewAlarm () notification:
# rootCauseIndicator

# correlatedNotifications

# proposedRepairActions

# additionalText

# additionalInformation

# etc.

- for notifyAlarmListRebuilt () notification:

# reason
- for notifyCorrelatedNotificationChanged () notification:

# correlatedNotifications

# rootCauseIndicator
- for notifyClearedAlarm () notification:

# clearUserId
# clearSystemId

- for notifyAckStateChanged () notification:

# alarmId
# ackState

# ackUserId

# ackSystemId.
A corresponding JSON payload example is given here below:

{

    "event": {

        "commonEventHeader": {

            "domain": "fault",

            "eventId": "somestring",

            "eventName": "notifyNewAlarm",

            "eventType": "somestring",

            "internalHeaderFields": {},

            "lastEpochMicrosec": 1,

            "nfNamingCode": "somestring",

            "nfcNamingCode": "somestring",

            "priority": "High",

            "reportingEntityId": "somestring",

            "reportingEntityName": "somestring",

            "sequence": 1,

            "sourceId": "somestring",

            "sourceName": "somestring",

            "startEpochMicrosec": 1,

            "version": 1

        },

        "faultFields": {

            "alarmAdditionalInformation": [

                {

                    "name": "rootCauseIndicator",

                    "value": "somestring"

                },

                {

                    "name": "correlatedNotifications",

                    "value": "somestring"

                }

                {

                    "name": "proposedRepairActions",

                    "value": "somestring"

                }

                {

                    "name": "additionalText",

                    "value": "somestring"

                }

                {

                    "name": "additionalInformation",

                    "value": "somestring"

                }

            ],

            "alarmCondition": "somestring",

            "alarmInterfaceA": "somestring",

            "eventCategory": "somestring",

            "eventSeverity": "CRITICAL",

            "eventSourceType": "somestring",

            "faultFieldsVersion": 1,

            "specificProblem": "somestring",

            "vfStatus": "Active"

        },

5.2.2.3.2 Mapping 3GPP alarm notifications to ONAP R3 VES JSON API - Option No. 2

Alternatively to the mapping proposed by option no. 1, 3GPP could request ONAP to add a new type of event to the existing types of events, i.e. a new possible value to the field ‘domain’:
	Field
	Type
	Required?
	Description

	domain
	string
	Yes
	Event domain enumeration: ‘fault’, ‘heartbeat’, ‘measurement’, ‘mobileFlow’, ‘notification’, ‘other’, ‘pnfRegistratio n’, ‘sipSignaling’, ‘stateChange’, ‘syslog’, ‘thresholdCross ingAlert’, ‘voiceQuality’


It is proposed to add the following new possible value to the field ‘domain’:

- 3GPPFault, corresponding to 3GPP alarm notifications.
New types of fields would have to be added to the existing ones at the root level of the common event format shown below:

Table . Existing types of headers for VES JSON Collector R3 ([12] – Datatype: event)
	Name 
	Required 
	Type 

	commonEventHeader 
	Yes 
	commonEventHeader 

	faultFields 
	No 
	faultFields 

	heartbeatFields 
	No 
	heartbeatFields 

	measurementsForVfScalingFields 
	No 
	measurementsForVfScalingFields 

	mobileFlowFields 
	No 
	mobileFlowFields 

	otherFields 
	No 
	otherFields 

	sipSignalingFields 
	No 
	sipSignalingFields 

	stateChangeFields 
	No 
	stateChangeFields 

	syslogFields 
	No 
	syslogFields 

	thresholdCrossingAlertFields 
	No 
	thresholdCrossingAlertFields 

	voiceQualityFields 
	No 
	voiceQualityFields


The following new type of fields would thus be added:
	Name 
	Required 
	Type 

	3GPPFaultFields 
	No 
	3GPPFaultFields


where 3GPPFaultFields could be defined in conformance with 3GPP TS 28.532 [10]. Example based on clause 6.1.1.4.2, valid for input parameters of notifyNewAlarm ():
	Name
	Required
	Type
	Format
	Properties
	Description

	objectClass
	M
	MonitoredEntity.objectClass 

It shall carry the MonitoredEntity class name.
	
	
	The MonitoredEntity is identified by the relation-AlarmedObject-AlarmInformation of the new AlarmInformation.

	objectInstance
	M
	MonitoredEntity.objectInstance

It shall carry the Distinguished Name (DN) of the instance of MonitoredEntity class.
	
	
	The MonitoredEntity is identified by the relation-AlarmedObject-AlarmInformation of the new AlarmInformation.

	notificationId
	M
	This is an identifier for the notification, which may be used to correlate notifications. The identifier of the notification shall be chosen to be unique across all notifications of a particular managed object throughout the time that correlation is significant, it uniquely identifies the notification from other notifications generated by the subject Information Object.
	
	
	

	eventTime
	M
	AlarmInformation.alarmRaisedTime
	
	
	

	systemDN
	C
	It shall carry the DN of service providers.
	
	
	

	notificationType
	M
	"notifyNewAlarm". 
	
	
	

	probableCause
	M
	AlarmInformation.probableCause
	
	
	

	perceivedSeverity
	M
	AlarmInformation.perceivedSeverity
	
	
	

	rootCauseIndicator
	O
	It indicates that this AlarmInformation is the root cause of the events captured by the notifications whose identifiers are in the related CorrelatedNotification instances.
	
	
	"Yes", "No"

	alarmType
	M
	AlarmInformation.eventType
	
	
	The notification structure of this table is applicable if this parameter indicates "Integrity Violation", "Operational Violation", "Physical Violation", "Security Service or Mechanism Violation", "Time Domain Violation".

	specificProblem
	O
	AlarmInformation.specificProblem
	
	
	

	correlatedNotifications
	O
	The set of CorrelatedNotification related to this AlarmInformation.
	
	
	

	backedUpStatus
	O
	AlarmInformation.backedUpStatus
	
	
	

	backUpObject
	O
	MonitoredEntity.objectInstance 

It carries the DN of the back up object.
	
	
	This may contain no information if the identify of the service-user (requesting the service) is not known.

	trendIndication
	O
	AlarmInformation.trendIndication
	
	
	This shall always identify the service-provider receiving a service request, from serviceUser, that provokes the security alarm. 

	thresholdInfo
	O
	AlarmInformation.thresholdInfo
	
	
	This may contain no information if the detector of the security alarm is the serviceProvider.

	stateChangeDefinition
	O
	AlarmInformation.stateChangeDefinition 
	
	
	

	monitoredAttributes
	O
	AlarmInformation.monitoredAttributes
	
	
	

	proposedRepairActions
	O
	AlarmInformaton.proposedRepairActions
	
	
	

	additionalText
	O
	AlarmInformation.additionalText
	
	
	

	additionalInformation
	O
	AlarmInformation.additionalInformation
	
	
	

	alarmId
	M
	AlarmInformation.alarmId
	
	
	


A corresponding JSON payload example is given here below (for illustration only):

{

    "event": {

        "commonEventHeader": {

            "domain": "3GPPFault",

            "eventId": "somestring",

            "eventName": "",

            "lastEpochMicrosec": 1,

            "priority": "High",

            "reportingEntityName": "somestring",

            "sequence": 0,

            "sourceName": "somestring",

            "startEpochMicrosec": 1,

            "version": 1

        },

        "3GPPFaultFields": {

            "objectClass": "somestring",

            "objectInstance": "somestring",

            "notificationId": "somestring",
            "eventTime": "somedateandtime",

            "systemDN": "somestring",
            "notificationType": "notifyNewAlarm",

            "probableCause": "Humidity unacceptable",
            "perceivedSeverity": "MAJOR",
            "rootCauseIndicator": "somestring",

            "alarmType": "EnvironmentalAlarm",
            …
        },

	End of modifications


