

	
3GPP TSG-SA5 Meeting #112	S5-171762
Guilin, China, 27th Mar 2017 - 31st Mar 2017
	CR-Form-v11.2

	CHANGE REQUEST

	

	
	28.525
	CR
	0002
	rev
	-
	Current version:
	14.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	[bookmark: _GoBack]X



	

	Title:	
	CR TS 28.525 VNF application software update

	
	

	Source to WG:
	Gemalto N.V.

	Source to TSG:
	

	
	

	Work item code:
	OAM14-MAMO_VNF-LCM
	
	Date:
	2017-03-20

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-14

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	[bookmark: OLE_LINK1]Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
Rel-12	(Release 12)
Rel-13	(Release 13)
Rel-14	(Release 14)
Rel-14	(Release 15)
Rel-14	(Release 16)

	
	

	Reason for change:
	The update of VNF package could introduce a security threat if the integrity of the package is not checked. The VNF instance information update and the need for a new instantiation of the VNF package and associated new key generation when the package is changed shall be analysed by ETSI-NFV and is the responsibility of ETSI NFV. 

	
	

	Summary of change:
	This CR add 
· a pre-condition of integrity checked of the VNF package.
· A Note concerning the MANO procedures to avoid the introduction of security threats that are the responsibility of ETSI NFV.


	
	

	Consequences if not approved:
	There could be missing steps that could have impact on the security of the system.

	
	

	Clauses affected:
	5.4.4.3.1

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	



Page 1


[bookmark: _Toc475699595]***** Start 1st Change *****


5.4.4.3.1	VNF application software update when application software is part of VNF Package and performing synchronization with NFV-MANO by NM
	Use Case
	Evolution/Specification
	<<Uses>>
Related use

	Goal 
	Update the VNF instance application software (software) when the software is part of the VNF Package. 
	

	Actors and Roles
	NM 
	

	Telecom resources
	EM
NFV-MANO system
VNF
	

	Assumptions
	1)	The software is part of the VNF package.
2)	The software update does not require a change of the VNF's underlying virtualised resources or internal VNFC(s) topology/composition.
	

	Pre-conditions
	The new VNF package, with the updated software, is on boarded on NFV-MANO and its integrity checked 
	

	Begins when 
	Operator decides to update the software (with the new VNF package) and instructs the NM to do so.
	

	Step 1 (M)
	NM requests EM to update the software. 
	

	Step 2 (M)
	EM acted to update the software.
	

	Step 3 (M)
	EM notifies NM about the completion of the software update.
	

	Step 4 (M)
	NM confirms the normality of 3GPP service and requests NFVO to update the VNF instance information. The updated VNF instance information would capture information of the new VNF package.
Note:  How NFVO will update the VNF instance information and whether there is a need for a new instantiation of the VNF package and new key generation for this instance to avoid introducing any security threat is up to ETSI-NFV to determine.
	

	Ends when
	Ends when all steps identified above are completed or when an exception occurs.
	

	Exceptions
	One of the steps identified above fails.
	

	Post-conditions
	The software and the VNF instance information are updated.
	

	Traceability
	REQ-NFV_LCM-CON-14
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