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6.1.0
Introduction

In order to support the offline charging principles described in the present document, the Diameter client and server shall implement at least the following Diameter options listed in RFC 6733 [401], i.e. the basic functionality of Diameter accounting, as defined by the Diameter Base Protocol (RFC 6733 [401]) is re-used.

The charging architecture implementing Diameter adheres to the structure where all communications for offline charging purposes between the CTF (Diameter client) and the CDF (Diameter server) are carried out on the Diameter Rf reference point, where the CTF reports charging information to the Charging Data Function (CDF). The CDF uses this information to construct and format CDRs. The above-mentioned reference points are defined in TS 32.240 [1].

A configurable timer is supported in the CDF to supervise the reception of the ACR[Interim] and/or ACR[Stop]. An instance of the "Timer" is started at the beginning of the accounting session, reset on the receipt of an ACR[Interim] and stopped at the reception of the ACR[Stop]. Upon expiration of the timer, the CDF stops the accounting session with the appropriate error indication.

For offline charging, the CTF implements the accounting state machine described in RFC 6733 [401]. 
The server (CDF) implements the accounting state machine "SERVER, STATELESS ACCOUNTING" as specified in RFC 6733 [401], i.e. there is no order in which the server expects to receive the accounting information.

The offline charging functionality is based on the Network Elements reporting accounting information upon reception of various messages which trigger charging generation, as most of the accounting relevant information is contained in these messages. This reporting is achieved by sending Diameter Accounting Requests (ACR) [start, interim, stop and event] from the Network Elements to the CDF.

Following the Diameter base protocol specification, the following "types" of accounting data may be sent with regard to offline charging:

· START session accounting data.

· INTERIM session accounting data.

· STOP session accounting data.

· EVENT accounting data.

Two cases are currently distinguished for offline charging purposes:

· Event based charging; and

· Session based charging.

ACR types START, INTERIM and STOP are used for accounting data related to successful sessions. In contrast, EVENT accounting data is unrelated to sessions, and is used e.g. for a simple registration or interrogation and successful service event triggered by a Network Element. In addition, EVENT accounting data is also used for unsuccessful session establishment attempts.

The flows and scenarios for the above two described cases are further detailed below.

	Next change


6.1.3
Offline charging error cases - Diameter procedures

6.1.3.1
CDF connection failure

When the connection towards the primary CDF is broken, the process of sending accounting information should continue towards a secondary CDF (if such a CDF is configured). For further CDF connection failure functionality, see clause "Transport Failure Detection" in the RFC 6733 [401].

If no CDF is reachable the Network Element may buffer the generated accounting data in non-volatile memory. Once the CDF connection is working again, all accounting messages stored in the buffer is sent to the CDF, in the order they were stored in the buffer.

6.1.3.2
No reply from CDF

In case a Network Element does not receive an ACA in response to an ACR, it may retransmit the ACR message. The waiting time until a retransmission is sent, and the maximum number of repetitions are both configurable by the operator. When the maximum number of retransmissions is reached and still no ACA reply has been received, the Network Element executes the CDF connection failure procedure as specified above.

If retransmitted ACRs' are sent, they are marked with the T-flag as described in RFC 6733 [401], in order to allow duplicate detection in the CDF, as specified in the next clause 6.1.3.3.

6.1.3.3
Duplicate detection

A Diameter client marks possible duplicate request messages (e.g. retransmission due to the link fail over process) with the T-flag as described in RFC 6733 [401].

If the CDF receives a message that is marked as retransmitted and this message was already received, then it discards the duplicate message. However, if the original of the re-transmitted message was not yet received, it is the information in the marked message that is taken into account when generating the CDR. The CDRs are marked if information from duplicated message(s) is used.

6.1.3.4
CDF detected failure

The CDF closes a CDR when it detects that expected Diameter ACRs for a particular session have not been received for a period of time. The exact behaviour of the CDF is operator configurable.

	Next change


6.2.1.1
General

The corresponding Diameter accounting application messages for the Charging Data Transfer operation is Accounting-Request (ACR) and Accounting-Answer (ACA) as specified in the Diameter Base Protocol Accounting (DBPA) application in RFC 6733 [401].

Table 6.2.1.1.1 describes the use of these messages which are adapted for 3GPP offline charging.

Table 6.2.1.1.1: Offline charging messages reference table

	Command-Name
	Source
	Destination
	Abbreviation

	Accounting-Request
	CTF
	CDF
	ACR

	Accounting-Answer
	CDF
	CTF
	ACA

	Capabilities-Exchange-Request
	CTF
	CDF
	CER

	Capabilities-Exchange-Answer
	CDF
	CTF
	CEA


Additional Diameter messages (i.e. DPR/DPA, DWR/DWA)are used according to the Diameter Base Protocol Accounting (DBPA) specification in RFC 6733 [401].
	Next change


6.2.1.2
Structure for the Accounting message formats

The following is the basic structure shared by all offline charging messages. This is based directly on the format of the messages defined in the Diameter Base Protocol Application specification in RFC 6733 [401].

Those Diameter Accounting AVPs that are used for 3GPP offline charging are marked in table 6.2.2.1 and table 6.2.3.1 with a category as specified in TS 32.240 [1]. 

An AVP in grey strikethrough in the message format (in grey in the tables) is not used by 3GPP.
The following symbols are used in the message format definition:

-
<AVP> indicates a mandatory AVP with a fixed position in the message.

-
{AVP} indicates a mandatory AVP in the message.

-
[AVP] indicates an optional AVP in the message.

-
*AVP indicates that multiple occurrences of an AVP is possible.

	Next change


6.2.2
Accounting-Request message

The ACR messages, indicated by the Command-Code field set to 271 is sent by the CTF to the CDF in order to send charging information for the requested bearer / subsystem /service. 

The ACR message format is defined according to the Diameter Base Protocol in RFC 6733 [401] as follows:

      <ACR> ::= < Diameter Header: 271, REQ, PXY >

                < Session-Id >

                { Origin-Host }

                { Origin-Realm }

                { Destination-Realm }

                { Accounting-Record-Type }

                { Accounting-Record-Number }

                [ Acct-Application-Id ]

                [ Vendor-Specific-Application-Id ]
                [ User-Name ]





[ Destination-Host ]

                [ Accounting-Sub-Session-Id ]

                [ Acct-Session-Id ]
                [ Acct-Multi-Session-Id ]
                [ Acct-Interim-Interval ]

                [ Accounting-Realtime-Required ]
                [ Origin-State-Id ]

                [ Event-Timestamp ]              

              * [ Proxy-Info ]

              * [ Route-Record ]

                [ Service-Context-Id ]

                [ Service-Information ]

              * [ AVP ]

NOTE:
Similar information as in subscription_id should be added as 3GPP parameter, IMEI.

Table 6.2.2.1 illustrates the basic structure of a 3GPP Diameter Accounting-Request message as used for 3GPP offline charging.

Table 6.2.2.1: 3GPP Accounting-Request message contents

	AVP
	Category
	Description

	Session-Id
	M
	This field identifies the operation session.

	Origin-Host
	M
	This field contains the identification of the source point of the operation and the realm of the operation originator.

	Origin-Realm
	M
	This field contains the realm of the operation originator.

	Destination-Realm
	M
	This field contains the realm of the operator domain. The realm will be addressed with the domain address of the corresponding public URI.

	Accounting-Record-Type
	M
	This field defines the transfer type: event for event based charging and start, interim, stop for session based charging.

	Accounting-Record-Number
	M
	This field contains the sequence number of the transferred messages.

	Acct-Application-Id
	OM
	The field corresponds to the application ID of the Diameter Accounting Application and is defined with the value 3.

	Vendor-Specific-Application-Id
	-
	Not used in 3GPP.

	
Vendor-Id
	-
	Not used in 3GPP.

	
Auth-Application-Id
	-
	Not used in 3GPP.

	
Acct-Application-Id
	-
	Not used in 3GPP.

	User-Name
	OC
	Contains the user name determined by the domain: bearer, sub-system or service as described in middle tier TS.

	Destination-Host
	OC
	This field contains the destination address of the CDF.

	Accounting-Sub-Session-Id
	-
	Not used in 3GPP.

	Accounting-Session-Id
	-
	Not used in 3GPP.

	Acct-Multi-Session-Id
	-
	Not used in 3GPP.

	Acct-Interim-Interval
	OC
	This field contains the proposal for instructions to produce records continuously during a session.

	Accounting-Realtime-Required
	-
	Not used in 3GPP.

	Origin-State-Id
	OC
	This field contains the state associated to the CTF.

	Event-Timestamp
	OC
	This field corresponds to the exact time the accounting is requested.

	Proxy-Info
	OC
	This field contains information of the host.

	
Proxy-Host
	M
	This field contains the identity of the host that added the Proxy-Info field.

	
Proxy-State
	M
	This field contains state local information.

	Route-Record
	Oc
	This field contains an identifier inserted by a relaying or proxying node to identify the node it received the message from.

	Service-Context-Id
	OM 
	This field indicates the service and the corresponding 'middle tier' TS.

	Service-Information
	OM
	This parameter holds the individual service specific parameters as defined in the corresponding 'middle tier' TS.

	AVP
	Oc
	This field contains extended Information.


NOTE:
A detailed description of the AVPs is provided in clause 7.

	Next change


6.2.3
Accounting-Answer (ACA) message

The ACA messages, indicated by the Command-Code field set to 271 is sent by the CDF to the CTF in order to reply to the ACR. 

The ACA message format is defined according to the Diameter Base Protocol in RFC 6733 [401] as follows:

      <ACA> ::= < Diameter Header: 271, PXY >


            < Session-Id >

                { Result-Code }

                { Origin-Host }

                { Origin-Realm }

                { Accounting-Record-Type }

                { Accounting-Record-Number }

                [ Acct-Application-Id ]

                [ Vendor-Specific-Application-Id ]
                [ User-Name ]

                [ Accounting-Sub-Session-Id ]
                [ Acct-Session-Id ]
                [ Acct-Multi-Session-Id ]
                [ Error-Reporting-Host ]

                [ Acct-Interim-Interval ]

                [ Accounting-Realtime-Required ]
                [ Origin-State-Id ]

                [ Event-Timestamp ]

              * [ Proxy-Info ]

              * [ AVP ]

Table 6.2.3.1 illustrates the basic structure of a 3GPP Diameter Accounting-Answer message as used for offline charging. This message is always used by the CDF as specified below, regardless of the CTF it is received from and the ACR record type that is being replied to.

Table 6.2.3.1: 3GPP Accounting-Answer (ACA) message content

	AVP
	Category
	Description

	Session-Id
	M
	This field identifies the operation session.

	Result-Code
	M
	This field contains the result of the specific query.

	Origin-Host
	M
	This field contains the identification of the source point of the operation and the realm of the operation originator.

	Origin-Realm
	M
	This field contains the realm of the operation originator.

	Accounting-Record-Type
	M
	This field defines the transfer type: event for event based charging and start, interim, stop for session based charging.

	Accounting-Record-Number
	M
	This field contains the sequence number of the transferred messages.

	Acct-Application-Id
	OM
	The field corresponds to the application ID of the Diameter Accounting Application and is defined with the value 3.

	Vendor-Specific-Application-Id
	-
	Not used in 3GPP

	
Vendor-Id
	-
	Not used in 3GPP

	
Auth-Application-Id
	-
	Not used in 3GPP

	
Acct-Application-Id
	-
	Not used in 3GPP

	User-Name
	OC
	Contains the user name determined by the domain: bearer, sub-system or service as described in middle tier TS.

	Accounting-Sub-Session-Id
	-
	Not used in 3GPP

	Accounting-RADIUS-Session-Id
	-
	Not used in 3GPP

	Acct-Multi-Session-Id
	-
	Not used in 3GPP

	Error-Reporting-Host
	OC
	This field contains the identity of the Diameter host that sent the Result-Code AVP to a value other than 2001 (Success) if the host setting the Result-Code is different from the one encoded in the Origin-Host AVP.

	Acct-Interim-Interval
	OC
	This field contains the instructions to produce records continuously during a session.

	Accounting-Realtime-Required
	-
	Not used in 3GPP

	Origin-State-Id
	OC
	This field contains the state associated to the source point of the operation.

	Event-Timestamp
	OC
	This field contains the time when the operation is requested.

	Proxy-Info
	OC
	This field contains information of the host.

	
Proxy-Host
	M
	This field contains the identity of the host that added the Proxy-Info field.

	
Proxy-State
	M
	This field contains state local information.

	AVP
	OC
	This field contains extended Information.
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6.3.6.1
Duplicate detection

The detection of duplicate request is needed and shall be enabled. To speed up and simplify as much as possible the duplicate detection, the all-against-all record checking should be avoided and just those records marked as potential duplicates need to be checked against other received requests (in real-time ) by the receiver entity.

The Network Element marks the request messages that are retransmitted after a link fail over as possible duplicates with the T-flag as described in RFC 6733 [401]. For optimized performance, uniqueness checking against other received requests is only necessary for those records marked with the T-flag received within a reasonable time window. This focused check is based on the inspection of the Session-Id and CC-Request-Number AVP pairs.

Note that for EBCC the duplicate detection is performed in the Correlation Function that is part of the OCS. 
The OCS that receives the possible duplicate request should mark as possible duplicate the corresponding request that is sent over the 'Rc' reference point. However, this assumption above is for further study and needs to be clarified.

For Credit-Control duplicate detection, please refer to the Diameter Credit-Control.

	Next change


6.3.6.2
Reserve Units / Debit Units operation failure

In the case of an OCS connection failure, and/or receiving error responses from the OCS, please refer to RFC 6733 [401] and RFC 4006 [402] for failure handling descriptions.
	Next change


6.4.1.1
General

The corresponding Diameter Credit-Control application messages for the Debit / Reserve Unit Request operation is Credit-Control-Request (CCR) and for the Debit / Reserve Unit Response operation is Credit-Control-Answer (CCA) as specified in RFC 4006 [402].

The Diameter Credit-Control Application (DCCA) specifies an approach based on a series of "interrogations":

1. Initial interrogation.

2. Zero, one or more interim interrogations.

3. Final interrogation.

In addition to a series of interrogations, also a one time event (interrogation) can be used e.g. in the case when service execution is always successful.

All of these interrogations use CCR and CCA messages. The CCR for the "interim interrogation" and "final interrogation" reports the actual number of "units" that were used, from what was previously reserved. This determines the actual amount debited from the subscriber's account.

Table 6.4.1.1.1 describes the use of these Diameter messages which are adapted for 3GPP online charging.

Table 6.4.1.1.1: Online charging messages reference table

	Command-Name
	Source
	Destination
	Abbreviation

	Credit-Control-Request
	CTF
	OCS
	CCR

	Credit-Control-Answer
	OCS
	CTF
	CCA

	Capabilities-Exchange-Request
	CTF
	OCS
	CER

	Capabilities-Exchange-Answer
	OCS
	CTF
	CEA


Additional Diameter messages (i.e. ASR/ASA, DPR/DPA, DWR/DWA, RAR/RAA) are used according to the Diameter Base Protocol Accounting (DBPA) specification in RFC 6733 [401] and to the DCCA specification in RFC 4006 [402].
	Next change


6.4.4
Re-Auth-Request message

The DCCA RAR message format is defined according to the Diameter Base Protocol in RFC 6733 [401] and DCCA specification in RFC 4006 [402]: 

<RAR> ::= < Diameter Header: 258, REQ, PXY >

< Session-Id >

{ Origin-Host }

{ Origin-Realm }

{ Destination-Realm }

{ Destination-Host }

{ Auth-Application-Id }

{ Re-Auth-Request-Type }

[ User-Name ]

[ Origin-State-Id ]

  *[ Proxy-Info ]

  *[ Route-Record ]

[ CC-Sub-Session-Id ]

[ G-S-U-Pool-Identifier ]

[ Service-Identifier ]
[ Rating-Group ]
  *[ AVP ]
Table 6.4.4.1 illustrates the basic structure of a Diameter Credit-Control Re-Auth-Request message as used for online charging.

Table 6.4.4.1: RAR message contents for online charging

	AVP
	Category
	Description

	Session-Id
	M
	This field identifies the operation session.

	Origin-Host
	M
	This field contains the identification of the source point of the operation and the realm of the operation originator.

	Origin-Realm
	M
	This field contains the realm of the operation originator.

	Destination-Realm
	M
	This field contains the realm of the operator domain. The realm will be addressed with the domain address of the corresponding public URI.

	Destination-Host
	M
	This field contains the destination peer address of the OCS identity.

	Auth-Application-Id
	M
	The field corresponds to the application ID of the Diameter Credit-Control Application and is defined with the value 4.

	Re-Auth-Request-Type
	M
	This field is used to inform the CTF of the action expected upon expiration of the Authorization-Lifetime

	User-Name
	OC
	This field contains the username.

	Origin-State-Id
	OC
	This field contains the state associated to the CTF.

	Proxy-Info
	OC
	This field contains information of the host.

	
Proxy-Host
	M
	This field contains the identity of the host that added the Proxy-Info field.

	
Proxy-State
	M
	This field contains state local information.

	Route-Record
	OC
	This field contains an identifier inserted by a relaying or proxying node to identify the node it received the message from.

	CC-Sub-Session-Id
	-
	Not used in 3GPP.

	G-S-U-Pool-Identifier
	OC
	This field contains an identifier to indicate the credit pool.

	Service-Identifier
	OC
	This field contains identity of the used service. This ID with the Service-Context-ID together forms an unique identification of the service.

	Rating-Group
	OC
	This field contains the identifier of a rating group.

	AVP
	OC
	This field contains extended Information.
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6.4.5
Re-Auth-Answer message

The DCCA RAA message format is defined according to the Diameter Base Protocol in RFC 6733 [401] and DCCA specification in RFC 4006 [402]: 
<RAA> ::= < Diameter Header: 258, PXY >

< Session-Id >

{ Result-Code }

{ Origin-Host }

{ Origin-Realm }

[ User-Name ]

[ Origin-State-Id ]

[ Error-Message ]

[ Error-Reporting-Host ]

  *[ Failed-AVP ]

  *[ Redirect-Host ]

[ Redirect-Host-Usage ]

[ Redirect-Host-Cache-Time ]

  *[ Proxy-Info ]

[ CC-Sub-Session-Id ]

[ G-S-U-Pool-Identifier ]

[ Service-Identifier ]

[ Rating-Group ]

  *[ AVP ]

Table 6.4.5.1 illustrates the basic structure of a Diameter Credit-Control Re-Auth-Answer message as used for online charging.

Table 6.4.5.1: RAA message contents for online charging

	AVP
	Category
	Description

	Session-Id
	M
	This field identifies the operation session.

	Result-Code
	M
	This field contains the result of the specific query.

	Origin-Host
	M
	This field contains the identification of the source point of the operation and the realm of the operation originator.

	Origin-Realm
	M
	This field contains the realm of the operation originator.

	User-Name
	OC
	This field contains the username.

	Origin-State-Id
	OC
	This field contains the state associated to the source point of the operation.

	Error-Message
	OC
	This field contains a human readable error message.

	Error-Reporting-Host
	OC
	This field contains the identity of the Diameter host that sent the Result-Code AVP to a value other than 2001 (Success) if the host setting the Result-Code is different from the one encoded in the Origin-Host AVP.

	Failed-AVP
	OC
	This field contains the AVP that could not be processed sucessfully.

	Redirect-Host
	OC
	Used by redirect agent function as specified in [401]. Contains the host the request should be forwarded to.

	Redirect-Host-Usage
	OC
	Used by redirect agent function as specified in [401]. Dictates how the routing entry resulting from the Redirect-Host is to be used.

	Redirect-Max-Cache-Time
	OC
	Used by redirect agent function as specified in [401]. Contains the maximum number of seconds the peer and route table entries, created as a result of the Redirect-Host, will be cached.

	Proxy-Info
	OC
	This field contains information of the host.

	
Proxy-Host
	M
	This field contains the identity of the host that added the Proxy-Info field.

	
Proxy-State
	M
	This field contains state local information.

	CC-Sub-Session-Id
	-
	Not used in 3GPP.

	G-S-U-Pool-Identifier
	-
	Not used in 3GPP.

	Service-Identifier
	-
	Not used in 3GPP.

	Rating-Group
	-
	Not used in 3GPP.

	AVP
	OC
	This field contains extended Information.


	Next change


6.4.6
Capabilities-Exchange-Request message

The Capabilities-Exchange-Request message structure is described in RFC 6733 [401].
	Next change


6.4.7
Capabilities-Exchange-Answer message

The Capabilities-Exchange-Answer message structure is described in RFC 6733 [401].
	Next change


6.4.8
Device-Watchdog-Request message

The Device-Watchdog-Request message structure is described in RFC 6733 [401].
	Next change


6.4.9
Device-Watchdog-Answer message

The Device-Watchdog-Answer message structure is described in RFC 6733 [401].
	Next change


6.4.10
Disconnect-Peer-Request message

The Disconnect-Peer-Request message structure is described in RFC 6733 [401].
	Next change


6.4.11
Disconnect-Peer-Answer message

The Disconnect-Peer-Answer message structure is described in RFC 6733 [401].
	Next change


6.4.12
Abort-Session-Request message

The Abort-Session-Request message structure is described in RFC 6733 [401].
	Next change


6.4.13
Abort-Session -Answer message

The Abort-Session-Answer message structure is described in RFC 6733 [401].

	Next change


7.1.0
General

The use of the Attribute Value Pairs (AVPs) that are defined in the Diameter Protocol is specified in clause 6.2 for offline charging and in clause 6.4 for online charging. The information is summarized in the table 7.1.0.1 in alphabetical order. Detailed specification of some of these AVPs is available after the table and for the others can be found from RFC 6733 [401], RFC 4006 [402] and RFC 4005 [407].
Those Diameter AVPs that are used are marked "M", "OM"or "Oc" in the following table. 
This implies that their content can be used by the CDF for offline and by the OCF for online charging purposes. 
Those Diameter AVPs that are not used are marked "-" in table 7.1.0.1. 

Table 7.1.0.1: Use Of IETF Diameter AVPs 

	AVP Name
	AVP 

Code
	Used in
	Value 

Type
	AVP Flag rules

	
	
	ACR
	ACA
	CCR
	CCA
	
	Must
	May
	Should 

not
	Must

not
	May

Encr.

	Accounting-Input-Octets
	363
	OC
	-
	-
	-
	Unsigned64
	M
	P
	-
	V
	Y

	Accounting-Output-Octets
	364
	OC
	-
	-
	-
	Unsigned64
	M
	P
	-
	V
	Y

	Accounting-Realtime-Required
	483
	-
	-
	-
	-
	Enumerated
	-
	-
	-
	-
	-

	Accounting-Record-Number
	485
	M
	M
	-
	-
	Unsigned32
	M
	P
	-
	V
	Y

	Accounting-Record-Type
	480
	M
	M
	-
	-
	Enumerated
	M
	P
	-
	V
	Y

	Accounting-Sub-Session-Id
	287
	-
	-
	-
	-
	Unsigned64
	-
	-
	-
	-
	-

	Acct-Application-Id
	259
	OC
	OC
	-
	-
	Unsigned32
	M
	P
	-
	V
	N

	Acct-Interim-Interval
	85
	OC
	OC
	-
	-
	Unsigned32
	M
	P
	-
	V
	Y

	Acct-Multi-Session-Id
	50
	-
	-
	-
	-
	Unsigned32
	-
	-
	-
	-
	-

	Acct-Session-Id
	44
	-
	-
	-
	-
	OctetString
	-
	-
	-
	-
	-

	Auth-Application-Id
	258
	-
	-
	M
	M
	Unsigned32
	M
	P
	-
	V
	N

	AVP
	*
	-
	-
	-
	-
	Grouped
	-
	-
	-
	-
	-

	Called-Station-Id
	30
	OC
	-
	OC
	-
	UTF8String
	M
	P
	-
	V
	N

	CC-Correlation-Id
	411
	-
	-
	OC 
	-
	OctetString
	-
	P,M
	-
	V
	Y

	CC-Input-Octets
	412
	-
	-
	OC
	OC
	Unsigned64
	M
	P
	-
	V
	Y

	CC-Money
	413
	-
	-
	-
	-
	Grouped
	-
	-
	-
	-
	-

	CC-Output-Octets 
	414
	-
	-
	OC
	OC
	Unsigned64
	M
	P
	-
	V
	Y

	CC-Request-Number
	415
	-
	-
	M
	M
	Unsigned32
	M
	P
	-
	V
	Y

	CC-Request-Type
	416
	-
	-
	M
	M
	Enumerated
	M
	P
	-
	V
	Y

	CC-Service-Specific-Units
	417
	-
	-
	OC
	OC
	Unsigned64
	M
	P
	-
	V
	Y

	CC-Session-Failover
	418
	-
	-
	-
	OC
	Enumerated
	M
	P
	-
	V
	Y

	CC-Sub-Session-Id
	419
	-
	-
	-
	-
	Unsigned64
	-
	-
	-
	-
	-

	CC-Time
	420
	-
	-
	OC
	OC
	Unsigned32
	M
	P
	-
	V
	Y

	CC-Total-Octets
	421
	-
	-
	OC
	OC
	Unsigned64
	M
	P
	-
	V
	Y

	CC-Unit-Type
	454
	-
	-
	-
	M
	Enumerated
	M
	P
	-
	V
	Y

	Check-Balance-Result
	422
	-
	-
	-
	-
	Enumerated
	-
	-
	-
	-
	-

	Cost-Information
	423
	-
	-
	-
	OC
	Grouped
	M
	P
	-
	V
	Y

	Cost-Unit
	424
	-
	-
	-
	OC
	UTF8String
	M
	P
	-
	V
	Y

	Credit-Control
	426
	-
	-
	-
	-
	Enumerated
	-
	-
	-
	-
	-

	Credit-Control-Failure-Handling
	427
	-
	-
	-
	OC
	Enumerated
	M
	P
	-
	V
	Y

	Currency-Code
	425
	-
	-
	-
	M
	Unsigned32
	M
	P
	-
	V
	Y

	Destination-Host
	293
	OC 
	-
	OC
	-
	DiamIdent
	M
	P
	-
	V
	N

	Destination-Realm
	283
	M
	-
	M
	-
	DiamIdent
	M
	P
	-
	V
	N

	Direct-Debiting-Failure-Handling
	428
	-
	-
	-
	OC
	Enumerated
	M
	P
	-
	V
	Y

	Error-Message
	281
	-
	-
	-
	-
	UTF8String
	-
	-
	-
	-
	-

	Error-Reporting-Host
	294
	-
	OC 
	-
	-
	DiamIdent
	-
	P
	-
	V,M
	N

	Event-Timestamp
	55
	OC
	OC
	OC
	-
	Time
	M
	P
	-
	V
	N

	Exponent
	429
	-
	-
	-
	OC
	Integer32
	M
	P
	-
	V
	Y

	Failed-AVP
	279
	-
	-
	-
	OC
	Grouped
	M
	P
	-
	V
	N

	Filter-Id
	11
	-
	-
	-
	OC
	UTF8String
	M
	P
	-
	V
	Y

	Final-Unit-Action
	449
	-
	-
	-
	OC
	Enumerated
	M
	P
	-
	V
	Y

	Final-Unit-Indication
	430
	-
	-
	-
	OC
	Grouped
	M
	P
	-
	V
	Y

	Granted-Service-Unit
	431
	-
	-
	-
	OC
	Grouped
	M
	P
	-
	V
	Y

	G-S-U-Pool-Identifier
	453
	-
	-
	-
	OC
	Unsigned32
	M
	P
	-
	V
	Y

	G-S-U-Pool-Reference
	457
	-
	-
	-
	OC
	Grouped
	M
	P
	-
	V
	Y

	Multiple-Services-Credit-Control
	456
	-
	-
	OC
	OC
	Grouped
	M
	P
	-
	V
	Y

	Multiple-Services-Indicator
	455
	-
	-
	OM
	-
	Enumerated
	M
	P
	-
	V
	Y

	Origin-Host
	264
	M
	M
	M
	M
	DiamIdent
	M
	P
	-
	V
	N

	Origin-Realm
	296
	M
	M
	M
	M
	DiamIdent
	M
	P
	-
	V
	N

	Origin-State-Id
	278
	OC
	OC
	OC
	-
	Unsigned32
	M
	P
	-
	V
	N

	Proxy-Info
	284
	OC 
	OC 
	OC
	OC
	Grouped
	M
	-
	-
	P,V
	N

	Proxy-Host
	280
	M
	M
	M
	M
	DiamIdent
	M
	-
	-
	P,V
	N

	Proxy-State
	33
	M 
	M 
	M
	M
	OctetString
	M
	-
	-
	P,V
	N

	Rating-Group 
	432
	OC
	-
	OC
	OC
	Unsigned32
	M
	P
	-
	V
	Y

	Redirect-Address-Type
	433
	-
	-
	M
	M
	Enumerated
	M
	P
	-
	V
	Y

	Redirect-Host
	292
	-
	-
	-
	OC
	DiamURI
	M
	P
	-
	V
	N

	Redirect-Host-Usage
	261
	-
	-
	-
	OC
	Enumerated
	M
	P
	-
	V
	N

	Redirect-Max-Cache-Time
	262
	-
	-
	-
	OC
	Unsigned32
	M
	P
	-
	V
	N

	Redirect-Server
	434
	-
	-
	-
	OC
	Grouped
	M
	P
	-
	V
	Y

	Redirect-Server-Address
	435
	-
	-
	-
	M
	UTF8String
	M
	P
	-
	V
	Y

	Requested-Action
	436
	-
	-
	OC
	-
	Enumerated
	M
	P
	-
	V
	Y

	Requested-Service-Unit
	437
	-
	-
	OC
	-
	Grouped
	M
	P
	-
	V
	Y

	Restriction-Filter-Rule
	438
	-
	-
	-
	OC
	IPFilterRule
	M
	P
	-
	V
	Y

	Result-Code
	268
	-
	M
	-
	M
	Unsigned32
	M
	P
	-
	V
	N

	Route-Record
	282
	OC 
	-
	OC
	OC
	DiamIdent
	M
	-
	-
	P,V
	N

	Service-Context-Id
	461
	OM
	-
	M
	-
	UTF8String
	M
	P
	-
	V
	Y

	Service-Identifier
	439
	OC
	-
	OC
	OC
	 Unsigned32
	M
	P
	-
	V
	Y

	Service-Parameter-Info
	440
	-
	-
	-
	-
	Grouped
	-
	-
	-
	-
	-

	Service-Parameter-Type
	441
	-
	-
	-
	-
	Unsigned32
	-
	-
	-
	-
	-

	Service-Parameter-Value
	442
	-
	-
	-
	-
	OctetString
	-
	-
	-
	-
	-

	Session-Id
	263
	M
	M
	M
	M
	UTF8String
	M
	P
	-
	V
	Y

	Subscription-Id
	443
	OC
	-
	OM
	-
	Grouped
	M
	P
	-
	V
	Y

	Subscription-Id-Data
	444
	M
	-
	M
	-
	UTF8String
	M
	P
	-
	V
	Y

	Subscription-Id-Type
	450
	M
	-
	M
	-
	Enumerated
	M
	P
	-
	V
	Y

	Tariff-Change-Usage
	452
	-
	-
	OC
	-
	Enumerated
	M
	P
	-
	V
	Y

	Tariff-Time-Change
	451
	-
	
	-
	OC
	Time
	M
	P
	-
	V
	Y

	Termination-Cause
	295
	
	-
	OC
	-
	Enumerated
	M
	P
	-
	V
	Y

	Unit-Value
	445
	-
	-
	-
	M
	Grouped
	M
	P
	-
	V
	Y

	Used-Service-Unit
	446
	-
	-
	OC
	-
	Grouped
	M
	P
	-
	V
	Y

	User-Equipment-Info
	458
	OC
	-
	OC
	-
	Grouped
	-
	P,M
	-
	V
	Y

	User-Equipment-Info-Type
	459
	OM
	-
	M
	-
	Enumerated
	-
	P,M
	-
	V
	Y

	User-Equipment-Info-Value
	460
	OM
	-
	M
	-
	OctetString
	-
	P,M
	-
	V
	Y

	User-Name
	1
	OC
	OC
	OC 
	-
	UTF8String
	M
	P
	-
	V
	Y

	Value-Digits
	447
	-
	-
	-
	M
	Integer64
	M
	P
	-
	V
	Y

	Validity-Time
	448
	-
	-
	-
	OC
	Unsigned32
	M
	P
	-
	V
	Y

	Vendor-Id
	266
	-
	-
	-
	-
	Unsigned32
	-
	-
	-
	-
	-

	Vendor-Specific-Application-Id
	260
	-
	-
	-
	-
	Grouped
	-
	-
	-
	-
	-


NOTE:
Result-Code AVP is defined in Diameter Base Protocol in RFC 6733 [401]. However, new values are used in offline and online charging applications. These additional values are defined below.

	Next change


7.1.5
Acct-Application-Id AVP

The Acct-Application-Id AVP (AVP code 259) shall contain the value of 3 as defined in RFC 6733 [401] according TS 29.230 [206].

	Next change


7.1.11
Result-Code AVP

This subclause defines new Result-Code AVP (AVP code 268) values that shall be supported by all Diameter implementations that conform to the present document. The Result-Code AVP operates as described in RFC 6733 [401] and RFC 4006 [402]. The following result code descriptions are examples of the possible uses for the code: 

Transient Failures (4xxx):

4010
DIAMETER_END_USER_SERVICE_DENIED


The OCF denies the service request due to service restrictions (e.g. terminate rating group) or limitations related to the end-user, for example the end-user's account could not cover the requested service. 

4011
DIAMETER_CREDIT_CONTROL_NOT_APPLICABLE


The OCF determines that the service can be granted to the end user but no further Credit-Control
needed for the service (e.g. service is free of charge or is treated for offline charging).

4012
DIAMETER_CREDIT_LIMIT_REACHED


The OCF denies the service request since the end- user's account could not cover the requested service. If the CCR contained used-service-units they are deducted, if possible.

Permanent Failures (5xxx):

5003
DIAMETER_AUTHORIZATION_REJECTED


The OCF denies the service request in order to terminate the service for which credit is requested. For example this error code is used to inform IP CAN bearer has to be terminated in the CCR message or to inform blacklist the rating group in the Multiple-Service-Credit-Control AVP.

5030
DIAMETER_USER_UNKNOWN



The specified end user could not be found in the OCF.

5031
DIAMETER_RATING_FAILED


This error code is used to inform the CTF that the OCF cannot rate the service request due to insufficient rating input, incorrect AVP combination or due to an AVP or an AVP value that is not recognized or supported in the rating. For Flow Based Charging this error code is used if the Rating group is not recognized. The Failed-AVP AVP MUST be included and contain a copy of the entire AVP(s) that could not be processed successfully or an example of the missing AVP complete with the Vendor-Id if applicable. The value field of the missing AVP should be of correct minimum length and contain zeroes.

	Next change


7.1.15
User-Name AVP

The User-Name AVP (AVP code 1) contains the user name in the format of a NAI according to RFC 6733 [401].

	Next change


7.2.128
Originator-SCCP-Address

The Originator-SCCP-Address AVP (AVP code 2008) is of type Address. It is the "SCCP calling address" used by the messaging node when receiving a message. This is usually the address of the MSC or SGSN/Serving Node that was serving the UE when it submitted the message. It contains either a Point Code (ISPC) or a Global Title, where Global Title represents an E.164 number. The Address Type discriminator in RFC 6733 [401] is set to value 8, E.164, and the address information is UTF8 encoded.

	Next change


7.2.170
Recipient-SCCP-Address

The Recipient-SCCP-Address AVP (AVP code 2010) is of type Address. It is the "SCCP called address" used by the messaging node when delivering the message. This is usually the address of the MSC or SGSN/Serving Node that is serving the UE when it delivers the message. It contains a Global Title, where Global Title represents an E.164 number, and possibly a Point Code (ISPC). The AddressType discriminator in RFC 6733 [401] is set to value 8, E.164, and the address information is UTF8 encoded.
	End of changes


