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Discuss and agree to the proposal
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Rationale

This contribution summarises the background, overall concept and solution proposed. The objective is to provide a solution to support the urgent need expressed in the 3GPP TR 32.859 (Study on alarm management) [1] and requirements and recommendations included in TS 32.111-1 [2] as a result of the subsequent WI “Alarm quality improvements” and particularly the new definition of alarm - the need to drastically reduce the amount of unimportant alarms (that don’t require operator action) sent to the operator.
If agreed, Ericsson intends to bring corresponding CRs to the next SA5 meeting.
4
Detailed proposal

4.1 
Drawbacks with the existing 3GPP standard solution for alarm reporting and logging

The existing SA5 solution related to alarm reporting and logging assumes that all alarms may or may not be logged depending on operator's request/ordering of alarm logging and associated filter. Further, the alarms which pass the event reporting mechanism's filter are always forwarded to the NM/operator. And the decisions of how the event forwarding and event logging are configured are separate decisions (separate operations and filters).
However, there is no case of "identified set of alarm notifications or event notifications that are not forwarded to the NM/operator but still logged in the Notification Log". This could be very useful for the case of "alarms" (i.e. notifications about detected faults) that require no (immediate) operator action but which the operator still wants to have recorded for possible future analysis related to e.g. root cause analysis or statistical analysis. 

Thus, there is no functionality in existing SA5 specifications (e.g. Notification IRP in TS 32.302 [10]) that allows an explicit selection of "logging only" as the destination for some of the notifications in the event/alarm notification management function. The manager subscribing to alarm/event notifications can only specify "I want the following alarm/event notifications…", thus the event/alarm notification management function will only send the selected notifications to the subscribing manager(s).

Further, the existing event/notification and log management functions – TS 32.302 Notification IRP [3] and TS 32.332 Notification Log IRP [4] - have a "positive" type of filter to select which notifications shall be sent to the manager and/or logged, i.e. the filter specifies "the following types of notifications shall be sent/logged". It is not possible to request "forwarding of all notifications which match the specified filter criteria to the Notification Log function only". This decision must be taken outside the logging function, i.e. in the event/notification management function, or as a combination of the event/notification management function and the log management function settings.
The above facts mean that it would be very difficult and complex to define a combination of filters in the event/notification management and log management functions which specifies that some events/notifications (based on various selection criteria) shall not be sent to the manager but they shall be logged. 

An example of this type of request, which would be very difficult and complex to specify, is the following: 
<I want all alarms with "Alarm type = Communications alarm" AND " Alarm type = Equipment alarm " BUT I don't want alarms where " Alarm type = Communications alarm" AND "IOC=Repeater" AND "13.00 <= eventTime >= 15.00">. 
Such an example above could be applicable if all repeaters in a mobile network are causing lots of intermittent alarms between 13.00 and 15.00 due to heavy rainfall during the rainy season.
4.2
Proposed solution
4.2.1
Introduction
Firstly, it should be noted that it may not always be possible to know if an alarm really needs an operator action or not, as e.g. the Network Element (NE) may not be aware of the services carried over a faulty resource.  This is emphasized by the new alarm definition in 32.111-1 [2]: "alarm: An alarm signifies an undesired condition of a resource (e.g. network element, link) for which an operator action is required. It emphasizes a key requirement that operators (above Itf-N) should not be informed about an undesired condition unless it requires operator action. Use of this emphasis does not exclude this case: In certain context, it is not possible for alarm reporters (below Itf-N) to know whether a particular undesired condition requires operator action or not. In such context, the NM may receive alarms that do not require operator action.". But the higher goal or reducing the number of alarms, and then mainly to reduce the number of unnecessary alarms, may be of higher importance than 100% avoiding that some important alarms are not shown to the operator. This is a trade-off that sometimes may have to be made, as otherwise no or only a small reduction is possible and then the operator will surely not be able to be aware of many important alarms (due to the vast amount of alarms), and the result of that is worse than only suppressing some of the important alarms. By the proposed solution, these suppressed alarms are still available in the log for later retrieval in e.g. a root cause analysis part of the operator's alarm handling process.

Thus, the NE/EM manufacturer or the operator may use the above principle to motivate marking some alarm types as “for logging only” when they judge that the probability of “operator action needed” is low, even if it is not zero.
The proposed solution is based on the following features:

1. The IRPAgent (or the alarm reporting function) may in some cases be able to decide itself, based on some predefined information by the IRPAgent (NE/EM) manufacturer (according to agreement with the operator), that some events/alarms are of the type that do not require operator action and should only be logged. Examples of this kind of predefined information could be, but is not limited to: Some "Event type" values (see TS 32.111-2 [5] Annex A), some "Probable cause" values (see TS 32.111-2 [5] Annex B), some values of "Perceived severity" (see TS 32.111-2 [5] clause 5.5.1), some Managed Object Classes (MOCs), some Managed Object Instances (MOIs) or a combination thereof. This option does not require any modification of any SA5 interface specification.
2. The IRPManager (or the alarm receiving function) shall be able to indicate at the time of subscription of event/alarm notifications by specifying in a new (optional) input parameter of the subscribe operation that some of the events/alarms, based on different input parameters, shall not be sent as notifications to the subscribing management system (IRPManager) (*). This parameter setting in each case of manager-agent subscription of events/alarms is based on the network operator's analysis and decision, which can vary from time to time depending on available knowledge of different alarms' impacts on end-user service or e.g. increasing need to reduce more alarms than before. Examples of selection criteria for “logged only alarms” may be like in item 1 above: Some "Event type" values (see TS 32.111-2 [5] Annex A), some "Probable cause" values (see TS 32.111-2 [5] Annex B), some values of "Perceived severity" (see TS 32.111-2 [5] clause 5.5.1), some Managed Object Classes (MOCs), some Managed Object Instances (MOIs) or a combination thereof. 
(*) Note: This new filter parameter specifies a filter constraint that IRPAgent shall use to apply as a "second (sub) filter" applied to each notification selected by the "first filter" comprised by the two original parameters ‘notificationCategories’ and ‘filter’. 
If this type of subscription is combined with the creation and setting of the notification log to specify that all alarms shall be logged, this has the combined effect that alarms that meet the specified criteria are logged but not sent to the NM/operator.
3. Optionally, but recommended, all events/alarm notifications which are only logged and not sent to the subscribing management system (IRPManager) can have a special attribute/parameter in the notification log record indicating that it was subject to such a decision to only be logged. This would avoid a suspicion that a logged alarm notification should have been sent to the operator but was never sent or lost somewhere. 

4.2.2
Solution to feature 1

It is proposed to introduce a description of this feature in TS 32.111-1 [2].

This solution is based on the following principle: In the existing solution as defined in 3GPP TS 32.332 [4] clause 6.3.1 (operation subscribeLog), at the time of creation of a new log subscription requested by a 3GPP IRPManager, either the manager provides a logSubscriptionId reference to an existing log subscription or, if no logSubscriptionId is provided, the IRPAgent will create a new log and return the logSubscriptionId as output parameter. For the solution to item 1, a new log shall be created by the agent using a fixed and predefined logSubscriptionId reference value, which is either a) defined per manager in the network, or b) the same value is used for all managers in the network. Thus this log subscription created by the agent is accessible by each manager that knows the reference value. This/these predefined logSubscriptionId reference value(s) are defined by the manufacturer or together with the operator, and if agreed with the operator they can be used by all relevant managers to access these logs which are used for "logging only". For these log subscriptions, the values of the other input parameters as specified in 3GPP TS 32.332 [4] clause 6.3.1.2 are also predefined by the agent manufacturer (or together with the operator), per manager of for all managers).
4.2.3

Solution to feature 2

The solution is made as a combination of: 

a) setting the notification log criteria so that the wanted events/notifications are always logged (e.g. by specifying "log all events/notifications") and 

b) an additional input parameter oppositeFilter to the existing 3GPP-defined operation "subscribe" in the Notification IRP, TS 32.302 [3] clause 6.3.1, where the oppositeFilter is shown with bold text (Note: subclause numbers 6.3.1, 6.3.1.1 etc. here below are from the 3GPP TS 32.302 [3]):

<Start quote>

6.3.1  Operation subscribe (M)

6.3.1.1
Definition

IRPManager invokes this operation to establish subscription to receive network events via notifications, under the filter constraint specified in this operation.

6.3.1.2
Input parameters

	Parameter Name
	Qualifier
	Information Type
	Comment

	managerReference
	M
	NtfSubscriber.ntfManagerReference
	It specifies the reference of IRPManager to which notifications shall be sent.

	timeTick
	O
	 NtfSubscription.ntfTimeTick
	It specifies the value of a timer hold by NotificationIRP for the subject IRPManager.  

The value is in unit of whole minute. 

A special infinite value is assumed when parameter is absent or present but equal to zero.

	notification Categories
	O
	SET OF (name of IRP, version of IRP)
	It identifies one or more Notification Category (see also Definition in subclause 3.1)

	filter
	O
	NtfSubscription.ntfFilter

Filter constraint grammar is SS dependent
	It specifies a filter constraint that IRPAgent shall use to filter notification of the category specified in notificationCategories parameter. 

If this parameter is absent, then no filter constraint shall be applied.  

	oppositeFilter
	O
	NtfSubscription.ntfFilter

Filter constraint grammar is SS dependent
	It specifies a filter constraint that IRPAgent shall use to apply a "second (sub) filter" on each notification selected by the "first filter" comprised by the two original parameters ‘notificationCategories’ and ‘filter’, so that notifications matching the oppositeFilter are not sent to the subscribing manager. 

This filter constraint uses the same grammar structure as the 'filter' parameter, but the interpretation/semantics of the value (i.e. the filter criteria) is different. 

The actual syntax and capabilities of the oppositeFilter is SS specific. However, each SS should support an oppositeFilter consisting of one or several assertions that may be grouped using the logical operators AND, OR and NOT. Each assertion is a logical expression of one or more notification parameters' existence and parameter value(s) comparison ("equal to X, less than Y" etc.).

The semantics for oppositeFilter shall be as follows (as opposed to OMG Notification Service [3] clause 2.3): Upon receipt of an event/notification, if the match operation of the filter criteria associated with this parameter evaluates to TRUE, the event/notification shall be discarded.




<End quote>

Output parameters of this operation are the same as before, i.e. as described in TS 32.302 [3] subclause 6.3.1.3.
4.2.5

Solution to feature 3
The solution is made as an additional attribute to the existing 3GPP-defined Notification Log record in the Notification Log IRP, TS 32.332 [4] clause 5.3.3 and 5.5.1, where the added attribute loggedOnlyIndication is shown with bold text (Note: subclause numbers 5.3.3, 5.3.3.1 etc. here below are from the TS 32.332 [4]):

<Start quote>

5.3.3
LogRecord

5.3.3.1
Definition
The LogRecord IOC is the representation of an individual Notification Log Record.

	Attribute name
	Support Qualifier
	Read Qualifier
	Write Qualifier

	logRecordId
	M
	M
	-

	loggedOnlyIndication
	O
	M
	-

	logRecordContent
	O
	M
	-


…

5.5
Information attribute definition

5.5.1
Definition and legal values

	Attribute Name
	Definition
	Legal Values

	creationTime
	The time when the log is created.
	YYYYMMDDhhmmss

	currentSize
	This attribute provides the number of bytes currently utilized by a given log. When taken in conjunction with maxSize, the amount of space remaining in the log can be determined.
	Either:

· zero

· a positive whole number

	filter
	It specifies a filter constraint that IRPAgent shall use to filter notification of the category specified in notificationCategories parameter. 

Support of time based filter is mandatory. Support of other filter constraints is optional.
	Filter constraint grammar is SS dependent

	logFullAction
	Indicate the action that will be taken by this instance of NLIRP when the

Log.maxSize has been reached.
	An ENUM that can have one of the following values:

· wrap: The oldest LogRecord(s) in the Log, based on the log time, will be deleted to free resources for the logging of new LogRecord(s).

· halt: No more LogRecord(s) will be logged and all incoming events are discarded.  LogRecord/s already in the Log will be retained.

	loggingEndTime
	Defines the date and time when the log stops logging.
	If log is created by IRPManager:

· value provided by the IRP Manager - the IRP Agent may reject the value provided by the IRP Manager in case this value is excessive

· in case no value is provided by the IRP Manager then this value is set by the IRP Agent.

If log is created by IRPAgent:

· value indicates date and time or 

· value is expressed as “indefinite”.

	logManagerToken
	This attribute contains the token of a manager utilizing logging services from a given NLIRP instance, assigned by the IRPAgent.
	The value of this attribute must be unique amongst all managers and logs utilizing logging services from the given NLIRP instance.

	logRecordContent
	The notification information of a log record, excluding the notification header information.
	The content format varies depending on the type of the notification.

	logRecordCount
	The number of log records currently logged within a given log.
	positive whole number, including zero

	loggedOnlyIndication
	Indicates that this log record has only been logged and not been sent to the subscribing manager(s).
	Boolean

	logRecordId
	This attribute contains the id of a log record within a given log, assigned by the IRPAgent.
	The value of this attribute must be unique amongst all log record contained by a given log.


<End quote>

For an agreed proposal, Ericsson will produce the necessary CRs.
