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1
Decision/action requested

This discussion paper summarizes WebRTC work’s progress in 3GPP, analyses implied charging requirements in SA1 and proposes to start SA5’s related work in two steps.
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Rationale

The RTCWEB group in the IETF and the WEBRTC group in W3C specifies a browser based client to support communication services. The work may be summarised as in this extract from the IETF RTCWEB charter:
There are a number of proprietary implementations that provide direct 
interactive rich communication using audio, video, collaboration, 
games, etc. between two peers' web-browsers. These are not 
interoperable, as they require non-standard extensions or plugins to 
work. There is a desire to standardize the basis for such 
communication so that interoperable communication can be established 
between any compatible browsers. The goal is to enable innovation on 
top of a set of basic components. One core component is to enable 
real-time media like audio and video, a second is to enable data 
transfer directly between clients. 

In order for WebRTC clients to have access to 3GPP IMS, interoperability between IMS and the WebRTC client is needed. Therefore, IMS enhancements are needed to support this interoperability.

NOTE:
The terms WebRTC and RTCWEB tend to be used fairly interchangeably in the industry. For the purposes of this document we are using WebRTC.

3GPP also has finished WebRTC related work in rel-12 (UID: 580062  IMS_WebRTC) and initiated rel-13 work (UID 630014 eWebRTCi). 

In finished rel-12 IMS_WebRTC, 
SA1Work
SA1 updates TS22.228 (sub clause 11) to specify service requirements (not intended to provide service continuity in Rel-12) for: 

· the ability for WebRTC clients to access IMS, including for example, reusing IMS client security credentials and/or  public identities/credentials as appropriate;

· how IMS clients communicate with WebRTC clients connected to IMS, both for originating and terminating calls;

· the ability to realise any IMS services to the WebRTC client;

· access to IMS client capabilities, including regulatory functions (e.g. lawful interception) and charging for WebRTC clients connected to IMS; 
· the ability to support applicable IMS access types (e.g., LTE) for WebRTC clients connected to IMS; 

· ability for an IMS service provider to offer IMS services to users interacting with a 3rd party website which is using the WebRTC client (users of the 3rd party website may or may-not have IMS credentials)  
Implied Charging requirements
· In TS22.228, SA1 mentions 

·  “The IMS shall support online and offline charging for WebRTC IMS client access (including clients provided by the operator or a third party”.

SA1 also provide use cases for support of WebRTC client access to IMS in Annex H. 
Based on H.4 quoted from TS22.228 as below, an implied charging requirement is that the third-party WebRTC-based application providers should be identified to allow statistics and charging (e.g., the third-party WebRTC-based application provides enterprise-specific communication services to employee Mary). In H.4 the third-party WebRTC-based application providers have a business relationship with the IMS operators and can configure a block of IMS public user identities (this block may be a domain or sub-domain) for their personal users. In this case the third-party WebRTC-based application providers subscribe with IMS operators on behalf of all their personal users. For example, Mary and Bob is employee of an enterprise and a third-party WebRTC-based application provides enterprise-specific communication services to them. The IMS operators assign a block of IMS public user identities to the third-party WebRTC-based application and the latter configures specific IMS public user identity to specific UE (Mary or Bob). That is to say UE (Mary or Bob) hasn’t any direct IMS subscription with IMS operators in H.4 while the IMS operators are aware of IMS subscription block via the third-party WebRTC-based application provider information and enable UE (Mary or Bob) to access to IMS session. Therefore the third-party WebRTC-based application provider information makes sense to IMS operators from charging and statistic perspective.
H.4
User gets third-party IMS service via WebRTC-based application

H.4.1
Description

Mary clicks on a link to a third-party WebRTC-based application that offers access to real time communications services facilitated by an IMS operator. The third-party WebRTC-based application provides enterprise-specific communication services to employee Mary. The third-party WebRTC-based application configures a block of IMS public user identities for use with an IMS operator on behalf of all the users of the web site (e.g., this block may be a domain or sub-domain). An individual user, Mary, logs into the third-party WebRTC-based application but does not have user specific credentials with the IMS operator. Mary receives some communications services directly from the third-party WebRTC-based application and other communications services directly from the IMS operator. For example, the third-party WebRTC-based application may facilitate RTC sessions directly between WebRTC clients, while IMS facilitates sessions with non-WebRTC endpoints. 

H.4.2
Pre-conditions

Mary has a WebRTC capable browser on a device that supports an acceptable access technology. 
A third-party WebRTC-based application provides access to a WebRTC-based portal to the IMS that has a block of IMS public user identities and subscriptions configured for use with an IMS operator. The WebRTC-based portal maintains the association between the users' credentials and its IMS public user identities.

The third party has a business relationship with the IMS operator that allows the third-party WebRTC-based application to incorporate access to IMS services into the experience provided by the third-party WebRTC-based application. 
The third-party server supports all interworking with the IMS and assigns individual public user identities to the users of its web site so that they can receive IMS services.

H.4.3
Service flows

Mary accesses the third-party web site from her browser, which executes the third-party WebRTC-based application along with the WebRTC-based client functions needed for access to an IMS portal. 
The third-party WebRTC-based application registers and authenticates Mary for access to the IMS services associated with an assigned public user identity from the public user identity block used by the third-party WebRTC-based portal to IMS. 
The IMS portal cooperates with the third-party WebRTC-based application to provide a user interface to Mary via her browser to access IMS services. 
Mary has access to IMS services via the WebRTC-based application.
H.4.4
Post-conditions

After invoking IMS services, the browser window remains available to initiate other services or to accept incoming sessions, if supported. 

SA2 Work
SA2 updates TS23.228 (Annex U) to expand the IMS architecture and stage 2 procedures as required by the support of WebRTC clients access to IMS.
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The WebRTC Web Server Function (WWSF) is the initial point of contact in the Web that controls access to the IMS communications services for the user. The WWSF is located either in the operator network or a third party network. The P-CSCF enhanced for WebRTC (eP‑CSCF) is the endpoint for the signalling connection from the client and is located in the operator network. The WebRTC Authorisation Function (WAF) shall issue the authorisation token to WWSF. The WWSF can include WAF functionality in the case WWSF and WAF are in the same domain.
CT1 Work
CT1 outputs TS24.371 and updates TS24.229.

In TS24.371,

Sub clause 6.2.2 and 6.2.3 defines respectively WIC registration of individual public user identity based on web authentication and WIC registration of individual public user identity from a pool of public user identities where an identity of the WWSF and WAF is sent in SIP REGISTER request from eP-CSCF to I/S-CSCF corresponding to use case H.3 and H.4 in TS22.228. Annex A.3.2 of TS24.371 also provides WIC registration procedure of individual public user identity based on web authentication as below,

A.3.2
WIC registration of individual public user identity based on web authentication
Figure A.3.2-1 shows the registration signalling flow for the scenario when the user has a subscription with an individual public user identity, but uses a web identity and authentication scheme, e.g. OAuth 2.0, to authenticate with the WWSF or the WAF. 
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Figure A.3.2-1: WIC registration of individual public user identity based on web authentication

1. Download WIC and obtain access token

The user accesses a WebRTC URI to the WWSF. The browser downloads and initializes the WIC from the WWSF. The WAF or WWSF, depending on the authorization flow (e.g. OAuth 2.0) used, authenticates the user via “web credentials”, i.e. credentials as commonly used for access to web based services, for example a username and password. The user's web identity is mapped to the corresponding IMS subscriber identity (i.e. private user identity and public user identity). The WWSF forwards the authorization token and the IMS indentity to the WIC.

2. Establishment of secure connection between WIC and eP-CSCF
The WIC opens a WSS (secure Web Socket) connection to the eP-CSCF. The TLS connection provides one-way authentication of the server based on the server certificate.
3. REGISTER request (WebRTC IMS Client to eP-CSCF)
The WebRTC IMS Client sends a REGISTER request to eP-CSCF. The REGISTER request includes an authorization token, which the WebRTC IMS Client has previously obtained.
Table A.3.2-1: Authorization header field in the REGISTER request (WIC to eP-CSCF)

Authorization: Bearer access_token="O91G451HZ0V83opz6udiSEjchPynd2Ss9......" Authorization:
It carries the authorization token previously obtained from WWSF/WAF in the web authentication procedure, and the type of the authorization token (i.e. bearer token in this example).

4. Validation of security token at eP-CSCF
The eP-CSCF extracts the authorization token and validates it in some unspecified manner ensuring that only an authorized source can have generated the authorization token. If the authorization token is valid the eP-CSCF obtains the associated authorization information, including the private user identity and public user identity of the associated user, the WWSF identity, and the authorization token scope.
5. REGISTER request (eP-CSCF to S-CSCF)
The eP-CSCF proceeds if the previous step has provided it with private user identity and public user identity(s) of the user requesting registration, an assurance that the user is authorised to use this private user identity and public user identity, and an identity of the WWSF and WAF. Then, the eP-CSCF generates a Authorization header and forwards the request to the S-CSCF (via the I-CSCF).
Table A.3.2-2: Authorization header field in the REGISTER request (eP-CSCF to I/S-CSCF)

Authorization: Digest username="user1_private@home1.net", realm="registrar.home1.net", nonce="", uri="sip:registrar.home1.net", response="", integrity-protected="auth-done", authorization-entity="webrtc_authserver1@thirdparty.net"
Authorization:
It contains the user’s private user identity, an "integrity-protected" header field set to "auth-done ", and an empty "response" header field. In addition, the eP-CSCF shall also include the WAF identity in the SIP REGISTER request, using the Authorization header field, with the "authorization-entity" header field parameter set to the value of the WAF identity.
6. S-CSCF Registration
Based on the presence of the "integrity-protected" directive set to indicate that authentication has already been performed, the S-CSCF knows that user’s authorization has already been validated by the Trusted Node. The S-CSCF informs the HSS that the user has been registered. Upon being requested by the S-CSCF, the HSS will also include the user profile in the response sent to the S-CSCF. If the S-CSCF receives the identity of the WAF in the authorization header field, the S-CSCF shall further checks whether the identity of the authorization entity received from the eP-CSCF, if any, is not barred, as described in 3GPP TS 33.203 [9] Annex U. 
7. 200 (OK) response (S-CSCF to eP-CSCF)
The S-CSCF sends a 200 (OK) response to the eP-CSCF (via I-CSCF) indicating that Registration was successful.

When TLS is used between WIC and eP-CSCF, then, similar to the registration procedure for SIP Digest with TLS, the eP-CSCF associates the private user identity and all successfully registered public user identitis with the TLS Session ID when the 200 (OK) is received.
8. 200 (OK) response (eP-CSCF to UE)
The eP-CSCF forwards the 200 (OK) response to the WebRTC IMS Client indicating that Registration was successful.
SA3 Work

SA3 updatesTS33.203 to support WebRTC clients access to IMS.

In X.3.2, SA3 presents registration scenario it is assumed that the user has a subscription with an individual IMPU, but uses a web identity and authentication scheme to authenticate with the WWSF or the WAF. (Whether it is the WWSF or the WAF depends on the deployment.)
For the normative part, the procedure applies Trusted Node Authentication (TNA) specified for IMS in Annex U of the present specification. The trusted node is the eP-CSCF residing in the operator network, according to TS 23.228. The signalling between the Trusted Node and the rest of the IMS core is unchanged from the signalling flow in Annex U of the present specification with the following exception: if the WAF is located in a third party domain then the REGISTER message is enhanced with additional parameters (WAF and WWSF identity, if available), which are included to satisfy the requirements REQ 2.1 and REQ 2.2 from clause X.3.1 of the present specification.
Using the terminology of OAuth 2.0, the IMS subscriber corresponds to the resource owner, the WWSF corresponds to the client, the WAF corresponds to the authorization server, and the IMS network corresponds to the resource server.
…
From the beginning of step 5 until the end of step 7, the text in the present subclause X.3.2.3 is normative. 
5. REGISTER request (eP-CSCF to S-CSCF)
5.1 General: 
The eP-CSCF proceeds if the previous step has provided it with IMPI, IMPU(s) of the user requesting registration, an assurance that the user is authorised to use this IMPI and IMPU, and an identity of the WWSF and WAF. Then, the eP-CSCF generates a TNA Authorization header and forwards the request to the S-CSCF (via the I-CSCF). The format of the TNA Authorization header is specified in TS 24.292, Clause 6.2 [15], and contains, among others, the user’s IMPI, an integrity-protected directive set to auth-done, and an empty response directive. 
Example of OAuth 2.0: Identical to 5.1.
 5.2 Case of WAF located in third party domain: 

In this case, in addition to step 5.1 the eP-CSCF includes the identity of the  WAF and WWSF (if available).     
6. Cx: S-CSCF Registration Notification
6.1 General: 
Based on the presence of the "integrity-protected" directive set to indicate that authentication has already been performed, the S-CSCF knows that user’s authorization has already been validated by the Trusted Node. The S-CSCF informs the HSS that the user has been registered. Upon being requested by the S-CSCF, the HSS will also include the user profile in the response sent to the S-CSCF. For detailed message flows see TS 29.228 [16]. 
Example of OAuth 2.0: Identical to 6.1. 
6.2 Case of WAF located in third party domain: 

In this case, in addition to step 6.1, the HSS further includes a list of WAF and WWSF identities (if available), outside the IMS provider’s domain allowed for this IMS subscription. If the S-CSCF received an identity of the authorization entity from the eP-CSCF then the S-CSCF checks whether this identity is contained in the list received from the HSS. The S-CSCF further checks whether the identity of the authorization entity received from the eP-CSCF, if any, is not barred. If the performed checks are positive, or no checks need to be performed, the S-CSCF proceeds with the next step; otherwise, it rejects the registration. 
NOTE 8:
 The S-CSCF can obtain information about barred authorization entities from the HSS or via OAM. Barring may be useful in isolating the effects of security breaches in third party domains.

7. 200 (OK) response (S-CSCF to eP-CSCF)
7.1 General: 
The S-CSCF sends a 200 (OK) response to the eP-CSCF (via I-CSCF) indicating that Registration was successful.
When TLS is used between WIC and eP-CSCF, then, similar to the registration procedure for SIP Digest with TLS, the eP-CSCF associates the IMPI and all successfully registered IMPUs with the TLS Session ID when the 200 (OK) is received.
Example of OAuth 2.0: Identical to 7.1. 
8. 200 (OK) response (eP-CSCF to WebRTC IMS Client)
8.1 General: 
An example realisation of this step is as follows: 
The eP-CSCF forwards the 200 (OK) response to the WebRTC IMS Client indicating that Registration was successful.
Example of OAuth 2.0: Identical to 8.1. 
 Using the terminology of OAuth 2.0, the IMS subscriber corresponds to the resource owner, the WWSF corresponds to the client, the WAF corresponds to the authorization server, and the IMS network corresponds to the resource server.
In ongoing rel-13 eWebRTCi,

SA1Work
SA1 has finished the work item and updated TS22.228. They specify service requirements to enhance interoperability with WebRTC IMS clients in the following areas: 

1. Requirements and use cases originally included for Rel-12 for which the stage 2/3 work has been deferred to Rel-13.  

a. third-party WebRTC access in the case where the 3rd party allocates IMS identities from a block where the associated subscription corresponds to a class of users supported by the WebRTC environment (e.g., enterprise associates) rather than a single end user.  

b. third-party realization of communication services (e.g., enterprise) either instead or in addition to those provided by the IMS operator.

2. Minimize the need for bearer level protocol conversion when supporting WebRTC media capabilities between  WebRTC IMS clients without the need to convert to/from IMS protocols

3. Support for end to end WebRTC security, subject to regulatory constraints, that avoids conversion between WebRTC and IMS security protocols

Address any gaps identified to ensure interworking of Rel-12 or earlier IMS services (e.g., Telepresence, presence) with webRTC.
SA2 Work
SA2 is studying IMS architecture enhancement and stage 2 procedures defined as part of IMS_WebRTC as required to support the requirements defined bySA1 as part of the work on eWebRTCi. Their working output is in TR23.706 (55%) and related WI’s progress is 0%.
Impacts to charging
1) In Rel-12 IMS_WebRTC, SA1’s charging requirement (sub clause 11.2 in TS22.228) is “IMS shall support online and offline charging for WebRTC IMS client access (including clients provided by the operator or a third party).” SA1 also provide use cases for support of WebRTC client access to IMS in Annex H. 

Based on Annex H.4 of  TS22.228, an implied charging requirement is that the third-party WebRTC-based application providers should be identified to allow statistics and charging (e.g., the third-party WebRTC-based application provides enterprise-specific communication services to employee Mary). In H.4 the third-party WebRTC-based application providers have a business relationship with the IMS operators and can configure a block of IMS public user identities (this block may be a domain or sub-domain) for their personal users. In this case the third-party WebRTC-based application providers subscribe with IMS operators on behalf of all their personal users. For example, Mary and Bob is employee of an enterprise and a third-party WebRTC-based application provides enterprise-specific communication services to them. The IMS operators assign a block of IMS public user identities to the third-party WebRTC-based application and the latter configures specific IMS public user identity to specific UE (Mary or Bob). That is to say UE (Mary or Bob) hasn’t any direct IMS subscription with IMS operators in H.4 while the IMS operators are aware of IMS subscription block via the third-party WebRTC-based application provider information and enable UE (Mary or Bob) to access to IMS session. Therefore the third-party WebRTC-based application provider information makes sense to IMS operators from charging and statistic perspective.
Based on Rel-12 IMS_WebRTC work in SA2, CT and SA3, an identity of the WWSF and WAF has been defined in 3GPP. When WWSF and WAF are located in a third party network, the identity of the WWSF and WAF can reflect the information of the third party WebRTC-based application providers.
SA5 should consider:
· Introduce a general description on charging to support IMS_WebRTC feature in TS32.260 (e.g., to introduce eP-CSCF or to state charging information from P-CSCF enhanced for WebRTC can be reflected in P-CSCF CDR from Rel-13).
· Record the third-party WebRTC-based application related information (e.g., identity of the WWSF and WAF) in IMS CDRs to support charging aspects of IMS_WebRTC feature.
· Update corresponding diameter AVP, CDR fields definition and related ASN.1 if necessary. 

2)  In Rel-13 eWebRTCi, SA1’s requirements and use cases originally included for Rel-12 for which the stage 2/3 work has been deferred to Rel-13.  

a. third-party WebRTC access in the case where the 3rd party allocates IMS identities from a block where the associated subscription corresponds to a class of users supported by the WebRTC environment (e.g., enterprise associates) rather than a single end user.  
b. third-party realization of communication services (e.g., enterprise) either instead or in addition to those provided by the IMS operator.
For this purpose, once SA2 finalizes enhanced IMS architecture and there is progress in their rel-13 eWebRTCi WI phase, SA5 will consider possible charging enhancements corresponding to above requirements.
4
Detailed proposal

Based on above summary of WebRTC work in 3GPP and related impacts to charging, it is propose to proceed in two steps in SA5,

1) Start a Rel-13 SA5 WI to work on charging aspects of Rel-12 IMS_WebRTC. (see S5-15xxxx Draft New WID on Charging Aspects of WebRTC Access to IMS.doc)

2) Once SA2 finalizes enhanced IMS architecture and there is progress in their rel-13 eWebRTCi WI phase, SA5 will consider possible charging enhancements and decide to update the WI or start another Rel-13 WI to work on charging aspects of Rel-13 eWebRTCi if necessary.
_1463992676.doc
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