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1
Decision/action requested

The group is asked to discuss the proposed requirements for 3G Home NodeB OAM&P (for type 1 interface), and introduce the agreed part into the draft TS 32.XX1.
2
References

 [1]
3GPP TR 32.821: "Study of Self-Organising Networks (SON) related OAM for Home NodeB (Release 8)"
[2] 3GPP S5-082488: “New WT-level WID on 3G Home NodeB OAM&P (Interface Type 1 Management”)
[3] TR-069 Amendment 2, CPE WAN Management Protocol v1.1, Broadband Forum, viewable at http://www.broadband-forum.org/technical/download/TR-069Amendment2.pdf
[4] 3GPP S1-082224 TS 22.220 v0.3.0
[5] 3GPP TS 25.401 Radio Access Network UTRAN Overall Description

3
Rationale

In 3GPP SA5#62, the meeting discussed [2] and agreed on new work item on 3G Home NodeB OAM&P(Interface Type 1 Management). This contribution is to add requirements to the TS32.xx1, TR32.821[1] is referenced as a part of input.
4
Detailed proposal

Text Proposal for TS 32.XX1
	1st Modified Section


4
Concepts and background

 4.1 
HNB System Overview

3G HNBs are consumer products which provide 3G Services in the home utilising the internet connection, provided by the Consumer’s Broadband Device, to connect to the Mobile Operator’s Core Network HNB Gateways. The Mobile Operator’s Business model may also include the broadband service offering and therefore support for a consolidated Management Platform needs to be taken into account by 3GPP SA5 for HNB-GW Discovery Procedures.

3GPP SA1 requirements contained within 3GPP TS 22.220 v0.3.0 [4] state that the OAM procedures shall be as closely aligned as possible with those that are commonly used in broadband access networks as defined in [3] which is the TR-069 CPE WAN Management Protocol.

This document defines a TR-069 based OAM interface for Configuration Management, Performance Management, and Fault Management.
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Figure 1: HNB/HNB-GW architecture with O&M interfaces

Figure 1 is the Home Node B equivalent to Figure 9 in the 3GPP specification TS 25.401 [5] and depicts both an integrated HNB on the left side and standalone HNB with a co-located Broadband Service on the right hand side.  

The logical OAM is the signalling associated with the control of logical resources owned by the Management Platform but physically implemented in the HNB and notified to the HNB-GW. This contribution suggests that the messages needed in the information exchange between the Management Platform and the HNB are an integral part of TR-069 as defined by the Broadband Forum [3]. The subsequent messages needed in the information exchange between the HNB and the HNB-GW is an integral part of HNBAP as defined by 3GPP RAN3.

Implementation Specific OAM functions are heavily dependent on the implementation of the HNB, both for its hardware components and for the management of the software components. This contribution suggests that the messages needed in the information exchange are an integral part of TR-069 as defined by the Broadband Forum [3]. 

There are two equivalent, alternative paths for communications between the HNB and the Management Platform for O&M purposes.  These are:

1.   The TR-069 management path is between the HNB and the Management Platform via a secure IPSec tunnel that terminates at the Security Gateway.  Management traffic is then routed from the private side of the Security Gateway through the operator’s IP network to reach the Management Platform.  The TR-069 management traffic may share the same IPSec SA as the HNB bearer and control traffic, or may optionally use a discrete IPSec SA in the same IPSec tunnel instance, as per Figure 2.

2.  The TR-069 management path is directly between the HNB and the Management Platform via a routed IP path that does not traverse any element through the HNB-GW and the Security Gateway supporting the IPSEC Tunnel termination.  The management path is therefore independent of the HNB-GW’s security method, geographic location and availability and utilises SSL/TLS for transport secuirty, as per Figure 1.

In both cases, TR-069 O&M and HNB bearer/control traffic share the same physical interface at the HNB into the broadband IP network.
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Figure 2: HNB/HNB-GW architecture with O&M interfaces via IPSEC Tunnel

The TR-069 Management connection between the Serving HMS and 3G HNB is not persistent and therefore to establish a Management Connection requires the Serving HMS to send an HTTP Connection Request to the 3G HNB, as shown in Figure 2.  The HTTP Connection request can be
· sent from the Serving HMS to the Security Gateway to be forwarded to the 3G HNB
· sent from the Serving HMS to the Serving HNB-GW to be sent to the 3G HNB via HNBAP. 
The benefit of using the HNB-GW MECHANISM for HTTP Connection requests is that the IPSEC address allocated to the HNB is hidden from the Serving HMS and therefore HNB IPSEC Address updates don’t need to be sent to the Serving HMS which ensures an increased capacity model for the number of HNBs per serving HMS, see table 1.  
	HNB Solution Consideration
	Connection Requests via Security Gateway
	Connection Requests via HNB-Gateway

	The IPSec Address allocated to the HNB is uniquely addressable from Serving HMS 
	X
	X

	The IPSec Address allocated to the HNB isn’t uniquely addressable from Serving HMS 
	
	X

	The IPSec Address allocated to the HNB is maintained across HNB Reboots and more importantly maintained over re-occurring network conditions which causes the IPSEC address to be de-assigned and then re-assigned to the HNB.
	X
	X

	The IPSec Address allocated to the HNB frequently changes due to HNB Reboots and more importantly due to re-occurring network conditions which causes the IPSEC address to be de-assigned and then re-assigned to the HNB.
	
	X

	The Network Operator’s Security Policy for the HNB deployment restricts the ability for the HNB to receive HTTP requests
	
	X


Table 1: Preferred HMS to HNB Communication paths for HTTP Connection Request Messages
4.2
HNB System Interface and Reference Points

Figure 3 shows the Management Reference Model and Interfaces for the 3GPP HNB System’s Radio Network Layer.
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Figure 3: 3GPP HNB Radio Network Management Interfaces

Figure 3 identifies the following Management Interfaces:

a. Itf-HNB - between Home NodeB & its Manager (physically, this may be a direct connection or via the Security Gateway on the Home NodeB Gateway) (type 1).

b. Itf-HNBGW - between Home NodeB Gateway & its Manager, this could align with and be a subset of the Itf-R interface already specified for RNC. This isn’t in the scope of this document and would be for further study (type 1). 

c. Itf-N – between the Network (Element Manager or NEs with an embedded EM) & Network Manager (type 2).

The Itf-HNB Interface shall use the TR-069 CWMP for Configuration Management, Performance Management, and Fault Management. In addition, Fault Management and Performance Management Files shall be transferreable from the Home Node B to the HMS on a periodic basis. 
The reference model shown in Figure 4 contains the typically essential network elements that make up the femto network. 
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Figure 4: Iuh reference model

The HNB GW serves the purpose of a RNC presenting itself to the CN as a concentrator of HNB connections. In the reference architecture, the term Initial for certain elements refer to Initial Point of Contact and distinguish them from the serving elements. The Iu interface between the CN and the HNB GW serves the same purpose as the interface between the CN and a RNC.

The Initial SeGway, Initial HMS, and Initial HNB-GW are optional elements and the role of these elements may well be served by the SeGway, Serving HMS and the serving HNB-GW.
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Figure 5: TR069 based provisioning

The interface to the provisioning and management elements is via the TR-069 family of standards and in Figure 5 above, TR-069 CWMP session tunnelled through IPSec (solid blue line) is the preferred option where as TR-069 CWMP session with SSL (dotted blue line) is the fall back option if IPSec tunnelling is not possible for HMS connectivity.
4.2.1
Functional elements

The following functional entities serve various roles in the bootstrapping, initial provisioning, ongoing management and operation of the HNB network:

4.2.1.1
Initial HNB Management System (HMS)

· Based on TR-069 CWMP

· Initial provisioning of HNB

· Determines “Tentative Location” (unverified), which can be used to find the serving HMS, SeGway, and HNB-GW

· This entity is optional; if not present, the role of the Initial HMS will be fulfilled by the Serving HMS.

4.2.1.2
Initial Security Gateway (SeGway)
· IPsec security gateway

· IKEv2 authentication of HNB

· Provides access to Initial HMS (optionally) and initial HNB-GW

· This entity is optional; if it is not included, the role of the Initial SeGway will be fulfilled by the “serving” SeGway.

4.2.1.4
Serving HNB Management System (HMS)
· Based on TR-069 CWMP

· Determines the Certified Location of the HNB (potentially based on Radio Environment Measurements (REMs)

· Provides final provisioning of HNB and ongoing management functions (e.g., measurement and event reporting)

· Directs HNB to Serving HNB-GW

· The Serving HMS may also satisfy the functional requirements of the Initial HMS.

4.2.1.5
Serving Security Gateway (SeGway)

· IPsec security gateway

· IKEv2 authentication of HNB

· Provides access to Serving HMS and Serving HNB-GW

· The Serving SeGway may also satisfy the functional requirements of the Initial SeGway.

4.2.1.6
Serving HNB Gateway (HNB-GW)
· Terminates Iuh from HNB

· Provides service to the HNB

· May redirect the Iuh interface to better serving HNB-GW

	End of 1st modifications


	2nd Modified Section


6.5
Requirements

6.5.1
Configuration Management
The Home NodeB shall support Configuration Management to enable the operator to administer the Home NodeB through a TR-069 HMS Provisioning Server for HNB-GW Discovery and HNB Configuration Updates. 

The requirements for configuration management are as follows
REQ-OAMP-CM-001: The HNB configuration shall be administered through the HMS Provisioning Server.
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Figure 6: HNB/HNB-GW Configuration Management

Once the HNB is powered on and configured the HNB shall connect to the designated HNB-GW and register the HNB using an HNBAP Registration Message uploading any HNB information relevant for the HNB-GW to provide service to the HNB.

HNB OAM Traffic can be transferred through the SecGW but the O&M traffic exchanged over this signalling link is completely transparent to the Security Gateway.
REQ-OAMP-CM-002: The HNB Data Model administered by the HMS Provisioning Server shall be based on the following:

a.Broadband Forum TR-106 Amendment 1 Data Model

b.Femto Forum HNB Service data Model

REQ-OAMP-CM-003: The Customer Management System shall have the capability to bulk provision HNBs on the HMS Provisioning Server by downloading an XML File from the Customer Management System through the North-Bound Interface of the HMS Provisioning Server which shall be mappable to the Type 1 interface towards the HNB.
REQ-OAMP-CM-004:. Both the standalone HNB and Broadband Device with integrated HNB have the option to communicate with the HMS Provisioning Server either directly outside the IPSec Tunnel utilising SSL/TLS or indirectly through the IPSec Tunnel which would utilise the same physical bearer used by the luh interface.

REQ-OAMP-CM-005:. Network Operator’s with a consolidated Broadband and HNB offering shall be able or have the option to combine the TR-069 HMS Platforms in their network which requires secure communication to the HMS Servers prior to IPSEC Tunnel establishment.

REQ-OAMP-CM-006:..TR-069 CPE devices are currently factory programmed with a Bootstrap HMS URL only and therefore HNB capable CPEs either require to be factory programmed with Bootstrap Security Gateway/IPSec Information or this information is supplied outside of the IPSEC tunnel before tunnel establishment 
REQ-OAMP-CM-007:.. The HTTP Connection request can be sent to the HNB from the Serving HMS by one of the following mechanisms:

· HTTP Connection Request message sent from the Serving HMS to the Security Gateway to be forwarded to the 3G HNB
· HTTP Connection Request message sent from the Serving HMS to the Serving HNB-GW to be sent to the 3G HNB via HNBAP. 
	End of 2nd modifications


	3rd Modified Section


6.5
Requirements
6.5.2
Performance Management

The Home NodeB shall support Performance Management to enable the operator to monitor the HNB Network. 

The requirements for performance management are as follows
REQ-OAMP-PM-001:.. Performance Information shall be generated by the HNB if activated and the Broadband-Forum’s PD-157 and WT-135 specifications shall be used as a basis for the HNB Data Model which shall be administered through the Broadband-Forum’s TR-069 Messaging Protocol 

REQ-OAMP-PM-002:.. The HNB shall have the Performance capabilities administered through the TR-069 HMS Server and shall allow the direct upload of Performance Files from the HNB to the designated Performance Server. 


[image: image7.emf]Tr-069 

Manager

(HNB)

Itf-HNB

(TR-069)

Perform. 

Agent

TR-069 

Agent

Perform. 

Manager 

(HNB-GW)

Perform. 

Manager

(ACS 

+HNB)

N/B 

Prov. 

Agent

HMS Provisioning Server

HNB-GW

HNB

Perform. 

Agent

HMS Provisioning Server

Performance Server

HNB-GW

HNB

Pe

rf

o

r

manc

e

 

F

il

e

 (

HTTPS

 

PUT

 

o

r 

sFTP

)

Performance

Manager 

Database and 

data Mining 

Tools

 Perform.

Client

Sever

Perfom

Client

App 

User’s PC

Itf-N

Perform. 

Agent

Perform. 

Manager

Network Manager

Element Management System

a) Performance Management Provisioning on the HNB

b) Performance File Upload from the HNB to the Performance Server

Option to 

transfer

 OAM Traffic

 via SecGW on 

HNB-GW

Itf-HNB

(XML File Format)

SecGW

Option to transfer

 OAM Traffic

 via SecGW on 

HNB-GW

SecGW


Figure 7: HNB/HNB-GW Performance Management

HNB OAM Traffic can be transferred through the SecGW but the O&M traffic exchanged over this signalling link is completely transparent to the Security Gateway.

REQ-OAMP-PM-003:.. The HNB shall have the capability for the retrieval of any or all of the following from the HNB either via TR-069 RPC Method Calls or by requesting via TR-069 the uploading of an XML File to a Performance Server with specific content from the HNB: 
a.Performance Statistics

REQ-OAMP-PM-004:The HNB shall have the capability to be setup with a periodic action which instigates the producing and uploading of an XML File to the Performance Server with any or all of the following below information: 
a.Performance Statistics

REQ-OAMP-PM-005:The XML File Formats produced by the HNB shall be based on 3GPP XML File Formats which are based on W3C defined XML Schema and XML Namespace standards
REQ-OAMP-PM-006:.The HMS shall have the capability to configure the HNB Performance Configuration via TR-069 RPC Method Calls.

REQ-OAMP-PM-007:..The HNB shall upload Files using one of the following mechanisms:
a.HTTPS PUT and GET with/without Username/Password

b.SFTP with/without Username/Password 
c.HTTP PUT with/without Username/Password

d.FTP with/without Username/Password
REQ-OAMP-PM-008:..The HMS shall have the capability to completely clear performance elements from the HNB Performance Table via TR-069 RPC Method Calls

REQ-OAMP-PM-009:..The HMS shall have the capability to initiate HNB diagnostic testing via TR-069 RPC Method Calls

	End of 3rd modifications


	4th Modified Section


6.5
Requirements
6.5.3
Fault Management

The Home NodeB shall support Fault Management to enable the operator to maintain his mobile network with Home NodeBs with high availability and good quality of service. 

The Home NodeBs shall constantly perform error detection and the requirements for fault management are as follows:

REQ-OAMP-FM-001:.Events shall be generated to indicate fault conditions on the HNB to the EMS
REQ-OAMP-FM-002:.The HNB shall have the capability to indirectly send Event Messages to the EMS for event reporting by connecting via the HMS Provisioning Server. 
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Figure 8: HNB/HNB-GW Fault Management

HNB OAM Traffic can be transferred through the SecGW but the O&M traffic exchanged over this signalling link is completely transparent to the Security Gateway.

REQ-OAMP-FM-003:.The HNB shall support an Itf-HNB interface to the HMS based on the CWMP Specification as defined in Broadband Forum TR-069 Amendment 2 and the 3G Fault Management Requirements as defined in 3GPP TS.32.111-1.

REQ-OAMP-FM-004:..The TR-069 Event Objects to be sent to the HMS by the HNB shall support the inclusion of the appropriate Information attributes for ease of integration to the upstream Itf interface, as defined in 3GPP TS.32.111-2.

REQ-OAMP-FM-005:...The HNB shall maintain the following  information:

a.Event Management Information which contains the event management and reporting parameters configurable by the HMS

b.Active Events List – Events with a defined lifecycle (Raised, Modified, Cleared)

c.History of Events which would contain multiple notifications for a single event due to the lifecycle state changes of the event.

d.Event Queue – events queued to be sent to the EMS from the HNB on connection to the HMS  

REQ-OAMP-FM-006:..The HNB shall issue events to the HMS based on the configuration of the specific event’s reporting mechanism parameter

a.Active – the HNB connects to the HMS immediately to raise the event and logs the event in the Event History. 
If the event is configured with a lifecycle setting then the HNB updates the Active Events List.

b.Queue – the HNB queues the event internally pending connection to the HMS,  logs the event in the Event History, and eventually delivers the event to the HMS as a result of one of the following:

i.periodic connection

ii.connection to the EMS due to another reason

If the event is configured with a lifecycle setting then the HNB updates the Active Events List.

c.Log – the HNB stores the event in the Event History and can only be retrieved by the HMS by retrieving the Event History via TR-069 or requesting the uploading of an Event History File to the HMS. 

If the event is configured with a lifecycle setting then the HNB updates the Active Events List.

d.Disabled – the HNB discards the event completely.

REQ-OAMP-FM-007:..The HNB shall handle an event not configured in the HNB with Event Configuration Information with the same functionality used to handle a configured event with a notification setting of “Log”. 
REQ-OAMP-FM-008:..The HMS shall have the ability to throttle the sending of events from the HNB to the HMS by the following:

a.Setting of an overall HNB Event Forwarding Parameter

(1)Enabled – The HNB handles events as described in REQ-OAMP-FM-006 above

(2)Moderate – The HNB handles events as described in REQ-OAMP-FM-006 above with the exception of restricting the number of alarms sent to the EMS within a certain time window as configured within the HNB Event Moderate Parameters.

(3)BlockSending -  The HNB handles events in REQ-OAMP-FM-006 above with the exception that alarms aren’t sent to the EMS and will remain in the HNB event queue even on EMS connection. The changing of the Event Forwarding Parameter to “Enabled” or “Moderate” will result in the events being flushed from the HNB to the EMS.

(4)Disabled -  The HNB handles events as described in REQ-OAMP-FM-006above with the exception that alarms aren’t sent to the EMS and will not be placed on the HNB Event queue used to store pending events to be sent to the EMS.

b.Setting of the HNB Event Moderate Parameters which consists of the number of alarms to be sent per time unit and is used to spread the sending of events across a time window when the Event Forwarding Parameter is set to “Moderate”.

REQ-OAMP-FM-009:... The HNB shall have the capability for the retrieval of any or all of the following from the HNB either via TR-069 RPC Method Calls or by requesting via TR-069 the uploading of an XML File with specific content from the HNB:

a.History of Events

b.Active Events List

REQ-OAMP-FM-010: The HNB shall have the capability to be setup with a periodic action which instigates the producing and uploading of an XML File to the EMS with any or all of the following below information:

a.History of Events

b.Active Events List

REQ-OAMP-FM-011:.The XML File Formats produced by the HNB shall be based on 3GPP XML File Formats which are based on the exisiting 3GPP XML Schemas, the W3C defined XML Schema and the XML Namespace standards
REQ-OAMP-FM-012:..The HMS shall have the capability to configure the HNB Events Configuration via TR-069 RPC Method Calls

REQ-OAMP-FM-013:...The HNB shall upload Files using one of the following mechanisms:
a.HTTPS PUT and GET with/without Username/Password
b.SFTP with/without Username/Password 
c.HTTP PUT with/without Username/Password

d.FTP with/without Username/Password
REQ-OAMP-FM-014:....The HMS shall have the capability to clear events from the HNB Active Events List via TR-069 RPC Method Calls.

REQ-OAMP-FM-015:..The HMS shall have the capability to completely purge one or all of the following held on the HNB:

a.History of Events

b.Active Events List

c.Pending Events Delivery Queue

	End of 4th modifications
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