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x
Requirements

x.1
Requirements
REQ-xxx HNB shall be able to be managed in all management domain aspects defined below as Configuration management, Security management, Performance management and Fault management, without the use of vendor-specific nor operator-specific extension capability.  Use of non-standard extension creates difficulty for the management of HNBs by different vendors.
x.1.1
Configuration management

REQ-xxx HNB shall be able to automatically, i.e. without human operator on-line interaction or attention, configure itself to be ready for service when powered up and connected to HMS.
REQ-xxx HNB shall be able to automatically, i.e. without human operator on-line interaction or attention, configure itself to be in service when powered up and connected to HMS.
REQ-xxx HNB shall be able to automatically, i.e. without human operator on-line interaction or attention, upgrade its software.  

x.1.2
Security management

REQ-xxx
 HNB shall have the capability to protect itself against Denial of Service attack over the Type-1 O&M Interface.
REQ-xxx
 HNB shall have the capability to protect itself against XyZ (TBD) attack over the Type-1 O&M Interface.
x.1.3
Performance management

REQ-xxx HNB shall have the capability to collect its performance related data.  Due to the potential large number of HNBs and the large volume of performance data set, HNB shall be required to send only the those data that indicates abnormality. 
x.1.4
Fault management

REQ-xxx HNB shall have the capability to collect its alarm related data.  Due to the potentially large number of HNBs to be supported, HNB shall send the urgent and/or critical data to HMS on demand (by HMS).  HNB is not required to have a capability to respond to HMS query of device alarm condition of various functionalities of HNB.
REQ-xxx HNB shall use 3GPP defined Event Types, Probable Causes and Severity levels to capture the device fault event in what is called Alarm Information in this document.  
REQ-xxx The information in an Alarm Information instance shall be stateless in that the reader of the (subject) Alarm Information instance does not require the knowledge of other Alarm Information instance(s) to know the reported device fault event.  
REQ-xxx HNB shall have the capability to capture and collect Alarm Information(s) in a stateless manner.  The following is an example of this so-called stateless manner: 

1. HNB is not required to correlate the Alarm Informations collected.  In this document, the meaning of correlated Alarm Informations is that the Alarm Informations considered correlated are ones that are likely to be caused by the same fault.
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