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FIRST CHANGE: Clause 5.4A.3.1

5.4A.3.1
Introduction

The content provider and the BM-SC shall follow the procedures in this section for authentication and authorization over the xMB.

Before provisioning of services at the BM-SC, the content provider has to be authenticated and authorized to perform service management functions using xMB. If the content provider wants to modify or remove the provisioned services, it can do so by using a valid access token.  

The content provider may have multiple and different end-points for xMB-C and xMB-U. Each connection may have different entitlements based on the roles assigned to the requesting connecting party.

While authentication is performed based on standard (D)TLS connection and certificate exchange, authorization is performed using either the “domain-based” or “user-based” mode as described in clause 5.4A.3.3. 

In the user-based mode, fine-grained authorization shall be performed prior to any transaction to allow the BM-SC to check the access rights of the content provider user (either a human or a machine). Such authorization procedure, if successful, shall result in the creation of an “access token” that the server will return to the content provider for subsequent requests made on the xMB interface. 

In the domain-based mode, additional authorization steps shall not be performed. Users within a content provider domain are not further separated.
END OF FIRST CHANGE

SECOND CHANGE: Clause 5.4A.3.3
5.4A.3.3
Authorization Procedure

In this version of the specification, the BM-SC shall support at least one of the two following modes of authorization: domain-based or user-based.
Authorization of Content Provider access to the xMB APIs, at the domain or user level, shall comply with the procedures as defined in Annex O.2 of TS 33.246 [20].


NOTE 1:
It is up to the BM-SC to decide whether it supports domain-based or user-based authorization.

NOTE 2:
In Figure 5.4A-3 and subsequent clauses on Service Management and Session Management procedures and the associated message sequence diagrams, it is assumed that user-based authorization is supported by the BM-SC.

Figure 5.4A-3 shows the procedure for content provider authorization by the BM-SC.
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Figure 5.4A-3: Authorization Procedure
1. Upon completion of successful mutual D(TLS) authentication, the Content Provider or its representative requests authorization by the BM-SC to access the xMB API.
2. The BM-SC performs domain-based authorization checks of the content provider, and may additionally perform user-based authorization checks, as defined in Annex O.2 of TS 33.246 [20].
3. The BM-SC responds, based on the outcome of step 2, to the authorization request by the content provider.
NOTE:  As indicated in TS 33.246 [20], the management of the username and password, and their association with access rights determined from authorization checks, are outside the scope of 3GPP specification.

END OF SECOND CHANGE

THIRD CHANGE: Clauses 5.4A.4.2, 5.4A.4.3, 5.4A.4.4 5.4A.4.5, 5.4A.4.6, 5.4A.4.7
5.4A.4.2
Create Service

The procedure allows a content provider to create a new the service. Service configuration and service sessions are added in subsequent procedures.
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Figure 5.4A-4: Service Creation

1. The service is created.
2. On successful creation, the BM-SC responds with the resource id of the service. Service properties are fetched and modified with subsequent transactions.
5.4A.4.3
Get Service Properties

The procedure allows a content provider to fetch the current configuration of the service.
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Figure 5.4A-5: Get current service properties

1. The content provider sends along with the service property request, the resource id of the service.

2. The BM-SC provides the service properties in response.

5.4A.4.4
Update Service Properties

The procedure allows a content provider to update the current configuration of the service.
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Figure 5.4A-6: Service Update

The content provider may first fetch the current service configuration using the Get Service Configuration procedure. 

1. The content provider modifies the properties of the service resource. The procedure may allow modification of individual properties or all properties.

2. The content provider updates the resource identified by the id of the service.
5.4A.4.5
Terminate a Service

The content provider may terminate a service. All sessions, including those which are being created or are already active will be deleted automatically with the termination of the service.
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Figure 5.4A-7: Service Termination

1. The content provider sends the service termination command. The resource id of the service is provided as input.

2. The BM-SC terminates the service and deletes all associated sessions, and acknowledges the reception of this request.

5.4A.4.6
Service Notifications

Service Notifications can be pushed to the content provider, when the content provider has provided a value for the Push Notification URL property through a Service Update procedure transaction. The content provider can always initiate request for the delivery of notifications using the URL for notification resources.

The content provider may configure a push notification end-point within the service properties. When present, the BM-SC notifies the content provider whenever appropriate. 
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Figure 5.4A-8: Event Push Notification

1. When an event occurs, the BM-SC determines whether an event notification should be sent to the content provider. 

2. The BM-SC sends a notification, containing details around the event, to the content provider. 

3. The content provider acknowledges the reception.

The content provider may initiate periodical “pull”-based reception of notifications. 
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Figure 5.4A-8a: Event Pull Notification

1. The content provider sends along with the notification request.

2. The BM-SC provides all the notifications in response which occurred during a BM-SC-defined past period prior to the time of reception of the request.
5.4A.4.7
List of Service Properties

All Service Properties, except for the resource id, are always carried in a HTTPS message body. Except for the service creation request (where the id is not present), the resource id shall be present in the URL of all requests that relate to a specific service.

<Remainder of clause 5.4A.4.7 requires no change and is not shown for brevity>
END OF THIRD CHANGE
FOURTH CHANGE: 5.4A.5.2, 5.4A.5.3, 5.4A.5.4, 5.4A.5.5, 5.4A.5.6
5.4A.5.2
Create Session

This procedure allows the content provider to create a session for an available service.
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Figure 5.4A-10: Session Creation

1. The Content Provider wishes to create a new session and sends the Create Session command. The content provider provides the resource id of the service with the input.

2. The BM-SC creates the session resources and provides the session resource id in resonse. The session properties are defined in subsequent transactions.

5.4A.5.3
Get Session Properties

This procedure allows the content provider to get the current session configuration.
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Figure 5.4A-11: Get Current Session Properties
1. The content provider requests the session configuration information. The content provider provides the resource ids the service and the session with the request.

2. The BM-SC provides the session configuration in response.

5.4A.5.4
Update Session Properties

This procedure allows the content provider to update session properties.
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Figure 5.4A-12: Session Properties Update

The content provider may first fetch the current session properties configuration using the Get Session Properties procedure. 

1. The content provider requests updating of the properties of the session resource associated with a service. The resource ids of the service and the session are provided as input. The procedure may allow modification of individual properties or all properties for the named session.

2. The BM-SC updates the session properties for the indicated service and returns an acknowledgment to the content provider.

5.4A.5.5
Terminate a Session

The content provider terminates a session during any session state. 
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Figure 5.4A-13: Session Termination

1. The content provider sends the service termination command. The id of the service and the session id are provided as input.

2. The BM-SC terminates the session and deletes all associated resources, and acknowledges the reception of this command.

5.4A.5.6
Session Properties

All Session properties, except for the resource id, are carried in the HTTPS message body. Except for the session creation request (where the resource id is not present), the resource id shall be present in the URL of all requests that relate to a specific session.

<Remainder of clause 5.4A.5.6 requires no change and is not shown for brevity>
END OF FOURTH CHANGE
FIFTH CHANGE: 5.4A.6.2
5.4A.6.2
File Distribution

Provisioning files for file distribution shall use one of the following options:

-
WebDAV as described in RFC 4918[4] over HTTP over TLS.
-
HTTP over TLS for file retrieval. The BM-SC shall use at least HTTP Version 1.1.
The content provider shall ensure that content is available at the BM-SC prior to its scheduled transmission time. For instance, for DASH segments, the segment shall be pushed to the BM-SC considering the timing requirements indicated in the MPD. 

Also for all files that are declared as part of the file list of a session, all declared files shall be available before their indicated availability time, or if not provided, prior to the session start. 

As an alternative to providing the properties and transport-related requirements of a file-based service, for delivery over the MBMS bearer service, via the ‘File List’ property of the ‘Session’ resource in subclause 5.4A.5.6, the Content Provider may elect to convey the same information via the File Delivery Manifest, as described in subclause 7.10.
END OF FIFTH CHANGE
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