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1. Overall Description:
SA6 thanks CT3 for their reply LS on FEC and ROHC for mission critical services over MBMS. 
In S6-170817/ C3-173315, CT3 asks SA6 two questions, related to the possible location of FEC and ROHC within the BM-SC for mission critical services. SA6 would like to answer those questions as follows:

1. CT3 assumes that the end points of the security association for the payload will remain in the GCS AS and UE. Is that assumption correct?

SA6 Answer:
SA6 confirms that the assumption is correct: The security end points are still in the GCS AS and the UE.

2. If so, what is the protocol layer in the user plane protocol stack where the security association is allocated, (considering that FEC and ROHC may need to be applied outside the security association)?

SA6 Answer:
For MCPTT, the media are protected with SRTP (3GPP TS 33.179).
FEC and ROHC can be applied outside the security association as follows:
· ROHC: SRTP leaves the RTP headers unencrypted, allowing the RTP profile of ROHC to still function (see clause 9.4 Confidentiality of the RTP Header in RFC 3711). Other stream (such as call control, floor control) would use the ROHC uncompressed profile 0.
· FEC: FEC adds some redundancy to a set of source UDP streams, by adding redundancy packets. FEC does not alter the source payload (e.g. SRTP). The FEC mechanism is being defined by SA4. A natural candidate would be FECFrame (RFC 6363).

2. Actions:
To CT3
ACTION: 	SA6 kindly asks CT3 to take these answers into consideration.

To SA4
ACTION: 	SA6 kindly asks SA4 to discuss whether updates to the standardized handling of FEC and RoHC at the BMSC are required to address end-to-end media security requirements for mission critical services as outlined above.

3. Date of Next SA6 Meetings:
SA6#19 9th – 13th October 2017	Dubrovnik, HR
SA6#20 27th November – 1st December 2017	Reno, US
