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FIRST CHANGE
8.2.2.15
Signalling example for FEC

This sub-clause contains a complete signalling example for a MBMS multicast mode session using FEC with a Service description, a SDP for the streaming delivery method, a SDP for the FEC repair stream, and a security description. 

The following is an example bundleDescription. 

<?xml version="1.0" encoding="UTF-8"?>

<bundleDescription

xmlns="urn:3GPP:metadata:2005:MBMS:userServiceDescription"

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

xmlns:sv="urn:3gpp:metadata:2009:MBMS:schemaVersion"


xsi:schemaLocation="urn:3GPP:metadata:2005:MBMS:userServiceDescription USD-schema-main.xsd" 


fecDescriptionURI="http://www.example.com/3gpp/mbms/session1-fec.sdp">


<userServiceDescription


serviceId="urn:3gpp:0010120123hotdog">



<deliveryMethod




sessionDescriptionURI="http://www.example.com/3gpp/mbms/session1.sdp"





protectionDescriptionURI="http://www.example.com/3gpp/mbms/sec-descript">





<sv:delimiter>0</sv:delimiter>





</deliveryMethod>





<sv:delimiter>0</sv:delimiter>


</userServiceDescription>

<sv:schemaVersion>1</sv:schemaVersion> 

</bundleDescription>
The security description has the URI: http://www.example.com/3gpp/mbms/sec-descript 

<?xml version="1.0" encoding="UTF-8"?>

<securityDescription 


xmlns="urn:3GPP:metadata:2005:MBMS:securityDescription" 


xmlns:xsi=”http://www.w3.org/2001/XMLSchema-instance”

xsi:schemaLocation="urn:3GPP:metadata:2005:MBMS:securityDescription security.xsd">




<keyManagement



offsetTime="5"



randomTimePeriodmaxBackOff="10">



<serverURI>http://register.example.com/</serverURI>



<serverURI>http://register2.example.com/</serverURI>


</keyManagement>


<keyId>



<mediaFlow flowID="FF1E:03AD::7F2E:172A:1E24/4002">




<MSK>





<keyDomainID>aMoM</keyDomainID>





<MSKID>aMoAAA==</MSKID>




</MSK>



</mediaFlow>



<mediaFlow flowID="FF1E:03AD::7F2E:172A:1E24/4004">




<MSK>





<keyDomainID>GM8M</keyDomainID>





<MSKID>aMkAAA==</MSKID>




</MSK>



</mediaFlow>


</keyId>


<fecProtection



fecEncodingId="1"

        fecOtiExtension="ACAEAA=="/>

</securityDescription> 

An example of how the SDP http://www.example.com/3gpp/mbms/session1.sdp could look for a session containing two media streams that are FEC protected. In this example we have assumed an audiovisual stream, using 56 kbps for video and 12 kbps for audio. In addition another 300 bits/second of RTCP packets from the source is used for the each of the sessions. Hence, the total media session bandwidth is 56+12+0.3+0.3 = 68.6 kbps. 

v=0
o=ghost 2890844526 2890842807 IN IP6 2001:210:1:2:240:96FF:FE25:8EC9
s=3GPP MBMS Streaming SDP Example
i=Example of MBMS streaming SDP file
u=http://www.infoserver.example.com/ae600
e=ghost@mailserver.example.com
c=IN IP6 FF1E:03AD::7F2E:172A:1E24
t=3034423619 3042462419

b=AS:62

b=TIAS: 60500

a=maxprate: 25

a=source-filter: incl IN IP6 * 2001:210:1:2:240:96FF:FE25:8EC9

a=FEC-declaration:0 encoding-id=1

m=video 4002 UDP/MBMS-FEC/RTP/AVP 96

b=TIAS:55000

b=RR:0

b=RS:300

a=rtpmap:96 H263-2000/90000
a=fmtp:96 profile=3;level=10
a=framesize:96 176-144
a=FEC:0

a=maxprate:15

m=audio 4004 UDP/MBMS-FEC/RTP/AVP 98

b=TIAS: 11500

b=RR:0

b=RS:300

a=rtpmap:98 AMR/8000

a=fmtp:98 octet-align=1
a=FEC:0

a=maxprate:10
The FEC stream used to protect the above RTP sessions and a MIKEY key stream has the below SDP (http://www.example.com/3gpp/mbms/session1-fec.sdp):

v=0
o=ghost 2890844526 2890842807 IN IP6 2001:210:1:2:240:96FF:FE25:8EC9
s=3GPP MBMS Streaming FEC SDP Example
i=Example of MBMS streaming SDP file
u=http://www.infoserver.example.com/ae600
e=ghost@mailserver.example.com
c=IN IP6 FF1E:03AD::7F2E:172A:1E24
t=3034423619 3042462419

b=AS:15

a=FEC-declaration:0 encoding-id=1

a=FEC-OTI-extension:0 ACAEAA==
a=mbms-repair: 0 min-buffer-time=2600

a=source-filter: incl IN IP6 * 2001:210:1:2:240:96FF:FE25:8EC9

m=application 4006 UDP/MBMS-REPAIR *

b=AS:15

a=FEC:0 

a=mbms-flowid: 1=FF1E:03AD::7F2E:172A:1E24/4002, 2=FF1E:03AD::7F2E:172A:1E24/4003, 3=FF1E:03AD::7F2E:172A:1E24/4004, 4=FF1E:03AD::7F2E:172A:1E24/4005, 5=FF1E:03AD::7F2E:172A:1E24/2269
a=X-3gpp-FEC-Interleaving: 1="reverse", 2="ordered"
A more traditional FEC configuration is shown below. The audio and video media components use different FEC repair flows. The same principle can also be applied when bundling several user services together.

 <?xml version="1.0" encoding="UTF-8"?>

<bundleDescription

xmlns="urn:3GPP:metadata:2005:MBMS:userServiceDescription"

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"


xmlns:sv="urn:3gpp:metadata:2009:MBMS:schemaVersion"

xsi:schemaLocation="urn:3GPP:metadata:2005:MBMS:userServiceDescription USD-schema-main.xsd"
fecDescriptionURI="http://www.example.com/3gpp/mbms/session2-fec.sdp">


<userServiceDescription


serviceId="urn:3gpp:0010120123hotdog">



<deliveryMethod




sessionDescriptionURI="http://www.example.com/3gpp/mbms/session2.sdp">





<sv:delimiter>0</sv:delimiter>






</deliveryMethod>






<sv:delimiter>0</sv:delimiter>


</userServiceDescription>


<sv:schemaVersion>1</sv:schemaVersion> 

</bundleDescription>
End of FIRST CHANGE
SECOND CHANGE
9.5
XML-Schema for Associated Delivery Procedures

9.5.1
Generic Associated Delivery Procedure Description

Below is the formal XML syntax of associated delivery procedure description instances. Documents following this schema can be identifed with the MIME type "application/mbms‑associated-procedure-description+xml" defined in Annex C.7. The schema filename of delivery procedure description is associatedprocedure.xsd.
<?xml version="1.0" encoding="UTF-8"?>

<xs:schema 


xmlns="urn:3gpp:metadata:2005:MBMS:associatedProcedure" 


xmlns:xs="http://www.w3.org/2001/XMLSchema" 


targetNamespace="urn:3gpp:metadata:2005:MBMS:associatedProcedure" 


elementFormDefault="qualified">


<xs:element name="associatedProcedureDescription" type="associatedProcedureType"/>


<xs:complexType name="associatedProcedureType">



<xs:sequence>




<xs:element name="postFileRepair" type="basicProcedureType" minOccurs="0"/>




<xs:element name="bmFileRepair" type="bmFileRepairType" minOccurs="0"/>




<xs:element name="postReceptionReport" type="reportProcedureType" minOccurs="0"/>




<xs:any namespace="##other" processContents="skip" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>


<xs:complexType name="basicProcedureType">



<xs:sequence>




<xs:element name="serviceURI" type="xs:anyURI" maxOccurs="unbounded"/>



</xs:sequence>



<xs:attribute name="offsetTime" type="xs:unsignedLong" use="optional"/>



<xs:attribute name="randomTimePeriod" type="xs:unsignedLong" use="required"/>


</xs:complexType>


<xs:complexType name="bmFileRepairType">



<xs:attribute name="sessionDescriptionURI" type="xs:anyURI" use="required"/>


</xs:complexType>


<xs:complexType name="reportProcedureType">



<xs:complexContent>




<xs:extension base="basicProcedureType">





<xs:attribute name="samplePercentage" type="xs:decimal" use="optional" 






default="100"/>





<xs:attribute name="forceTimeIndependence" type="xs:boolean" use="optional" 






default="false"/>





<xs:attribute name="reportType" type="xs:string" use="optional"/>




</xs:extension>



</xs:complexContent>


</xs:complexType>

</xs:schema>
"reportType" value = "RAck" || "StaR" || "StaR-all" || "StaR-only"
9.5.2
Example Associated Delivery Procedure Description Instance

Below is an example of an associated delivery procedure description for reception reporting.

<?xml version="1.0" encoding="UTF-8"?>

<associatedProcedureDescription 


xmlns="urn:3gpp:metadata:2005:MBMS:associatedProcedure"


xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 


xsi:schemaLocation="urn:3GPP:metadata:2005:MBMS:associatedProcedure associatedprocedure.xsd"> 


<postFileRepair




offsetTime="5"




randomTimePeriod="10">



<serviceURI>http://mbmsrepair0.example.com/path/repair_script</serviceURI>



<serviceURI>http://mbmsrepair1.example.com/path1/repair_script</serviceURI>



<serviceURI>http://mbmsrepair2.example.com/path2/repair_script</serviceURI>


</postFileRepair>


<bmFileRepair sessionDescriptionURI="http://www.example.com/3gpp/mbms/session1.sdp"/>


<postReceptionReport




offsetTime="5"




randomTimePeriod="10"




reportType="star-all"




samplePercentage="100"




forceTimeIndependence="0">



<serviceURI>http://mbmsreport.example.com/path/report_script</serviceURI>


</postReceptionReport>

</associatedProcedureDescription>
9.5.3
XML Syntax for a Reception Report Request

Below is the formal XML syntax of reception report request instances.The schema filename of reception report request is receptionreport.xsd.
<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema"

targetNamespace="urn:3gpp:metadata:2008:MBMS:receptionreport" 

xmlns="urn:3gpp:metadata:2008:MBMS:receptionreport" 


elementFormDefault="qualified">


<xs:element name="receptionReport" type="receptionReportType"/>


<xs:complexType name="receptionReportType">



<xs:choice>




<xs:element name="receptionAcknowledgement" type="rackType"/>




<xs:element name="statisticalReport" type="starType"





minOccurs="0" maxOccurs="unbounded"/>




<xs:any namespace="##other" processContents="skip" minOccurs="0" maxOccurs="unbounded"/>



</xs:choice>


</xs:complexType>

<xs:complexType name="rackType">


<xs:sequence>



<xs:element name="fileURI" type="fileUriType"




minOccurs="0" maxOccurs="unbounded"/>


</xs:sequence>

</xs:complexType>

<xs:complexType name="starType">



<xs:sequence>




<xs:element name="fileURI" type="fileUriType" minOccurs="0" maxOccurs="unbounded"/>




<xs:element name="qoeMetrics" type="qoeMetricsType" minOccurs="0" maxOccurs="1"/>




<xs:any namespace="##other" processContents="skip" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>



<xs:attribute name="sessionType" type="sessionTypeType" use="optional"/>



<xs:attribute name="serviceId" type="xs:string" use="optional"/>



<xs:attribute name="clientId" type="xs:string" use="optional"/>



<xs:attribute name="serviceURI" type="xs:anyURI" use="optional"/>



<xs:anyAttribute processContents="skip"/>

</xs:complexType>

<xs:simpleType name="sessionTypeType">


<xs:restriction base="xs:string">



<xs:enumeration value="download"/>



<xs:enumeration value="streaming"/>


</xs:restriction>

</xs:simpleType>

<xs:complexType name="fileUriType">


<xs:simpleContent>



<xs:extension base="xs:anyURI">




<xs:attribute name="receptionSuccess" type="xs:boolean" use="optional" default="true"/>




<xs:attribute name="Content-MD5" type="xs:base64Binary" use="optional"/>

<xs:attribute name="receivedSymbolsForFailedBlocks" type="unsignedLongVectorType" use="optional"/>

<xs:attribute name="totalSymbolsForFailedBlocks" type="unsignedLongVectorType" use="optional"/>




<xs:anyAttribute processContents="skip"/>



</xs:extension>


</xs:simpleContent>

</xs:complexType>

<xs:complexType name="qoeMetricsType">



<xs:sequence>




<xs:element name="medialevel_qoeMetrics" type="medialevel_qoeMetricsType" 





minOccurs="0" maxOccurs="unbounded"/>




<xs:any namespace="##other" processContents="skip" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>



<xs:attribute name="totalRebufferingDuration" type="doubleVectorType" use="optional"/>



<xs:attribute name="numberOfRebufferingEvents" type="unsignedLongVectorType"
            use="optional"/>



<xs:attribute name="initialBufferingDuration" type="xs:double" use="optional"/>

    
<xs:attribute name="contentAccessTime" type="xs:double" use="optional"/>



<xs:attribute name="sessionStartTime" type="xs:unsignedLong"/>



<xs:attribute name="sessionStopTime" type="xs:unsignedLong"/>



<xs:attribute name="networkResourceCellId" type="stringVectorType" use="optional"/>



<xs:attribute name="numberOfLostObjects" type="unsignedLongVectorType" 




use="optional"/>



<xs:attribute name="symbolCountUnderrun" type="stringVectorType" use="optional"/>



<xs:attribute name="numberOfReceivedObjects" type="unsignedLongVectorType" 
        
use="optional"/>



<xs:anyAttribute processContents="skip"/>

</xs:complexType>
<xs:complexType name="medialevel_qoeMetricsType">


<xs:attribute name="sessionId" type="xs:string"/>


<xs:attribute name="totalCorruptionDuration" type="unsignedLongVectorType"
        use="optional"/>


<xs:attribute name="numberOfCorruptionEvents" type="unsignedLongVectorType"
        use="optional"/>


<xs:attribute name="t" type="xs:boolean" use="optional"/>


<xs:attribute name="totalNumberofSuccessivePacketLoss" type="unsignedLongVectorType" 



use="optional"/>


<xs:attribute name="numberOfSuccessiveLossEvents" type="unsignedLongVectorType" 
        use="optional"/>


<xs:attribute name="numberOfReceivedPackets" type="unsignedLongVectorType" 
        use="optional"/>


<xs:attribute name="framerateDeviation" type="doubleVectorType" use="optional"/>


<xs:attribute name="totalJitterDuration" type="doubleVectorType" use="optional"/>


<xs:attribute name="numberOfJitterEvents" type="unsignedLongVectorType" use="optional"/>


<xs:attribute name="framerate" type="doubleVectorType" use="optional"/>


<xs:attribute name="codecInfo" type="stringVectorType" use="optional"/>


<xs:attribute name="codecProfileLevel" type="stringVectorType" use="optional"/>


<xs:attribute name="codecImageSize" type="stringVectorType" use="optional"/>


<xs:attribute name="averageCodecBitrate" type="doubleVectorType" use="optional"/>


<xs:anyAttribute processContents="skip"/>

</xs:complexType>

<xs:simpleType name="doubleVectorType">

    <xs:list itemType="xs:double"/>

</xs:simpleType>

<xs:simpleType name="unsignedLongVectorType">

    <xs:list itemType="xs:unsignedLong"/>

</xs:simpleType>

<xs:simpleType name="stringVectorType">

    <xs:list itemType="xs:string"/>

</xs:simpleType>

</xs:schema>
9.5.3.1
Use of Specific Values

Void
9.5.3.2
Example XML for the Reception Report Request

<?xml version="1.0" encoding="UTF-8"?>

<receptionReport xmlns="urn:3gpp:metadata:2008:MBMS:receptionreport"



xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"


xsi:schemaLocation="urn:3GPP:metadata:2008:MBMS:receptionreport receptionreport.xsd">

<receptionAcknowledgement>



<fileURI>http://www.example.com/mbms-files/file1.3gp</fileURI>



<fileURI>http://www.example.com/mbms-files/file2.3gp</fileURI>



<fileURI>http://www.example.com/mbms-files/file4.3gp</fileURI>


</receptionAcknowledgement>

</receptionReport>

A second example shows a statistical report for a streaming session.  Note that the cell used during the second measurement period is the same cell as was used during the first period (indicated by the "=" sign).

<?xml version="1.0" encoding="UTF-8"?>

<receptionReport xmlns="urn:3gpp:metadata:2008:MBMS:receptionreport"



xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"



xsi:schemaLocation="urn:3gpp:metadata:2008:MBMS:receptionreport receptionreport.xsd">


<statisticalReport 



clientId="clientID" 



sessionType="streaming" 



serviceURI="bmsc.example.com" 



serviceId="serviceID">



<qoeMetrics 




numberOfRebufferingEvents="0 1 0" 




initialBufferingDuration="3.213" 




totalRebufferingDuration="0 1.23 0"

            contentAccessTime="2.621"




sessionStartTime="1219322514"




sessionStopTime="1219322541"

            networkResourceCellId="240012AF134EA = 240012AF1325E">
            <medialevel_qoeMetrics





sessionId="10.50.65.30:5050"





framerateDeviation="0.345 0.250 0.123" 





t="false" 





numberOfSuccessiveLossEvents="5 0 3" 





numberOfCorruptionEvents="6 5 2" 





numberOfJitterEvents="0 1 0" 





totalCorruptionDuration="152 234 147" 





totalNumberofSuccessivePacketLoss="25 0 6"





numberOfReceivedPackets="456 500 478"





codecInfo="H263-2000/90000 = ="

            
codecProfileLevel="profile=0;level=45 = ="

            
codecImageSize="176x144 = ="





averageCodecBitRate="124.5 128.0 115.1"

            
totalJitterDuration="0 0.346 0"/>



</qoeMetrics>


</statisticalReport>

</receptionReport>

End of SECOND CHANGE
THIRD CHANGE
11.2A.2
XML-Schema for the Schedule Description Meta Data Fragment

Below is the formal XML syntax of schedule information procedure. Documents following this schema can be identified with the MIME type "application/mbms‑schedule+xml" defined in Annex C.14. The file name of XML schema for schedule description is Schedule-Description-Main.xsd
In this version of the specification the network shall set the schemaVersion element, defined as a child of scheduleDescription element, to 2. 

The schema version attribute (part of the schema instruction) shall be included in the UE schema and the network schema.

NOTE: 
The value of the schemaVersion element and version attribute is intended to be increased by 1 in every future releases where new element(s) or attribute(s) are added.

When a UE receives an instantiation of a Schedule Description compliant to this schema, it shall determine the schema version required to parse the instantiation as follows:

· If the UE supports one or more versions of the Schedule Description schema with the schema version attribute, then the UE shall use the schema that has the highest schema version attribute value that is equal to or less than the value in the received schemaVersion element;

The XML schema "schema-version.xsd” is specified in Annex J.
<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns="urn:3gpp:metadata:2011:MBMS:scheduleDescription" xmlns:xs="http://www.w3.org/2001/XMLSchema" 
xmlns:sv="urn:3gpp:metadata:2009:MBMS:schemaVersion"

targetNamespace="urn:3gpp:metadata:2011:MBMS:scheduleDescription"
elementFormDefault="qualified"

version="1">

<xs:import schemaLocation="schema-version.xsd" 

namespace="urn:3gpp:metadata:2009:MBMS:schemaVersion"/>

<xs:complexType name="scheduleDescriptionType">



<xs:sequence>

<xs:element ref="sv:schemaVersion"/>
<xs:element name="serviceSchedule" maxOccurs="unbounded">





<xs:complexType>






<xs:sequence>







<xs:element name="sessionSchedule" type="reoccurenceStartStopType" minOccurs="0" maxOccurs="unbounded"/>






<xs:element name="sessionScheduleOverride" minOccurs="0" maxOccurs="unbounded">








<xs:complexType>









<xs:sequence minOccurs="0">










<xs:element name="start" type="xs:dateTime"/>










<xs:element name="stop" type="xs:dateTime"/>









</xs:sequence>









<xs:attribute name="index" type="xs:unsignedInt" use="required"/>









<xs:attribute name="cancelled" type="xs:boolean"/>








</xs:complexType>







</xs:element>






<xs:element name="fileSchedule" minOccurs="0" maxOccurs="unbounded">








<xs:complexType>









<xs:sequence>










<xs:element name="fileURI">










<xs:complexType>












<xs:simpleContent>













<xs:extension base="xs:anyURI">














<xs:attribute name="cancelled" type="xs:boolean"/>













</xs:extension>












</xs:simpleContent>











</xs:complexType>










</xs:element>









<xs:element name="deliveryInfo" minOccurs="0" maxOccurs="unbounded">

<xs:complexType>












<xs:attribute name="start" type="xs:dateTime"/>












<xs:attribute name="end" type="xs:dateTime"/>











<xs:anyAttribute processContents="skip"/>











</xs:complexType>










</xs:element>










<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>








</xs:sequence>








<xs:anyAttribute processContents="skip"/>








</xs:complexType>







</xs:element>







<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>





</xs:sequence>






<xs:attribute name="serviceId" type="xs:anyURI"/>






<xs:attribute name="serviceClass" type="xs:string" use="optional"/>
<xs:anyAttribute processContents="skip"/>





</xs:complexType>




</xs:element>




<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>


</xs:sequence>



<xs:attribute name="scheduleUpdate" type="xs:dateTime"/>


<xs:anyAttribute processContents="skip"/>

</xs:complexType>


<xs:complexType name="reoccurenceStartStopType">



<xs:sequence>




<xs:element name="start" type="xs:dateTime"/>




<xs:element name="stop" type="xs:dateTime"/>




<xs:element name="reoccurencePattern" type="xs:string" minOccurs="0"/>




<xs:element name="numberOfTimes" type="xs:unsignedInt" minOccurs="0"/>




<xs:element name="reoccurenceStopTime" type="xs:dateTime" minOccurs="0"/>



<xs:element name="index" type="xs:unsignedInt" minOccurs="0"/>



<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>


</xs:sequence>



<xs:anyAttribute processContents="skip"/>

</xs:complexType>


<xs:element name="scheduleDescription" type="scheduleDescriptionType"/>

</xs:schema>

End of THIRD CHANGE
FOURTH CHANGE
11.3
Service Protection Description Metadata Fragment
11.3.1
Definition of the Protection Description
The security description is referenced by the protectionDescriptionURI of a deliveryMethod element. The security description fragment shall be identified by the MIME type "application/mbms protection-description+xml" as defined in Annex C.6.

The root element of the security description is the securityDescription element. It contains three different elements, the keyId element identities the key(s) for each media flow, the keyManagement element the keymanagement servers that the load is distributed over and the parameters in use, and the fecProtection element that configures the FEC protection of the point to multi-point distributed key flows.

The keyManagement element defines the list of key management servers (i.e. BM-SC). The MBMS UE must register with a key management server to receive key material. A receiver shall select a key managment server following the same procedure defined for selecting a file repair server defined in sub-clause 9.3.5.

The attribute uiccKeyManagement defines whether UICC based key management is required for the present MBMS User Service.

The offsetTime and randomTimePeriod attributes define the back off behavior of the UE when requesting MSKs. This uses the procedure defined in sub-clause 9.3.4 where offsetTime specifies the offset time defined in sub-clause 9.3.4.1 and randomTimePeriod the length of the random window in accordance with sub-clause 9.3.4.2. The units for both attributes are in seconds.

The element keyId contains a list of media flows for which keys are required. For each media flow a key identifier is provided in addition to that media flows additional security parameters. The media flow is identified by a destination tuple providing an address followed by a port number separated by a "/", i.e. <IP-destination-address>/<destination-port>. The port number is for RTP session the RTP port number, and not RTCP's. The MSK element identifies the key uniquely by specifying both the keyDomainID and the MSKID as defined in sub-clause 6.3.2.1 of 3GPP TS 33.246 [20]. The MSKID is 4 bytes long binary with byte 3 and 4 equal to 0x00, i.e. the current key that are base64 [82] when written into the element. The keyDomainID is a 3 byte long binary value as specified in sub-clause 6.3.2.1 of [20] and shall also be base64 encoded when written in the XML document.

The presence of the fecProtection element indicates that any MIKEY packet with an multicast destination IP address equal to any of the used destination address in the User Service Bundle Description instance’s delivery methods, are FEC protected and encapsulated in FEC source packets, see sub-clause 8.2.2.4. The attributes fecEncodingId, fecInstanceID, and fecOtiExtension specify the FEC payload ID used in the source packet. All service protection descriptions referenced by a User Service Bundle Description instance shall use the same FEC parameters. 

The schema filename of Security Description (as defined below) is “security.xsd”.
<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns="urn:3GPP:metadata:2005:MBMS:securityDescription" xmlns:xs="http://www.w3.org/2001/XMLSchema" targetNamespace="urn:3GPP:metadata:2005:MBMS:securityDescription" elementFormDefault="qualified">


<xs:element name="securityDescription" type="securityDescriptionType"/>


<xs:complexType name="securityDescriptionType">



<xs:sequence>




<xs:element name="keyManagement" type="keyManagementType" minOccurs="0"/>




<xs:element name="keyId" type="keyIdType" maxOccurs="unbounded"/>




<xs:element name="fecProtection" type="fecProtectionType" minOccurs="0"/>




<xs:any namespace="##other" minOccurs="0" maxOccurs="unbounded" processContents="lax"/>



</xs:sequence>



<xs:anyAttribute processContents="skip"/>


</xs:complexType>


<xs:complexType name="keyManagementType">



<xs:sequence>




<xs:element name="serverURI" type="xs:anyURI" maxOccurs="unbounded"/>




<xs:any namespace="##other" minOccurs="0" maxOccurs="unbounded" processContents="lax"/>



</xs:sequence>



<xs:attribute name="offsetTime" type="xs:unsignedLong" use="optional" default="0"/>



<xs:attribute name="randomTimePeriod" type="xs:unsignedLong" use="optional" default="0"/>



<xs:attribute name="uiccKeyManagement" type="xs:boolean" use="optional" default="true"/>



<xs:anyAttribute processContents="skip"/>


</xs:complexType>


<xs:complexType name="keyIdType">



<xs:sequence>




<xs:element name="mediaFlow" maxOccurs="unbounded">





<xs:complexType>






<xs:sequence>







<xs:element name="MSK" type="MSKType" maxOccurs="1"/>






</xs:sequence>






<xs:attribute name="flowID" type="xs:string" use="required"/>






<xs:anyAttribute processContents="skip"/>





</xs:complexType>




</xs:element>



</xs:sequence>


</xs:complexType>


<xs:complexType name="fecProtectionType">



<xs:attribute name="fecEncodingId" type="xs:unsignedLong" use="optional" default="0"/>



<xs:attribute name="fecInstanceId" type="xs:unsignedLong" use="optional"/>



<xs:attribute name="fecOtiExtension" type="xs:string" use="optional"/>



<xs:anyAttribute processContents="skip"/>


</xs:complexType>


<xs:complexType name="MSKType">



<xs:sequence>




<xs:element name="keyDomainID" type="xs:base64Binary" minOccurs="1" maxOccurs="1"/>




<xs:element name="MSKID" type="MSKIDType" minOccurs="1" maxOccurs="1"/>





</xs:sequence>


</xs:complexType>


<xs:simpleType name="MSKIDType">



<xs:restriction base="xs:base64Binary">




<xs:length value="4"/>



</xs:restriction>


</xs:simpleType>

</xs:schema>

11.3.2
Example of a Security Description:

<?xml version="1.0" encoding="UTF-8"?>

<securityDescription 


xmlns="urn:3GPP:metadata:2005:MBMS:securityDescription" 


xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xsi:schemaLocation="urn:3GPP:metadata:2005:MBMS:securityDescription security.xsd">

<keyManagement



offsetTime="5"



randomTimePeriod="10"



uiccKeyManagement="true">



<serverURI>http://register.operator.umts/</serverURI>



<serverURI>http://register2.operator.umts/</serverURI>


</keyManagement>


<keyId>



<mediaFlow flowID="224.1.2.3/4002">




<MSK>





<keyDomainID>aMoM</keyDomainID>





<MSKID>aMoAAA==</MSKID>




</MSK>



</mediaFlow>



<mediaFlow flowID="224.1.2.3/4004">




<MSK>





<keyDomainID>GM8M</keyDomainID>





<MSKID>aMkAAA==</MSKID>




</MSK>



</mediaFlow>


</keyId>


<fecProtection



fecEncodingId="1"



fecInstanceId="0"



fecOtiExtension="1SCxWEMNe397m24SwgyRhg=="/>

</securityDescription>

End of FOURTH CHANGE
FIFTH CHANGE
11.4
Service Protection Registration Format

11.4.1
Data Format

The below XML schema defines a format used to register to the keymanagement servers according to the procedure in TS 33.246. The MIME type for this format is defined in appendix C.9.  The serviceID element identifies the service uniquely and is the same serviceID used in the userServiceDescription format defined in sub-clause 11.2.1. The schema filename of service protection registration is SecurityRegistration.xsd.
<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" 


targetNamespace="urn:3GPP:metadata:2005:MBMS:securityRegistration"


elementFormDefault="qualified" attributeFormDefault="unqualified">


<xs:element name="mbmsSecurityRegister">



<xs:annotation>




<xs:documentation>MBMS Security Registration according to TS 33.246</xs:documentation>



</xs:annotation>



<xs:complexType>




<xs:sequence>





<xs:element name="serviceID" type="xs:anyURI" maxOccurs="unbounded" minOccurs="1"/>





<xs:any namespace="##other" minOccurs="0" maxOccurs="unbounded" 






processContents="lax"/>



</xs:sequence>



<xs:anyAttribute processContents="skip"/>


</xs:complexType>


</xs:element>

</xs:schema>

11.4.2
Example

The below example is used to register to a service identifed by the serviceID " urn:3gpp:mbms:example:serivce:identification:123456789abcdef".

<?xml version="1.0" encoding="UTF-8"?>

<mbmsSecurityRegister xmlns="urn:3GPP:metadata:2005:MBMS:securityRegistration" 

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xsi:schemaLocation="urn:3GPP:metadata:2005:MBMS:securityRegistration SecurityRegistration.xsd">


<serviceID>urn:3gpp:mbms:example:serivce:identification:123456789abcdef</serviceID>

</mbmsSecurityRegister>

End of FIFTH CHANGE
SIXTH CHANGE
11.5
Service Protection De-Registration Format

11.5.1
Data Format

This format is used to de-register from the keymanagement server(s) according to the procedure in TS 33.246. The MIME type for this format is defined in appendix C.10. The serviceID element is defined exactly as in sub-clause 11.4.1. The schema filename of service protection de-registration is SecurityDeregistration.xsd.
<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" 


targetNamespace="urn:3GPP:metadata:2005:MBMS:securityDeregistration"


elementFormDefault="qualified" attributeFormDefault="unqualified">


<xs:element name="mbmsSecurityDeregister">



<xs:annotation>




<xs:documentation>MBMS Security Deregistration according to TS 33.246</xs:documentation>



</xs:annotation>



<xs:complexType>




<xs:sequence>





<xs:element name="serviceID" type="xs:anyURI" maxOccurs="unbounded" minOccurs="1"/>





<xs:any namespace="##other" minOccurs="0" maxOccurs="unbounded" 






processContents="lax"/>




</xs:sequence>



<xs:anyAttribute processContents="skip"/>


</xs:complexType>



</xs:element>

</xs:schema>

11.5.2
Example

The below example is used to de-register from the services identifed by the serviceID " urn:3gpp:mbms:example:serivce:identification:123456789abcdef".

<?xml version="1.0" encoding="UTF-8"?>

<mbmsSecurityDeregister xmlns="urn:3GPP:metadata:2005:MBMS:securityDeregistration" 

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:3GPP:metadata:2005:MBMS:securityDeregistration SecurityDeregistration.xsd">


<serviceID>urn:3gpp:mbms:example:serivce:identification:123456789abcdef</serviceID>

</mbmsSecurityDeregister>
End of SIXTH CHANGE
SEVENTH CHANGE
11.6
Service Protection MSK Request Format

11.6.1
Data Format

This format is used to request from the keymanagement server(s) the delivery of one or more MSK identities as defined in sub-clause 11.3.1. The MIME type for this format is defined in appendix C.8. The schema filename of service protection MSK request format is mskRequest.xsd.
<?xml version="1.0" encoding="UTF-8"?>

<xs:schema 


xmlns:xs="http://www.w3.org/2001/XMLSchema"


xmlns="urn:3GPP:metadata:2005:MBMS:mskRequest"


targetNamespace="urn:3GPP:metadata:2005:MBMS:mskRequest" 


elementFormDefault="qualified" 


attributeFormDefault="unqualified">


<xs:element name="mbmsMSKRequest">



<xs:annotation>




<xs:documentation>





MBMS MSK Request as defined by 3GPP TS 26.346 and 3GPP TS 33.246




</xs:documentation>



</xs:annotation>



<xs:complexType>




<xs:sequence>





<xs:element name="MSK" type="MSKType" minOccurs="1" maxOccurs="unbounded"/>




</xs:sequence>




<xs:anyAttribute processContents="skip"/>


</xs:complexType>


</xs:element>


<xs:complexType name="MSKType">



<xs:sequence>




<xs:element name="keyDomainID" type="xs:base64Binary" minOccurs="1" maxOccurs="1"/>




<xs:element name="MSKID" type="MSKIDType" minOccurs="1" maxOccurs="1"/>





</xs:sequence>


</xs:complexType>


<xs:simpleType name="MSKIDType">




<xs:restriction base="xs:base64Binary">





<xs:length value="4"/>




</xs:restriction>


</xs:simpleType>

</xs:schema>

11.6.2
Example

The below example is used to request a single MSK with keyDomainID "uHCd" and a MSK ID part "aMkAAA==".

<?xml version="1.0" encoding="UTF-8"?>

<mbmsMSKRequest 

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

xmlns="urn:3GPP:metadata:2005:MBMS:mskRequest" 
xsi:schemaLocation="urn:3GPP:metadata:2005:MBMS:mskRequest mskRequest.xsd">


<MSK>



<keyDomainID>uHCd</keyDomainID>



<MSKID>aMkAAA==</MSKID>


</MSK>

</mbmsMSKRequest>
End of SEVENTH CHANGE
EIGHTH CHANGE
11.7
Service Protection Registration and De-Registration Response Format
11.7.1
Data Format

This format is used in the response of the keymanagement server(s) to a Service Protection Registration or De-Registration message. Service Protection Registration message format is defined in clause 11.4 and the Service Protection De-Registration message format in clause 11.5. The format of the response codes are defined in 3GPP TS 33.246 [20]. The MIME Media type for this format is defined in appendix C.13. The schema filename of service protection registration and de-registration response format is securityRegistrationResponse.xsd.
<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns="urn:3GPP:metadata:2005:MBMS:securityRegistrationResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema" targetNamespace="urn:3GPP:metadata:2005:MBMS:securityRegistrationResponse" elementFormDefault="qualified" attributeFormDefault="unqualified">


<xs:element name="mbmsSecurityRegisterResponse">



<xs:annotation>




<xs:documentation>MBMS Security Registration Response according to TS 33.246</xs:documentation>



</xs:annotation>



<xs:complexType>




<xs:sequence>





<xs:element name="Response" type="ResponseType" maxOccurs="unbounded"/>





<xs:any namespace="##other" minOccurs="0" maxOccurs="unbounded"/>




</xs:sequence>



</xs:complexType>


</xs:element>


<xs:complexType name="ResponseType">



<xs:sequence>




<xs:element name="serviceID" type="xs:anyURI"/>




<xs:element name="ResponseCode" type="xs:string"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>

</xs:schema>

11.7.2
Example

<?xml version="1.0" encoding="UTF-8"?>

<mbmsSecurityRegisterResponse xmlns="urn:3GPP:metadata:2005:MBMS:securityRegistrationResponse" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:3GPP:metadata:2005:MBMS:securityRegistrationResponse securityRegistrationResponse.xsd">


<Response>



<serviceID>urn:3gpp:mbms:example:service:identification:123456789abcdef</serviceID>



<ResponseCode>200 OK</ResponseCode>


</Response>


<Response>


<serviceID>urn:3gpp:mbms:example:service:identification:fedcba987654321</serviceID>


<ResponseCode>200 OK</ResponseCode>

</Response>
</mbmsSecurityRegisterResponse>

End of EIGHTH CHANGE
NINTH CHANGE
11.8
Service Protection MSK Response Format
11.8.1
Data Format

This format is used in the response of the keymanagement server(s) to an MSK Request message. The MSK Request message format is defined in clause 11.6. The format of the response codes are defined in 3GPP TS 33.246 [20]. The MIME Media type for this format is defined in appendix C.12. The schema filename of service protection MSK response format is mskResponse.xsd.
<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns="urn:3GPP:metadata:2005:MBMS:mskResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema" targetNamespace="urn:3GPP:metadata:2005:MBMS:mskResponse" elementFormDefault="qualified" attributeFormDefault="unqualified">


<xs:element name="mbmsMSKResponse">



<xs:annotation>




<xs:documentation>MBMS Security MSK Request Response according to TS 33.246</xs:documentation>



</xs:annotation>



<xs:complexType>




<xs:sequence>





<xs:element name="Response" type="ResponseType" maxOccurs="unbounded"/>





<xs:any namespace="##other" minOccurs="0" maxOccurs="unbounded"/>




</xs:sequence>



</xs:complexType>


</xs:element>


<xs:complexType name="MSKType">



<xs:sequence>




<xs:element name="keyDomainID" type="xs:base64Binary"/>




<xs:element name="MSKID" type="MSKIDType"/>



</xs:sequence>


</xs:complexType>


<xs:simpleType name="MSKIDType">



<xs:restriction base="xs:base64Binary">




<xs:length value="4"/>



</xs:restriction>


</xs:simpleType>


<xs:complexType name="ResponseType">



<xs:sequence>




<xs:element name="MSK" type="MSKType"/>




<xs:element name="ResponseCode" type="xs:string"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>

</xs:schema>

11.8.2
Example

<?xml version="1.0" encoding="UTF-8"?>

<mbmsMSKResponse xmlns="urn:3GPP:metadata:2005:MBMS:mskResponse" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="urn:3GPP:metadata:2005:MBMS:mskResponse mskResponse.xsd">


<Response>



<MSK>




<keyDomainID>uHCd</keyDomainID>




<MSKID>aMkAAA==</MSKID>



</MSK>



<ResponseCode>200 OK</ResponseCode>


</Response>


<Response>



<MSK>




<keyDomainID>uHCd</keyDomainID>




<MSKID>JMtEAA==</MSKID>



</MSK>



<ResponseCode>200 OK</ResponseCode>


</Response>
</mbmsMSKResponse>

END OF CHANGE
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