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FIRST CHANGE
11.3.1
Definition of the Protection Description
The security description is referenced by the protectionDescriptionURI of a deliveryMethod element. The security description fragment shall be identified by the MIME type "application/mbms protection-description+xml" as defined in Annex C.6.

The root element of the security description is the securityDescription element. It contains three different elements, the keyId element identities the key(s) for each media flow, the keyManagement element the keymanagement servers that the load is distributed over and the parameters in use, and the fecProtection element that configures the FEC protection of the point to multi-point distributed key flows.

The keyManagement element defines the list of key management servers (i.e. BM-SC). The MBMS UE must register with a key management server to receive key material. A receiver shall select a key managment server following the same procedure defined for selecting a file repair server defined in sub-clause 9.3.5.

The attribute uiccKeyManagement defines whether UICC based key management is required for the present MBMS User Service.

The offsetTime and randomTimePeriod attributes define the back off behavior of the UE when requesting MSKs. This uses the procedure defined in sub-clause 9.3.4 where offsetTime specifies the offset time defined in sub-clause 9.3.4.1 and randomTimePeriod the length of the random window in accordance with sub-clause 9.3.4.2. The units for both attributes are in seconds.

The element keyId contains a list of media flows for which keys are required. For each media flow a key identifier is provided in addition to that media flows additional security parameters. The media flow is identified by a destination tuple providing an address followed by a port number separated by a "/", i.e. <IP-destination-address>/<destination-port>. The port number is for RTP session the RTP port number, and not RTCP's. The MSK element identifies the key uniquely by specifying both the keyDomainID and the MSKID as defined in sub-clause 6.3.2.1 of 3GPP TS 33.246 [20]. The MSKID is 4 bytes long binary with byte 3 and 4 equal to 0x00, i.e. the current key that are base64 [82] when written into the element. The keyDomainID is a 3 byte long binary value as specified in sub-clause 6.3.2.1 of [20] and shall also be base64 encoded when written in the XML document.



The presence of the fecProtection element indicates that any MIKEY packet with an multicast destination IP address equal to any of the used destination address in the User Service Bundle Description instance’s delivery methods, are FEC protected and encapsulated in FEC source packets, see sub-clause 8.2.2.4. The attributes fecEncodingId, fecInstanceID, and fecOtiExtension specify the FEC payload ID used in the source packet. All service protection descriptions referenced by a User Service Bundle Description instance shall use the same FEC parameters. 

XML schema for Security Description:

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns="urn:3GPP:metadata:2005:MBMS:securityDescription" xmlns:xs="http://www.w3.org/2001/XMLSchema" targetNamespace="urn:3GPP:metadata:2005:MBMS:securityDescription" elementFormDefault="qualified">


<xs:element name="securityDescription" type="securityDescriptionType"/>


<xs:complexType name="securityDescriptionType">



<xs:sequence>




<xs:element name="keyManagement" type="keyManagementType" minOccurs="0"/>




<xs:element name="keyId" type="keyIdType" maxOccurs="unbounded"/>




<xs:element name="fecProtection" type="fecProtectionType" minOccurs="0"/>




<xs:any namespace="##other" minOccurs="0" maxOccurs="unbounded" processContents="lax"/>



</xs:sequence>



<xs:anyAttribute processContents="skip"/>


</xs:complexType>


<xs:complexType name="keyManagementType">



<xs:sequence>




<xs:element name="serverURI" type="xs:anyURI" maxOccurs="unbounded"/>




<xs:any namespace="##other" minOccurs="0" maxOccurs="unbounded" processContents="lax"/>



</xs:sequence>



<xs:attribute name="offsetTime" type="xs:unsignedLong" use="optional" default="0"/>



<xs:attribute name="randomTimePeriod" type="xs:unsignedLong" use="optional" default="0"/>



<xs:attribute name="uiccKeyManagement" type="xs:boolean" use="optional" default="true"/>



<xs:anyAttribute processContents="skip"/>


</xs:complexType>


<xs:complexType name="keyIdType">



<xs:sequence>




<xs:element name="mediaFlow" maxOccurs="unbounded">





<xs:complexType>






<xs:sequence>







<xs:element name="MSK" type="MSKType" maxOccurs="1"/>






</xs:sequence>






<xs:attribute name="flowID" type="xs:string" use="required"/>















<xs:anyAttribute processContents="skip"/>





</xs:complexType>




</xs:element>



</xs:sequence>


</xs:complexType>


<xs:complexType name="fecProtectionType">



<xs:attribute name="fecEncodingId" type="xs:unsignedLong" use="optional" default="0"/>



<xs:attribute name="fecInstanceId" type="xs:unsignedLong" use="optional"/>



<xs:attribute name="fecOtiExtension" type="xs:string" use="optional"/>



<xs:anyAttribute processContents="skip"/>


</xs:complexType>


<xs:complexType name="MSKType">



<xs:sequence>




<xs:element name="keyDomainID" type="xs:base64Binary" minOccurs="1" maxOccurs="1"/>




<xs:element name="MSKID" type="MSKIDType" minOccurs="1" maxOccurs="1"/>





</xs:sequence>


</xs:complexType>


<xs:simpleType name="MSKIDType">



<xs:restriction base="xs:base64Binary">




<xs:length value="4"/>



</xs:restriction>


</xs:simpleType>

</xs:schema>

SECOND CHANGE
11.3.2
Example of a Security Description:

<?xml version="1.0" encoding="UTF-8"?>

<securityDescription 


xmlns="urn:3GPP:metadata:2005:MBMS:securityDescription" 


xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">


<keyManagement



offsetTime="5"



randomTimePeriod="10"



uiccKeyManagement="true">



<serverURI>http://register.operator.umts/</serverURI>



<serverURI>http://register2.operator.umts/</serverURI>


</keyManagement>


<keyId>



<mediaFlow flowID="224.1.2.3/4002">




<MSK>





<keyDomainID>aMoM</keyDomainID>





<MSKID>aMoAAA==</MSKID>




</MSK>



</mediaFlow>



<mediaFlow flowID="224.1.2.3/4004" >




<MSK>





<keyDomainID>GM8M</keyDomainID>





<MSKID>aMkAAA==</MSKID>




</MSK>



</mediaFlow>


</keyId>


<fecProtection



fecEncodingId="1"



fecInstanceId="0"



fecOtiExtension="1SCxWEMNe397m24SwgyRhg=="/>

</securityDescription>

THIRD CHANGE
8.2.2.15
Signalling example for FEC

This sub-clause contains a complete signalling example for a MBMS multicast mode session using FEC with a Service description, a SDP for the streaming delivery method, a SDP for the FEC repair stream, and a security description. 

The following is an example bundleDescription. 

<?xml version="1.0" encoding="UTF-8"?>

<bundleDescription

xmlns="urn:3GPP:metadata:2005:MBMS:userServiceDescription"

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"


fecDescriptionURI="http://www.example.com/3gpp/mbms/session1-fec.sdp">


<userServiceDescription


serviceId="urn:3gpp:0010120123hotdog">



<deliveryMethod




sessionDescriptionURI="http://www.example.com/3gpp/mbms/session1.sdp"





protectionDescriptionURI="http://www.example.com/3gpp/mbms/sec-descript"/>


</userServiceDescription>


</bundleDescription>

The security description has the URI: http://www.example.com/3gpp/mbms/sec-descript 

<?xml version="1.0" encoding="UTF-8"?>

<securityDescription 


xmlns="urn:3GPP:metadata:2005:MBMS:securityDescription" 


xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"


confidentialityProtection="true" 


integrityProtection="true" 


uiccKeyManagement="true"


<keyManagement



waitTime="5"



maxBackOff="10">



<serverURI>http://register.example.com/</serverURI>



<serverURI>http://register2.example.com/</serverURI>


</keyManagement>


<keyId>



<mediaFlow flowID="FF1E:03AD::7F2E:172A:1E24/4002">




<MSK>





<keyDomainID>aMoM</keyDomainID>





<MSKID>aMoAAA==</MSKID>




</MSK>



</mediaFlow>



<mediaFlow flowID="FF1E:03AD::7F2E:172A:1E24/4004" >




<MSK>





<keyDomainID>GM8M</keyDomainID>





<MSKID>aMkAAA==</MSKID>




</MSK>



</mediaFlow>


</keyId>


<fecProtection



fecEncodingId="1"

        fecOtiExtension="ACAEAA=="/>

</securityDescription>

An example of how the SDP http://www.example.com/3gpp/mbms/session1.sdp could look for a session containing two media streams that are FEC protected. In this example we have assumed an audiovisual stream, using 56 kbps for video and 12 kbps for audio. In addition another 300 bits/second of RTCP packets from the source is used for the each of the sessions. Hence, the total media session bandwidth is 56+12+0.3+0.3 = 68.6 kbps. 

v=0
o=ghost 2890844526 2890842807 IN IP6 2001:210:1:2:240:96FF:FE25:8EC9
s=3GPP MBMS Streaming SDP Example
i=Example of MBMS streaming SDP file
u=http://www.infoserver.example.com/ae600
e=ghost@mailserver.example.com
c=IN IP6 FF1E:03AD::7F2E:172A:1E24
t=3034423619 3042462419

b=AS:62

b=TIAS: 60500

a=maxprate: 25

a=source-filter: incl IN IP6 * 2001:210:1:2:240:96FF:FE25:8EC9

a=FEC-declaration:0 encoding-id=1

m=video 4002 UDP/MBMS-FEC/RTP/AVP 96

b=TIAS:55000

b=RR:0

b=RS:300

a=rtpmap:96 H263-2000/90000
a=fmtp:96 profile=3;level=10
a=framesize:96 176-144
a=FEC:0

a=maxprate:15

m=audio 4004 UDP/MBMS-FEC/RTP/AVP 98

b=TIAS: 11500

b=RR:0

b=RS:300

a=rtpmap:98 AMR/8000

a=fmtp:98 octet-align=1
a=FEC:0

a=maxprate:10
The FEC stream used to protect the above RTP sessions and a MIKEY key stream has the below SDP (http://www.example.com/3gpp/mbms/session1-fec.sdp):

v=0
o=ghost 2890844526 2890842807 IN IP6 2001:210:1:2:240:96FF:FE25:8EC9
s=3GPP MBMS Streaming FEC SDP Example
i=Example of MBMS streaming SDP file
u=http://www.infoserver.example.com/ae600
e=ghost@mailserver.example.com
c=IN IP6 FF1E:03AD::7F2E:172A:1E24
t=3034423619 3042462419

b=AS:15

a=FEC-declaration:0 encoding-id=1

a=FEC-OTI-extension:0 ACAEAA==
a=mbms-repair: 0 min-buffer-time=2600

a=source-filter: incl IN IP6 * 2001:210:1:2:240:96FF:FE25:8EC9

m=application 4006 UDP/MBMS-REPAIR *

b=AS:15

a=FEC:0 

a=mbms-flowid: 1=FF1E:03AD::7F2E:172A:1E24/4002, 2=FF1E:03AD::7F2E:172A:1E24/4003, 3=FF1E:03AD::7F2E:172A:1E24/4004, 4=FF1E:03AD::7F2E:172A:1E24/4005, 5=FF1E:03AD::7F2E:172A:1E24/2269
a=X-3gpp-FEC-Interleaving: 1="reverse", 2="ordered"
A more traditional FEC configuration is shown below. The audio and video media components use different FEC repair flows. The same principle can also be applied when bundling several user services together.

 <?xml version="1.0" encoding="UTF-8"?>

<bundleDescription

xmlns="urn:3GPP:metadata:2005:MBMS:userServiceDescription"

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"


fecDescriptionURI="http://www.example.com/3gpp/mbms/session2-fec.sdp">


<userServiceDescription


serviceId="urn:3gpp:0010120123hotdog">



<deliveryMethod




sessionDescriptionURI="http://www.example.com/3gpp/mbms/session2.sdp"/>


</userServiceDescription>


</bundleDescription>

The SDP file from above is modified to use two different FEC flows.

v=0
o=ghost 2890844526 2890842807 IN IP6 2001:210:1:2:240:96FF:FE25:8EC9
s=3GPP MBMS Streaming SDP Example
i=Example of MBMS streaming SDP file
u=http://www.infoserver.example.com/ae600
e=ghost@mailserver.example.com
c=IN IP6 FF1E:03AD::7F2E:172A:1E24
t=3034423619 3042462419

b=AS:62

b=TIAS: 60500

a=maxprate: 25

a=source-filter: incl IN IP6 * 2001:210:1:2:240:96FF:FE25:8EC9

m=video 4002 UDP/MBMS-FEC/RTP/AVP 96

b=TIAS:55000

b=RR:0

b=RS:300

a=FEC-declaration:0 encoding-id=1

a=rtpmap:96 H263-2000/90000
a=fmtp:96 profile=3;level=10
a=framesize:96 176-144
a=FEC:0

a=maxprate:15

m=audio 4004 UDP/MBMS-FEC/RTP/AVP 98

b=TIAS: 11500

b=RR:0

b=RS:300

a=FEC-declaration:1 encoding-id=1

a=rtpmap:98 AMR/8000

a=fmtp:98 octet-align=1
a=FEC:1

a=maxprate:10
The SDP file for the two FEC streams

v=0
o=ghost 2890844526 2890842807 IN IP6 2001:210:1:2:240:96FF:FE25:8EC9
s=3GPP MBMS Streaming FEC SDP Example
i=Example of MBMS streaming SDP file
u=http://www.infoserver.example.com/ae600
e=ghost@mailserver.example.com
t=3034423619 3042462419

b=AS:15

a=source-filter: incl IN IP6 * 2001:210:1:2:240:96FF:FE25:8EC9

m=application 4006 UDP/MBMS-REPAIR *

c=IN IP6 FF1E:03AD::7F2E:172A:1E24

b=AS:15

a=FEC-declaration:0 encoding-id=1

a=FEC-OTI-extension:0 ACAEAA==
a=mbms-repair: 0 min-buffer-time=2600

a=FEC:0 

a=mbms-flowid: 1=FF1E:03AD::7F2E:172A:1E24/4002, 2=FF1E:03AD::7F2E:172A:1E24/4003

m=application 4008 UDP/MBMS-REPAIR *

c=IN IP6 FF1E:03AD::7F2E:172A:1E24
b=AS:15

a=FEC-declaration:1 encoding-id=1

a=FEC-OTI-extension:1 ACAEAA==

a=mbms-repair: 1 min-buffer-time=2600

a=FEC:1 

a=mbms-flowid: 3=FF1E:03AD::7F2E:172A:1E24/4004, 4=FF1E:03AD::7F2E:172A:1E24/4005

�PAGE \# "'Page: '#'�'"  �� � HYPERLINK "http://www.3gpp.org/ftp/Information/DocNum_FTP_structure_V3.zip" ��Document numbers� are allocated by the Working Group Secretary.   Use the format of document number specified by the � HYPERLINK "http://www.3gpp.org/About/WP.htm" ��3GPP Working Procedures�.


�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least four digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line, but if this is not possible, do not enter hard new-line characters.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.


For CRs agreed at Working Group level, the identity of the WG.  Use the format "xn" where �	x = "C" for TSG CT, "R" for TSG RAN, "S" for TSG SA, "G" for TSG GERAN; �PAGE \# "'Page: '#'�'"  ���	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "P". �Examples: "C4", "R5", "G3new", "SP".


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, A, B & C CRs for Release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See �� HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm" ��http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm� .


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2006.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed. For more detailed help on interpreting these categories, see Technical Report �HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm"��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR were to be rejected. It is mandatory to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.   Be as specific as possible (ie list each subclause, not just the umbrella clause).


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected and the CRs which are linked. This is particularly important where the affected specs belong to a different working group than that which will agree the present CR.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





