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1 Introduction
This document discusses content protection and DRM information used in Adaptive HTTP Streaming, and proposes to improve the current in-band option of using the MPD to specify this kind of information, in order to allow better interoperability at encryption key transport, rights specification.
2 Discussion 
In current specification, there is an element named ContentProtection defined on the representation level of the MPD, as below:

	
	
	
	ContentProtection
	E
	0, 1
	O
	This element provides information about the use of content protection for the segments of this representation.
When not present the content is not encrypted or DRM protected.

	
	
	
	
	SchemeInformation
	E
	0,1
	O
	This element gives the information about the used content protection scheme. The element can be extended to provide more scheme specific information.

	
	
	
	
	schemeIdUri
	A
	
	O
	Provides an absolute URL to identify the scheme. The definition of this element is specific to the scheme employed for content protection.


Any content protection or DRM scheme can be used and specified in the element. This certainly provides a level of flexibility that AHS is independent of any specific content protection or DRM scheme, but also makes it not self-contained when desired and not quite interoperable at the level of information provided within the element SchemeInformation. For example, when content offered needs DRM protection, a service provider has to deploy at least one DRM system and clients need to figure out how the DRM system and the AHS system interacts, e.g., the order of invoking the DRM and AHS systems, where to get necessary DRM information such as on encryption, rights. This may result in different user experiences when AHS clients are implemented by different vendors.
This proposal is to attempt to provide a self-contained solution for Adaptive HTTP Streaming with respect to delivering information on content protection and DRM within the MPD, in order to improve the existing specification.
We propose to refine the ContentProtection element to signal and/or carry information on content encryption and usage rights
Content Encryption
For content encryption, standard encryption algorithms such as AES-128 with CBC or CTR mode can be chosen, and their related information like algorithm name, mode, key length, and key can be conveyed in the MPD itself, using an element ContentEncryption. 
	
	
	
	
	ContentEncryption
	E
	0, 1
	O
	Provide information on content encryption. 

	
	
	
	
	
	contentEncryptionUri
	A
	
	O
	Provides an URI to information on content encryption. When present, the information it refers to overwrites any information carried within the element ContentEncryption. 

	
	
	
	
	
	EncryptionServerUrl
	A
	
	O
	Provides an URI to a Server who can provide information on content encryption. When present, the information it refers to overwrites any information carried within the element ContentEncryption and the attribute ContentEncryptionUri.


Using this element, one can, for instance, use the W3C XML Encryption [1] to specify content encryption information within the MPD. 

An example is one level symmetric key encryption of content. The following XML segment shows that the content encryption uses algorithm AES-128 in the CTR mode with a symmetric key named “”John Smith” (whose delivery is out of band):

<ContentEncryption>

  <EncryptedData 

    Type='http://www.w3.org/2001/04/xmlenc#Element'

    xmlns='http://www.w3.org/2001/04/xmlenc#'>

    <EncryptionMethod

      Algorithm='http://www.w3.org/2001/04/xmlenc#aes128-ctr'/>

    <KeyInfo xmlns='http://www.w3.org/2000/09/xmldsig#'>

      <KeyName>John Smith</KeyName>

    </KeyInfo>

  </EncryptedData>
</ContentEncryption>
Another example is two level symmetric key encryption of content. The following XML segment shows that the content encryption uses algorithm AES-128 in the CTR mode with a symmetric key whose encryption uses the AES-128 key wrap algorithm with a key named “John Smith” (whose delivery is out of band) and cipher data “IWijxQjUrcXBYo...”:

<ContentEncryption>

  <EncryptedData Type='http://www.w3.org/2001/04/xmlenc#Element'

    xmlns='http://www.w3.org/2001/04/xmlenc#'>

    <EncryptionMethod

      Algorithm='http://www.w3.org/2001/04/xmlenc#aes128-ctr'/>

    <KeyInfo xmlns='http://www.w3.org/2000/09/xmldsig#'>

      <EncryptedKey xmlns='http://www.w3.org/2001/04/xmlenc#'>

        <EncryptionMethod 

          Algorithm='http://www.w3.org/2001/04/xmlenc#kw-aes128'/>

        <KeyInfo xmlns='http://www.w3.org/2000/09/xmldsig#'>

          <KeyName>John Smith</KeyName>

        </KeyInfo>

        <CipherData>

          <CipherValue>IWijxQjUrcXBYo...</CipherValue>

        </CipherData>

      </EncryptedKey>

    </KeyInfo>

  </EncryptedData>

</ContentEncryption>

Yet another example is two level public key encryption of content. The following XML segment shows that the content encryption uses algorithm AES-128 in the CTR mode with a public key whose encryption uses the RSA-1.5 public key algorithm with a public key named “Sally Doe” (whose private key delivery is out of band) and cipher data “yMTEyOTA1M...”:

<ContentEncryption>

  <EncryptedData Type='http://www.w3.org/2001/04/xmlenc#Element'

    xmlns='http://www.w3.org/2001/04/xmlenc#'>

    <EncryptionMethod

      Algorithm='http://www.w3.org/2001/04/xmlenc#tripledes-cbc'/>

    <KeyInfo xmlns='http://www.w3.org/2000/09/xmldsig#'>

      <EncryptedKey xmlns='http://www.w3.org/2001/04/xmlenc#'>

        <EncryptionMethod 

          Algorithm='http://www.w3.org/2001/04/xmlenc#rsa-1_5'/>

        <KeyInfo xmlns='http://www.w3.org/2000/09/xmldsig#'>

          <KeyName>Sally Doe</KeyName>

        </KeyInfo>

        <CipherData>

          <CipherValue>yMTEyOTA1M...</CipherValue>

        </CipherData>

      </EncryptedKey>

    </KeyInfo>

  </EncryptedData>

</ContentEncryption>

Usage Rights

For usage rights associated with content, rights expressions or licenses, such as written in MPEG-21 REL DAC profile [2] and OMA DREL [3], can be conveyed in the MPD itself, using an element UsageRights. 
	
	
	
	
	UsageRights
	E
	0, 1
	O
	Provide information on usage rights for associated content. 

	
	
	
	
	
	usageRightsUri
	A
	
	O
	Provides an URI to information on usage rights for associated content. When present, the information it refers to overwrites any information carried within the element UsageRights. 

	
	
	
	
	
	usageRightsServerUri
	A
	
	O
	Provides an URI to a Server who can provide information on usage rights for associated content. When present, the information it refers to overwrites any information carried within the element UsageRights and the attribute UsageRightsUri.


The following example uses the element to include a license in the MPEG-21 REL DAC profile [2] that grants the “play” right to a device with id “DE1234567”, under the condition that the 30 second content (e.g., a commercial) starting at the 10th minute cannot be skipped. 

<UsageRights>

<r:lincese xmlns:r="urn:mpeg:mpeg21:2003:01-REL-R-NS"
xmlns:m1x="urn:mpeg:mpeg21:2005:01-REL-M1X-NS" 
xmlns:m2x="urn:mpeg:mpeg21:2006:01-REL-M2X-NS" 
        <r:grant>


    <m1x:identityHolder licensePartId="deviceID">



<m1x:idSystem>urn:mpeg:mpeg21:2006-01-REL-M2X-NS:DM-01000</m1x:idSystem>



<m1x:idValue>DE1234567</m1x:idValue>


    </m1x:identityHolder>


    <m1x:play/>


    <r:digitalResource>



<r:nonSecureIndirect URI="urn:broadcast:news:2005_07_10-12H-00M"/>


    </r:digitalResource>


    <m2x:noskipConstraint>



<m2x:interval>



    <m2x:relStartTime>PT10M</m2x:relStartTime>



    <m2x:relDuration>PT30S</m2x:relDuration>



</m2x:interval>


    </m2x:noskipConstraint>

        </r:grant>
    </r:license>

</UsageRights>

3 Proposal
We propose to refine the ContentProtection element to signal and/or carry information on content encryption and usage rights
A CR is submitted together with this contribute. 
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