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1.  Introduction

The HTTP streaming extension to PSS and MBMS will specify HTTP/1.1-based delivery of progressive download, on-demand and live media over 3GPP radio access networks. This document provides guidelines and defines optional attributes to be added to the Media Presentation Description (MPD) to enable content protection for HTTP streaming. 

2.  Need for Content Protection in HTTP Streaming

A subset of media segments delivered through HTTP streaming are independently decodable. Unlike RTSP streaming, content delivered over HTTP is likely to be cached within the network and is arguably easier to save and replay at end clients.  Hence, it is essential for any HTTP streaming solution to give due consideration to content protection. 

Unless options and guidelines for content protection are provided it is likely that content owners (and hence content providers) will be hesitant to use the HTTP extension. It might also lead to multiple HTTP streaming implementations, each of which differ in how they enable content protection, resulting in interoperability problems. As a result, it is essential that the HTTP streaming extension provides guidelines and defines mechanisms for content protection.

3.  Guidelines for Content Protection

3.1  Transport Security

For transport security, including protection from eavesdroppers and man-in-the-middle attacks, a content provider may choose to use the Hypertext Transfer Protocol Secure (HTTPS) protocol instead of HTTP for URLs. 

The use of HTTPS for delivering media segments is discouraged because it inhibits caching at proxies and adds overhead at the server and the client. 

HTTPS may be used for delivering a Media Presentation Description (MPD).

If a content provider chooses to employ content encryption, HTTPS should be used for delivering keys to the client.

3.2 Content Caching and Expiration

The content caching mechanisms defined in HTTP/1.1 should be used by content providers to realize content expiration and control content caching. In particular, the Cache-Control and Expires headers in the HTTP response from the server can be configured. These headers can be used for controlling the caching and time validity of media segments, the MPD, or the keys. Note that content providers cannot assume that proxies will always obey these headers; content encryption guidelines in section 3.3 should be used in conjunction with transport security guidelines in section 3.1 to enforce content protection. 

If certain media segments or an MPD will be not be available at the server or should not be cached by proxies beyond a certain amount of time, the HTTP response header for those entities should contain an Expires header or a Cache-Control header with a max-age directive that reflects the intended time validity. 

The use of the following directives is discouraged for the delivery of media segments because it inhibits caching at proxies: Cache-Control: private, Cache-Control: no-cache, Cache-Control: no-store, or Expires: with a value less than or equal to the value of the Date header in the response.  One of these directives may be set for delivering an MPD or keys, as appropriate. 

Content providers can use the new AllowContentCaching attribute, defined in section 4.1, in the MPD to indicate whether a client can save a media segment (in persistent storage) for replaying it in the future. The addition of this attribute to the content access elements allows caching of media content at proxies (as per the Expires or Cache-Control headers) while preventing its permanent storage in conforming clients. 

3.3 Content Encryption

The HTTP streaming extension should adopt a flexible approach toward content encryption. As a result, the following are considered out of scope of this document:

· The encryption mechanism employed by the server for on-the-wire content protection, including the encryption scheme, and the key management system.

· The key management and content storage/protection system employed at the client. In particular, the streaming client can obtain keys and decrypt content on its own or delegate this responsibility to a separate DRM client.

· The mechanism used by the server to authenticate and authorize valid clients.

For each of these mechanisms, a content provider might choose from among multiple options, taking into account the capabilities of the client.  

However, enough information must be included in the MPD to identify the content protection system and enable a streaming client to do one of the following:

· contact the specified key server, acquire a set of correct keys, and decrypt content based on the specified parameters.

· identify a separate DRM client or DRM component to invoke and delegate the responsibilities of key acquisition and content decryption to this client. 

Note that we use the term DRM client or DRM component interchangeably in this document. 

The availability of a separate DRM client is not required in clients. In the common case, the streaming client is responsible for key acquisition and decryption if content is encrypted. It is the content provider’s responsibility to ensure that client capabilities are taken into account before starting delivery of encrypted content. 

The use of a separate DRM client, in conjunction with a non-prescriptive approach toward content encryption, allows interoperability with DRM formats that might become popular in the future, including DECE, KeyChest, or OMA, permitting use cases such as super-distribution of content delivered through the 3GPP HTTP streaming extension.

The specification of a separate DRM client and its interface with the streaming client is out of the scope of this document.

To enable the flexible approach toward content protection described above, a new boolean ContentIsEncrypted attribute, defined in section 4.2, is optionally added to the media access or time container elements (defined in section 4) of the MPD. If this attribute is not present, content must not be encrypted. If this attribute is present and set to true, the additional content protection attributes defined in section 4.2, must be defined. These attributes enable the client obtain the keys and decrypt the content using the specified parameters (or delegate this responsibility to a separate DRM client).  

A client may have to authenticate itself with the server in order to obtain the keys. The content provider may decide to rollover keys by assigning a new ContentProtectionKeyServerURL. This attribute can be specified for each MediaAccess or TimeContainer element, it applies to all the URLs described in that container or by that element.

Content providers may choose to use the boxes defined in the 3GPP file format (section 10 in [26.244]) to realize content encryption. However, if content is encrypted, the attributes defined in section 4.2 must be present in the MPD.

4.  Optional Content Protection Attributes in the MPD

All attributes in this section are defined for the MediaAccess elements or TimeContainer elements. 

For a SMIL-based MPD format, MediaAccess elements include <ref>, <animation>, <audio>, <img>, <video>, <text>, and <textstream>, or <urlTemplate> to describe multiple URLs based on a pattern (this would be a SMIL extension).  

TimeContainer elements include <par> and <seq>.  

4.1 Disabling persistent storage through the AllowContentCaching attribute

	Attribute Name
	Parent Element
	Type
	Optionality
	Description

	AllowContentCaching
	MediaAccess or 

TimeContainer
	boolean
	Optional
	If set to true, a client must not save or replay any of the content segments described by the parent element in persistent storage


4.2 Attributes for enabling content protection

	Attribute Name
	Parent Element
	Type
	Optionality
	Description

	ContentIsEncrypted
	MediaAccess or 

TimeContainer
	boolean
	Optional
	If present and set to true, encryption is enabled for content segments described by the parent element

	UseSeparateContentProtectionClient
	MediaAccess or 

TimeContainer
	boolean
	Optional
	If present and set to true, indicates that the streaming client should use a separate DRM client 

	SeparateContentProtectionClientName
	MediaAccess or 

TimeContainer
	string
	Conditional Mandatory 
	If UseSeparateContentProtectionClient is set to true, tells the streaming client which DRM client to invoke to delegate key acquisition and content decryption responsibilities. The interface between the streaming and DRM client is out of scope of this document. 

	SeparateContentProtectionClientParameters
	MediaAccess or 

TimeContainer
	string
	Optional
	If UseSeparateContentProtectionClient is set to true, provides the streaming client the parameters that it should pass to the DRM client.

	ContentProtectionScheme
	MediaAccess or 

TimeContainer
	string
	Conditional Mandatory 
	If ContentIsEncrypted is set to true and UseSeparateContentProtectionClient is not present or set to false, specifies the scheme used to encrypt content. While this document does not mandate the use of an encryption cipher, content providers are encouraged to use AES-128 in counter mode, as defined in [ISMACryp 2.0].

	ContentProtectionKeyServerURL
	MediaAccess or 

TimeContainer
	string
	Conditional Mandatory
	If ContentIsEncrypted is set to true, specifies the URL that the (streaming or DRM) client must contact to obtain the decryption keys. As described in section 3.3, the server may enable key rollover by changing the value of this attribute.

	ContentProtectionKeyIV
	MediaAccess or 

TimeContainer
	string
	Optional
	If UseSeparateContentProtectionClient is set to false and depending on ContentProtectionScheme, specifies the initialisation vector to use

	ContentProtectionSaltKey
	MediaAccess or 

TimeContainer
	string
	Optional
	If UseSeparateContentProtectionClient is set to false and depending on ContentProtectionScheme, specifies the salt key value to use


While these attributes are defined for MediaAccess or TimeContainer elements in the MPD, system designers are discouraged from changing the values used for the following elements during the course of the presentation: UseSeparateContentProtectionClient, SeparateContentProtectionClientName (where applicable), and ContentProtectionScheme.

5.  Example

The following example demonstrates how the attributes outlined in section 4 can be used in a SMIL-based MPD format (which supports template-based URLs as an extension).

<smil xmlns="http://www.w3.org/2005/SMIL21/"

  xmlns:IntegrationSet="http://www.w3.org/2005/SMIL21/IntegrationSet"     

  xmlns:PrefetchControl="http://www.w3.org/2005/SMIL21/PrefetchControl"

  systemRequired="IntegrationSet+PrefetchControl" 

  xmlns:3gp9="http://www.3gpp.org/SMIL21/PSS9-HTTPStreaming-Ext">

<body>

<seq>

   <seq 3g9:AllowContentCaching="false"

       3g9:ContentIsEncrypted="true"

 3g9:UseSeparateContentProtectionClient =”false”

 3g9:ContentProtectionScheme=”AES-CTR”

 3g9:ContentProtectionKeyServerURL=”https://keyserver/key.cgi?id=42”>

       <video src="http://server1/clip1_1.3gp/">

       <video src="http://server1/clip1_2.3gp/">

       <video src="http://server1/clip1_3.3gp/">

   </seq>

   <!—- key rollover -->   

   <par 3g9:AllowContentCaching="false"

       3g9:ContentIsEncrypted="true"

 3g9:UseSeparateContentProtectionClient =”false”

 3g9:ContentProtectionScheme=”AES-CTR”

 3g9:ContentProtectionKeyServerURL=”https://keyserver/key.cgi?id=43”>

       <video src="http://server1/clip1_4.3gp/">

       <video begin="30s" src=http://server/clip1_5_need_overlap.3gp/">

   </par>

   <!—- attributes can be specified for a single media element,  

        however, this is not recommended -->   

   <video begin="60s" src=http://server/clip1_6.3gp/

    3g9:AllowContentCaching="false" 

    3g9:ContentIsEncrypted="false">

   <!—- no attributes specified implies content caching is allowed and 

        content is not encrypted -->

   <video src="http://adserver/ad.3gp/">

    <!—-  content protection with template-based URLs -->

   <3g9:urlTemplate  

       3g9:BaseRequestURL=http://server1/clip1_SegmentIDParameter

       3g9:AllowContentCaching="false"

       3g9:ContentIsEncrypted="true"

 3g9:UseSeparateContentProtectionClient =”false”

 3g9:ContentProtectionScheme=”AES-CTR”

   3g9:ContentProtectionKeyServerURL=”https://keyserver/key.cgi?id=44”>    

   <3g9:urlTemplateParameter 

    3g9:ParameterName="SegmentIDParameter"/>

       <3g9: urlTemplateParameterMinMax MinValue="7" 

        MaxValue="12" Step="1"/>    

   </3g9: urlTemplateParameter > 

   </3g9:urlTemplate>  

   <!—- use a separate DRM client for DECE-encrypted content -->   

   <seq 3g9:AllowContentCaching="false"

       3g9:ContentIsEncrypted="true"

 3g9:UseSeparateContentProtectionClient =”true”

 3g9:SeparateContentProtectionClientName=”DECE”

  3gp:SeparateContentProtectionClientParameters=”dece_param1”

 3g9:ContentProtectionKeyServerURL=”https://deceserver/key.cgi”>

       <video src="http://server1/clip1_HQ_dece_13.3gp/">

       <video src="http://server1/clip1_HQ_dece_14.3gp/">

       <video src="http://server1/clip1_HQ_dece_15.3gp/">

   </seq>

</seq>

</body>

</smil>

6.  Proposal

To adopt the guidelines and optional additions to the MPD for content protection proposed in this document as an Annex to the 3GPP PSS extensions for HTTP streaming. 
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