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1. Introduction
Regarding TR 26.930, Sol#5: Service control API is proposed for the KI#5: Functional requirements for service control API.
2. Reason for Change
The procedures used for service control between the CP and the operator network need to be added to TR 26.930.
3. Proposal
It is proposed to agree on the following changes to 3GPP TR 26.930.
* * * First Change * * * *
[bookmark: _Toc151082629][bookmark: _Hlk155379049]6.6	Solution #5: Service control API
6.6.1	Solution Description
This solution addresses Key Issue #5.
In this solution, procedures and APIs required for the following functions described in clause 5.6.3 and additional notification process between the CP and operator network are identified. These procedures and APIs are used for instructions and notifications between the service logic managers and the service logic enforcers.
· CRUD of RTC ID resource and associated properties
· User connection control using asserted identity
· Media data forwarding control (MDFC)
In the extension of the RTC architecture described in clause 6.2 of this document, the ASWF has the functionalities of conference session management and capability exposure to CP. Therefore, these API are provided through RTC-X between ASWF and CP, as illustrated in the Figure 6.6.1-1.
NOTE:	RTC-X is expected to be added to the RTC architecture specified in 3GPP TS 26.506 [10]. However, the RTC architecture shares common elements with the media delivery architecture, as specified in 3GPP TS 26.510 [XX]. Therefore, it is necessary to identify possible impacts of RTC-X against the common elements before normative works.

 
Figure 6.6.1-1: Reference point representation of service control

6.6.2	Procedures for service control
6.6.2.1	General
This clause identifies the procedures for the functions mentioned in clause 5.6.3.
These procedures refer to instructions and notifications performed over RTC-X between the service logic managers in CP and the service logic enforcers in the operator network.
The CRUD of RTC ID Resource are procedures for manipulation of resources. In these procedures, requests are always initiated proactively by the CP's service logic manager, and performed by the operator network's service logic enforcer.
In contrast, user connection control is performed in a callback procedure. The callback procedure is triggered by a new attempt of media session setup establishment from UE in an operator network and the operator network requests instruction from the CP along with the notification.
Regarding MDFC, it can be divided into two procedures. First, static rules associated with VR spaces or conference rooms are instructed from the CP to the operator network. Second, in cases where exceptional rule cannot be handled by pre-configured rules, the operator requests instructions from the CP with a notification through a callback procedure.
Other notifications of state changes in RTC ID resources can be performed as callback procedures, informing about the occurrence of events that are previously subscribed to.
Based on the above, all the procedure for service control in this document categorized into the following two types:
· CP-oriented procedure: procedures refer to the instructions by the CP's service logic manager to the operator network's service logic enforcer.
· Callback procedure: procedures refer to the notifications from an operator network's service logic enforcer to a CP's service logic manager regarding the occurrence of events CP has subscribed to (e.g., new attempt of media session establishment from UE). In the response to callback, CP could instruct the operator network's service logic enforcer to perform a certain process associated with the event.
6.6.2.2	CP-oriented procedure
6.6.2.2.1	General
CP-oriented procedures provide instructions from the CP to the operator network. The procedures are listed in Table 6.6.2.2.1-1.
Table 6.6.2.2.1-1: CP-oriented procedures
	Procedures
	Description
	Section Defined

	Create RTC ID resource
	This procedure is used by CP to register the RTC ID resource and associated properties.
	Clause 6.6.3.2

	Read RTC ID resource
	This procedure is used by CP to retrieve the status of the RTC ID resource and associated properties.
	

	Update RTC ID resource
	This procedure is used by CP to update the RTC ID resource and associated properties.
	

	Delete RTC ID resource
	This procedure is used by CP to delete the RTC ID resource and associated properties.
	



6.6.2.2.2	RTC ID resource management
6.6.2.2.2.1	General
This procedure group provides the functionality for CP's RTC ID resource manager to instruct RTC ID resource management performed by operator network's RTC ID resource enforcer. It consists of four procedures providing the functionality of CRUD of RTC ID resource and associated properties.
The creation and deletion of VR space / conference room provided by CP are performed as registration and de-registration of RTC ID resources to operator network. An RTC resource ID, that is a property of an RTC ID resource used to identify the RTC ID resource, is represented as a URI. This URI consists of user part and host part (e.g., userinfo@host). The host part represents a CP providing services, and the user part represents individual VR space / conference room in the specific CP's service.
In addition, the associated configurations for individual VR space / conference room are executed by CRUD of properties associated with an RTC ID resource. The information of properties managed by this procedure could include:
· Expiration time: This property is used to set expiration time for a RTC resource ID. In the case of a conference service, it may be necessary to set an expiration time for the meeting. This expiration time is typically set when making a reservation for the meeting. It is commonly used to send notifications to participants at the start time, and to provide information to participants about the remaining time before the end time.
· Acceptance of new connections: This property is used to restrict new connections to a RTC resource ID. Depending on the RTC service, there may be a need to disallow any new connections to an RTC ID resource. For example, after the expiration of a meeting, a new participant can be disallowed to enter the meeting, while participants joined before the expiration of the meeting are allowed to continue communications.
· Permission list: This property is used to restrict session participation to specific UEs assigned certain IDs, enabling private sessions. When flexible connection control is required instead of static settings, the "user connection control using asserted identity" procedure in clause 6.6.2.5 will be used.
· Event subscription: This property is information about the type of subscribed events and the related callback URI(s). These events may include the new connection attempt from a UE to a specific RTC ID resource, and completion of RTC exchange resource after a CP's RTC ID resource deletion request. Since these events are related to RTC ID resources, it is thought to be natural for CP to configure event subscription settings associated with this procedure. In accordance with this event subscription, callback procedures described in clause 6.6.2.3 are performed.
· Media data forwarding control configuration: This property is information about media data forwarding control. The role of the UE in the context of MDFC, labelling of media/data transmitted and received by the UE, and the routing rules for those media/data are configured by associating this property with the RTC ID resource.
6.6.2.2.2.2	Create RTC ID resource
In this procedure, the RTC ID resource manager in the CP instructs the RTC ID resource enforcer in the operator network to register a new RTC ID resource and reflect the configurations based on the associated properties. 
The register request from CP use HTTP POST method and may include properties associated with RTC resource ID such as RTC ID resource, the expiration time of RTC exchange resources, the acceptance of new connections, permission lists, event subscriptions and MDFC rules as described in clause 6.6.2.2.2.1.
After successful creation, the operator network will send 201 (Created) response including the created RTC ID resource URI in the Location header of accept response. This URI allows CP to identify the target resources for subsequent Update/Read/Delete procedures.
6.6.2.2.2.3	Read RTC ID resource
In this procedure, the RTC ID resource manager in the CP instructs the RTC ID resource enforcer in the operator network to retrieve the configurations related to the registered RTC ID resource.
The read request from CP uses the HTTP GET method for this purpose.
After successful information retrieval, the operator network will respond with a 200 (OK) response, including the properties of the specified RTC ID resource.
6.6.2.2.2.4	Update RTC ID resource
In this procedure, the RTC ID resource manager in the CP instructs the RTC ID resource enforcer in the operator network to update the configurations related to the registered RTC ID resource.
The update request from CP uses the HTTP PATCH method for this purpose and may include changed properties associated with the RTC ID resource.
After successful RTC ID resource update, the operator network will respond with a 200 (OK) response.
6.6.2.2.2.5	Delete RTC ID resource
In this procedure, the RTC ID resource manager in the CP instructs the RTC ID resource enforcer in the operator network to delete the registered RTC ID resource and related configurations.
CP uses HTTP DELETE method for this purpose.
Upon accepting the request, the operator network will respond with a 202 (Accepted) response. The completion of the RTC ID resource deletion is notified through the callback procedure described in clause 6.6.2.3.2.
6.6.2.3	Callback procedure
6.6.2.3.1	General
Callback procedures provide notifications from operator network to the CP for events occurrence corresponding to subscribed callback triggers. When notifying events, if additional instructions are required, the CP issues instructions in the response of this procedure. For each callback trigger, callback procedures are listed in Table 6.6.2.3.1-1.
The Callback URI registered or updated in RTC ID resource management procedures described in clause 6.6.2.2 is used as the destination of requests. The operator network uses HTTP POST method for this purpose. Upon receiving the notification, the CP responds with a 200 (OK) response.
Common information elements for callback request procedures could include RTC resource ID, callback trigger, and a sequence ID to identify the request.
Table 6.6.2.3.1-1: Callback procedures
	Procedures
	Description
	Section Defined

	Notification of RTC ID resource deletion
	This procedure is used by the OP to notify that the deletion of the RTC ID resource, as requested by the CP, has been completed.
	Clause 6.6.3.3

	Notification of forced RTC ID resource deletion
	This procedure is used by the OP to notify that the RTC ID resource has been forcefully deleted.
	Clause 6.6.3.4

	Notification of RTC ID resource suspended
	This procedure is used by the OP to notify that the RTC ID resource is temporarily unavailable.
	Clause 6.6.3.5

	Notification of RTC ID resource resumed
	This procedure is used by the OP to notify that the suspended RTC ID resource is available again.
	Clause 6.6.3.6

	Notification of user call in requested
	This procedure is used by the OP to notify that a new connection has been requested from the UE.
	Clause 6.6.3.7

	Notification of user call in accepted
	This procedure is used by the OP to notify that a new connection request from the UE has been accepted by operator network.
	Clause 6.6.3.8

	Notification of user call in connected
	This procedure is used by the OP to notify that a media session has been established as a result of a new connection request from the UE.
	Clause 6.6.3.9

	Notification of user call disconnected
	This procedure is used by the OP to notify that the media session of the UE has been disconnected.
	Clause 6.6.3.10

	Notification of media routing query
	This procedure is used by the OP to notify that additional media/data is added during the establishment or update of a UE's media session and the OP requests instructions from the CP.
	Clause 6.6.3.11



6.6.2.3.2	Notification of RTC ID resource deletion
In this procedure, the RTC ID resource enforcer in the operator network notifies the CP's RTC ID resource manager about the completion of a RTC ID resource including the release of RTC exchange resource associated with the RTC ID resource.
It is expected that even if the "Delete RTC ID resource" request is acceptable for operator network, there may be situations where RTC exchange resources in RTC exchange enforcer (MF) associated with the RTC ID resource cannot be immediately released while UEs are actively participating in conference rooms. This procedure is necessary to indicate the completion of both RTC ID resource and the associated RTC exchange resource deletion after all active sessions have ended and corresponding RTC exchange resources have been released.
6.6.2.3.3	Notification of forced RTC ID resource deletion
In this procedure, the RTC ID resource enforcer in the operator network notifies the CP's RTC ID resource manager that the RTC ID resource has been forcefully deleted.
In cases where the RTC ID resource becomes unavailable independently of CP requests and is not expected to recover in the short term (e.g., due to network failures), this procedure is used for notification. After this notification, it is assumed that the CP cannot perform status retrieval, update, or deletion related to the respective resource.
6.6.2.3.4	Notification of RTC ID resource suspended
In this procedure, the RTC ID resource enforcer in the operator network notifies the CP's RTC ID resource manager that the RTC ID resource is temporarily unavailable.
When this procedure is performed, new connections to the corresponding RTC ID resource are not possible, and existing connections are expected to either be disconnected or in the process of being disconnected. Upon receiving this notification, the CP is only capable of performing the deletion process described in clause 6.6.2.2.2.5 for the RTC ID resource.
6.6.2.3.5	Notification of RTC ID resource resumed
In this procedure, the RTC ID resource enforcer in the operator network notifies the CP's RTC ID resource manager that the RTC ID resource has recovered from the suspended state previously notified in clause 6.6.2.3.4.
For the corresponding RTC ID resource, new connections are possible after recovery, but it is not guaranteed that the state will be the same as it was before entering the suspended state.
6.6.2.3.6		Notification of user call in requested
In this procedure, the connection control enforcer in the operator network notifies the connection control manager in the CP that a UE has attempted a new media session setup. The CP provides instructions regarding the permissibility of this UE's connection in the response of this procedure, offering the functionality of User connection control using asserted identity.
As described in clause 5.6.3.3, the CP performs connection control based on its own user's subscriptions data and its own service requirements when a UE requests the media session setup to the registered RTC ID resource. Therefore, when UE requests a media session setup, the operator queries the CP to determine whether UE's connection is permissible. Since UE's media session setup requests are made through RTC-4s to WSF, the connection control enforcer in WSF handles the connection control.
The information elements for the request in this procedure would additionally include the CP-provided ID indicating the originating UE and media information in the media session setup request. CP can determine the validity of UE's media session setup request based on the CP-provided ID and subscription data managed by CP. 
The response in this procedure would involve the acceptance of connection request by the UE. Furthermore, along with the determination of connection permissibility, CP may indicate the role of the UE in the context of MDFC. As a property of the RTC ID resource, it is possible to statically configure which UE roles are associated with specific RTC user IDs. However, if a connection attempt is made with an RTC user ID that has not been pre-configured, the response of this procedure is used to convey information about connection permissibility and the role of UE.
6.6.2.3.7	Notification of user call in accepted
In this procedure, the connection control enforcer in the operator network notifies the CP's connection control manager that a UE has attempted to connect, and the connection request has been accepted. The CP provides instructions regarding the permissibility of this UE's connection in the response of this procedure, offering the functionality of User connection control using asserted identity.
The content of the request-response for this procedure follows clause 6.6.2.3.6, excluding the callback trigger.
6.6.2.3.8	Notification of user call in connected
In this procedure, the connection control enforcer in the operator network notifies the CP's connection control manager that a UE has attempted to connect, and the media session has been established.
6.6.2.3.9	Notification of user call disconnected
In this procedure, the connection control enforcer in the operator network notifies the CP's connection control manager that the established media session has been disconnected.
6.6.2.3.10	Notification of media routing query
In this procedure, the media data forwarding control enforcer in the operator network notifies the CP's media data forwarding control manager that a UE has attempted to connect or update media session, and there is additional media that cannot be handled by pre-configured rules. The CP provides instructions regarding the requested media/data connections in the response of this procedure.
As described in clause 5.6.3.5, the CP controls how individual RTC media/data are connected to the endpoints of specific UE or WebRTC Endpoint Functions in response to a media session setup request or media update for a registered RTC ID resource from UE or WebRTC Endpoint Functions. 
In many RTC services, participating UEs can be classified into several groups that share same MDFC patterns based on their roles (e.g., hosts and guests in meetings, broadcaster and audiences in streaming). By describing MDFC patterns as presets for each role, efficient representation of MDFC can be achieved. Additionally, by refining the classification of roles, the MDFC can be attributed to the "copy to all" pattern, such as forwarding the RTC media/data to all terminals except the sender, resembling the common SFU (Selective Forwarding Unit) forwarding process. 
Therefore, in MDFC, the preset roles for UE, labelling of media/data, and routing rules are configured as associated properties at the time of RTC ID resource registration. Additionally, the assignment of UE roles during connection is either pre-configured as a property of the RTC ID resource or instructed by the CP during the determination of connection permissibility as described in clause 6.6.2.3.6.
In exceptional cases, such as private one-to-one RTC media/data forwarding, individual queries to the MDFC manager are necessary. When such specific inquiries are required, the MDFC enforcer uses this procedure to query the MDFC manager.
As additional information elements in the request of this procedure, CP-provided ID indicating the originating UE, the role of the UE, the number of UEs with the same role, and media information included in the media session request are expected to be included. The additional information in the response of this procedure conforms to clause 6.6.2.3.6.
* * * End of Changes * * * *
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