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1 Background
SA4 Rel-18 work on 5G-Advanced media profiles for messaging services (PROMISE) [1] targets to specify messaging formats and codecs that various organizations or application vendors can then reference and profile to improve messaging service quality and interoperability. In addition to traditional audio/video/text formats used in traditional messaging services, this work also targets to introduce 3D format such as glTF for messaging services. Also more recently, there have been discussions to include html content carrying mp4 files as well as a part of this work.

2 Discussion
It cannot be overemphasized how different the latter formats (glTF and web content) are compared to traditional audio/video/text data in terms of their processing needs at the end user device. Among other things, standardised audio-visual data executes a very well specified, finite set of commands on the end user device that are firmly specified by the respective coding standards. On the other hand, 3D and html data have a far deeper interaction with the operating system and the device hardware such as the GPU. It is well known how any malicious html data can compromise the device security. Hence there is an inherent dependence between the type of content (audio/video/text, vs. html/3D) and the security threats they pose to the consuming device. In this situation, considering that the security aspects are out of scope of the work, or that another group such as SA3 can address all the security issues after the design is complete, is not a proper approach: security issues based on the type of format under consideration should be part and parcel of the work and not an afterthought. Off course this can be further reinforced by groups specializing in them (SA3).

Some of the challenges for discussion are:

1. Can 3GPP standards continue ensuring device security if devices allow receiving content pushed to the said device by anyone? The known example of consuming web content on devices via browsers have been made much more secure today after tremendous efforts from a large number of experts in the domain. Even there, by some estimates [2], there are 200 million active sites, some 85% of them using more secure https [3]. And even then, none of those sources of content are just pushed to the user like a message is: the user seeks content typically via search engines that quite often vet the content. Even after that, browsers integrate functionality to warn users of compromised sites. Now comparing these 200 million sources of vetted content like the above with billions of users who can simply push content to others is a completely different order of magnitude of a security issue. So, can 3GPP standards still enable security in this scenario?
2. In relation to web interactivity track discussions, it is specified by ISO/IEC 23001-15. This specification [6] was first published in 2019 and has not been updated after that.
a. Are there any examples of this specification being used in the industry?
b. Is there any security-related analysis available for this specification, or is planned?
3. Are there security challenges posed by 3D content that is allowed to run on the receiving device (by zero click or by a single click)? The content in question may directly start running on the GPU.
4. Beside the issue of only badly formulated content (no malicious intention), malicious attacks open another domain of issues. The cases of id spoofing for calling and messaging are abundant even today, and with given above concerns, can user security still be ensured?
5. Should SA3 be engaged in this discussion to help with analysis of security issues?

Simply saying that the security issues are to be left to the applications to handle would certainly be leading to disastrous security lapses. Its well-known in this domain that security should be built in, not bolt-on.

3 Support of scripts in other mobile messaging services
Varying degree of HTML is possible in MMS, but with various major operators stopping support [4], [5] etc., and operators pointing customers to alternate services, it's worthwhile to look to RCS instead, which does not support html/scripts.

4 Proposal
Based on the above discussion, it is proposed that SA4 carefully considers security considerations for this work from the very initial design phase.
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