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1. Introduction
The key issue for Functional requirements for service control API is proposed to FS_eiRTCW Permanent Document v600 in this meeting.
2. Reason for Change
The key issue for Functional requirements for service control API needs to be incorporated in TR 26.930 based on the agreement in FS_eiRTCW PD.
3. Proposal
It is proposed to agree on the following changes to 3GPP TR 26.930.

[bookmark: _Hlk61529092]* * * First Change * * * *
[bookmark: _Toc149048883][bookmark: _Hlk150274473]5.6	Key Issue #5: Functional requirements for service control API
5.6.1	General
This key issue identifies the functional requirements for service control API that is required for the content provider, a form of RTC application provider, to provide an RTC services.
5.6.2	RTC Application Provider
5.6.2.1	General
In 3GPP SA4 RTC architecture defined in 3GPP TS 26.506 [XX], third-party application provider that provides WebRTC-based immersive RTC services is referred to as an RTC application provider. Such RTC application providers have several resources and functions to achieve service delivery.
NOTE 1:	Depending on the service delivery form of the RTC application providers (e.g., content provider detailed in clause 5.6.2.3), several resources and functions need to be deployed in the operator network.
RTC application provider is thought to have following resources:
1)	Service specific content: content for RTC services (e.g., back-ground graphical image/video and sound effects in VR conference services)
2)	RTC ID resource: resources that is reserved in control plane and used for establishing connection to RTC exchange resources. When a UE accesses RTC services, the UE indicates this resource as the destination during media session setup. This resource is identified by a URI.
3)	RTC exchange resource: resources reserved in user plane. For example, individual RTC exchange resource is associated with a conference room.
NOTE 2:	RTC ID resources and RTC exchange resources are collectively referred to as RTC resources.
Also, RTC application provider is thought to have following functions:
1)	Service logic function: a function to execute the logic to realize RTC services. Following functionalities are included: 
a1)	RTC ID resource manager: a functionality responsible for controlling the creation, update, and deletion of RTC ID resources.
a2)	RTC ID resource handling enforcer: a functionality to perform actual creation, update, and deletion operations on RTC ID resources as directed by the RTC ID resource manager.
b1)	RTC exchange resource manager: a function responsible for controlling the creation, update, and deletion of RTC exchange resources.
b2)	RTC exchange resource handling enforcer: a functionality to perform actual creation, update, and deletion operations on RTC exchange resources as directed by the RTC exchange resource manager.
c1)	Connection control manager: a control-plane functionality responsible for determining the allowance of UE's connection requests targeting a specific RTC ID resource.
c2)	Connection control enforcer: a functionality to perform connection control as directed by the connection control manager.
d1)	Media data forwarding control manager: a user-plane functionality responsible for configuring the rule of forwarding control for individual media or data exchanged in user plane.
d2)	Media data forwarding control enforcer: a functionality to perform media data forwarding control as directed by the media data forwarding control manager.
e1)	UE authentication manager: a functionality responsible for determining the authenticity of the UE using service-specific IDs. When RTC application providers assign their service-specific IDs to UEs, the authentication of UEs using those IDs needs to be performed in the RTC application provider's network.
e2)	UE authentication enforcer: a functionality to proxy UE authentication request and handling the result of authentication as directed by the UE authentication manager.
NOTE 3:	Functionalities included in service logic function can be classified into the following two types. One is "service logic manager", including a1), a2), a3), a4) and a5). The other is "service logic enforcer", including b1), b2), b3), b4) and b5).
2)	WebRTC endpoint function: a function to terminate WebRTC communication. Following functionalities are included:
a)	C-plane signalling: a functionality to perform control-plane signalling using eiRTCW signalling protocol studied in this document.
b)	U-plane transport: a functionality to perform user-plane media communication using WebRTC protocol stack. Service specific content is provided through this function.
The control achievable through these functionalities above is referred to as "service control" in this document.
An RTC application provider perform as either service provider that is connected to operator network via network-network interface (NNI) or content provider that is connected to operator network via user network interface (UNI) as defined in clause 3.1.
5.x.2.2	Service provider
An RTC application provider connected to operator network via NNI and providing RTC services with its own network is referred to as service provider (SP) as defined in clause 3.1. SP owns resources and functionalities described in clause 5.6.2.1 within its network. (See Figure 5.6.2.2-1.)
NOTE 1:	Detailed NNI interfaces are studied in clause 6.2.
When a connection is initiated from the UE to the SP, the SP uses the ID assigned and verified by the operator to control the UE's connections and provide services considering status of subscription associated with that ID.
NOTE 2:	When a UE use SP's services, the UE initially attempts to connect to the operator's network using the ID assigned by the operator. After successful completion of authentication, the UE can use this ID as a network-assigned and network-asserted ID for establishing media sessions. The operator also treats this ID as a network-asserted ID. When a media session establishment request is made from the UE to the SP, this network-asserted ID is set as the UE's ID in the signalling message which passes through the operator's network.
NOTE 3:	The functions related to user account ID management and authentication for the IDs assigned by the operator are omitted in the Figure 5.6.2.2-1.


Figure 5.6.2.2-1: Service provider-operator connection and functional deployment diagram
5.6.2.3	Content provider
Contrary to SP that have resources and functionalities for service control within their network, an RTC application provider connected to operator network via UNI and providing RTC services partially using operator's functionalities is referred to as content provider (CP) as described in clause 3.1. RTC ID resources are deployed within the WSF in the operator's network, and RTC exchange resources are deployed within the MF in the operator's network. Also, RTC ID/exchange enforcer functionalities are also deployed in the operator's WSF and MF.
CP connects to the operator network as a WebRTC Endpoint, similar to UE, to provide content. Therefore, UNI (RTC-4m) is expected to be applied for media transfer between RTC exchange resources deployed in operator's MF and CP's WebRTC endpoint function.
RTC ID/exchange resources are deployed in operator network in CP's service delivery while SP has its RTC ID/exchange resources in its own network. Alongside, functionalities of RTC ID/exchange resource handling enforcers and media data forwarding control enforcers are deployed in operator network. As a result, those service logic managers in service logic function requires an interface for controlling related service logic enforcers deployed in operator network. Since this functionality is not included in the UNI functions provided by RTC-4s/4m, it is considered to be provided through a different interface than RTC-4s/4m. Required functionalities are to be discussed in clause 5.6.3.
Also, CP and SP differ in terms of connection control and UE authentication by the service logic function. In SP's service delivery, UE always uses the ID provided by the operator. In contrast, when RTC application provider provides its RTC service as CP, there are two possible network-asserted IDs that is used for media session setup by UE:
Operator-provided ID: the ID allocated to UE by the operator and managed by the operator. UE uses this ID to try to connect to the operator network. After successful completion of authentication, UE can use this ID as the network-asserted ID when UE requests media session setup. Also, the operator treats this ID as network-asserted ID. CP can perform connection control and provide service considering status of subscription related to the ID.
CP-provided ID: the ID allocated to UE by CP and managed by CP. UE uses this ID to try to connect to the operator network. The operator queries the CP to verify the authenticity of ID. After successful completion of authentication by CP, UE can use this ID as the network-asserted ID when UE requests media session setup. Also, the operator treats this ID as network-asserted ID. CP can perform connection control and provide service considering status of subscription related to the ID.
In the case using CP-provided ID, the coordination of operator and CP for authentication is thought to be the necessary feature for verification of ID's authenticity. For example, the WSF, which accepts UE authentication requests, would have UE authentication enforcer functionality for authentication, enabling WSF to cooperate with CP's UE authentication manager. While such functional deployment change is required, CP-provided ID offers benefits to the users. For example, if SSO functionality is supported for the CP-provided ID, users can access multiple services using that ID.
In the viewpoint of functionality, CP can be regarded as a subset of SP that delegates several functions to operator's WSF and MF. CP can provide RTC service without its own network. The advantage of adopting the CP service delivery form is that it allows the RTC application provider to concentrate efforts on its service content.



Figure 5.6.2.3-1: Content provider-operator connection and functional deployment diagram 
5.6.3	Functional requirements for service control
5.6.3.1	General
As mentioned in clause 5.6.2.3, RTC ID/exchange resources are deployed in operator network in CP's service delivery, while SP has its RTC ID/exchange resources in its own network. Also, service logic enforcers that perform based on the instructions from related service logic managers included within the CP's service logic function, are deployed in operator network. Therefore, CP requires APIs for controlling each service logic enforcer based on the instructions from each service logic manager. It is assumed that the service control instructed by CP and performed by the operator requires the capability to describe instructions related to the following four functionalities:
· CRUD of RTC ID resource and RTC exchange resources configuration
· User authentication proxy
· User connection control using asserted identity
· Media data forwarding control
5.6.3.2	CRUD of RTC ID resource and RTC exchange resource configuration
As described in clause 5.6.2, CP provides its RTC service by registering RTC ID/exchange resources to operator's network. RTC ID resource that serves as the destination for UE and configurations related to RTC exchange resource are to be registered (e.g., notification settings for events related to the RTC ID/exchange resources, expiration timing of RTC ID/exchange resource, and handling of new connections for controlling graceful shutdown). 
In the deployment of CP's functions, RTC ID/exchange resource handling enforcers belong to the operator. This means that CP initiates CRUD operation requests, but the actual handling of RTC ID/exchange resources is performed by the operator based on these requests.
As operations on the RTC ID/exchange resources, registering RTC ID resource and the configuration of RTC exchange resource, update to the configurations of registered RTC exchange resources, deletion of RTC ID/exchange resources, and acquisition of current RTC exchange resource status are essential functions instructed by CP and performed by operator.
5.6.3.3	User authentication proxy
As described in clause 5.6.2.3, when using CP-provided ID, the coordination of operator and CP for authentication becomes the necessary feature for verification of ID's authenticity. Once the authenticity of CP-provided ID is verified, this ID can be used as the network asserted ID by operator.
Except sharing the result of ID authenticity verification, the content and methods of authentication are left application-specific for CP. However, when UE connects to the operator network using CP-provided ID, operator would request the CP to verify the authenticity of that ID. Therefore, the operator requires the ability to proxy authentication performed by UE authentication enforcer.
5.6.3.4	User connection control using asserted identity
CP needs to be able to instruct connection control as part of functionalities supported in service logic manager when UE indicates an RTC ID resource as its destination and attempts to connect to the corresponding RTC exchange resource. Connection control manager in CP’s service logic function can determine the acceptance of connection from its own managed user subscription information and network-asserted ID. There are two possible methods for the WSF performing the functionality of connection control enforcer to process connection control:
· CP indicates specific connectable CP-provided or network-asserted IDs in the configuration of the RTC exchange resource.
· Operator requests CP to determine whether to accept the connection when UE configures the RTC ID resource as its destination and attempts to connect to the corresponding RTC exchange resource.
5.6.3.5	Media data forwarding control
In general, RTC application providers determine how individual audio/video media and non-media data from UNI are transmitted or terminated, reflecting service requirements (e.g., user experience, security., etc). Such process is defined as media data forwarding control (MDFC) in this document. Individual audio/video media refers to a single track of audio or video. Also, individual non-media data refers to the data other than audio or video that is transmitted and received over a single data channel. These are collectively referred to as RTC media/data.
MDFC deals with connections of individual RTC media/data to the endpoints of specific UE or service specific content function through MF's input and output.
For example, when it comes to an audio media in a conference, the upstream audio media from a specific UE is duplicated by the MF and sent to all other participants' UEs. On the other hand, when providing services such as audio analysis or recording, it is expected that only the audio media of UE which has consented to information collection by CP will be sent to the audio analysis or recording module. In some cases, MF can simply duplicate and transfer the video media without any processing, while in other cases, it can terminate the video media, perform video processing such as motion detection, and then send the video media as avatar animations. When using the Data Channel for text messages, in an open chat where all participants can see, the chat text is sent to all UEs. However, for the private messages, the text is only sent to specific UEs and not to others.
It is a part of MDFC functionality that optimizing the allocation of internal resource of MF depending on the patterns of RTC media/data duplication and UE connectivity. Examples of use cases with different patterns of RTC media/data duplication and UE connectivity are:
· Conference where audio and video media are connected in a full-mesh manner between participants
· Webinar where only the presenters' audio and video media are delivered to all participants
· Large-scale broadcasting where one presenter's audio and video media are delivered to much larger audience
MDFC mentioned above cannot be described by SDP. Therefore, SP implements the MDFC as an internal logic within the service logic function. In the CP's service delivery, the transfer and termination of RTC media/data are processed by the MF including MDFC enforcer, and CP's MDFC manager is responsible for creating MDFC rules and instructing MDFC enforcer. An API is required for CP to instruct the MDFC enforcer in operator.
5.6.4	Summary
SP performs service control using its own network functions. On the other hand, in the case of CP performing service control, all four functions described in 5.x.3 should be provided through APIs to allow CP's service logic mangers to instruct and the operator's service logic enforcers to perform those functions. Considering this key issue and the architecture extension of eiRTCW (detailed in clause 6.2), the interface and the API which enable CP to interact above functionalities are to be studied.
Editor’s note: Description will be added.
* * * End of Changes * * * *
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