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1.	Overviews
This paper proposes the updates of Key Issue#6 (i.e., Security Considerations) on the permanent document.
2.	Proposed updates on the Permanent Document
[bookmark: _Hlk124214395]5.7	Key Issue #6: Security Considerations
This key issue studies the security related considerations specific to real-time media communicaiton by WebRTC-based media session setup.
In IETF RFC 8825 [RFC8825] (which gives the WebRTC overview), the following items are described as security considerations.
a)	Security of the components,
b)	security of the communication channels, and
c)	security of the partner's identities.
NOTE:	IETF RFC 8826 [RFC8826] and IETF RFC 8827 [RFC8827] describes further security considerations on real-time communication on the Web.
Regarding a), RTC application is outside the scope of 3GPP TS 26.506 [TS26506] and RTC AF/RTC AS of this specification are defined as located in trusted DN - this means the RTCAF/RTC AS are protected by adequate network domain security. Then this study assumes that the security of components in RTC network is guaranteed.
Regarding b), secure transport protocol is applied for both C-plane and U-plane of RTC network in the Release-18 stage 3 work (i.e., WI: iRTCW). This study also applies the secure transport protocol (i.e., Secure WebSocket for C-plane, SRTP and SCTP for U-plane). Then, the security of the communication channels is regarded as guranteed.
Regarding c), as an operator provided/assisted RTC service, trustable subscriber identification and verification are required to prevent unauthorized use of service and spoofing since a user self-claimed RTC user identity is untrusted. 
Then, this key issue studies the verification of the originating RTC user identity at the terminating network entity as a solution for the aspect of c).
Editor’s note: Key issue need to be described. The title of this key issue is re-considered corresponding to concluded issues.
NOTE:	As a principle, the third-party access to the operator network needs to be controlled with SLAs and with secure access to protect the underlying network resources (e.g., rate limiting, abuse protection and security measures).
Editor’s Note: Considerations that the third-party access to the operator network need to be controlled with SLAs and with secure access to protect the underlying network resources.
- Rate limiting
- Abuse protection
- Security measures
3.	Proposal
The proposed updates on Key Issue #6 should be reflected into the Permanent Document of FS_eiRTCW.
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