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1. Overall Description:
SA4 thanks CT4 for the LS on Security Context Transfer between MBSF and MBSTF. SA4 would like to give the following feedback
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SA4 answer for question 1:

SA4 has reviewed TS 29.581 and would like to point out the following: TS 26.502 does not define the key exchange procedure between MBSF and MBSTF. Per TS 33.501, Clause W.4.1.1, the security related interface between MBSF and MBSTF is up for implementation. 

SA4 kindly asks CT4 to remove the mentioned Editor’s Note and to remove the MBS Security related parameters from TS 29.581. 

CT4 Question #2
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SA4 answer for question 2: No, the MBS security related interface between MBSF and MBSTF is up to implementation and SA4 has not defined any key exchange procedure between MBSF and MBSTF. 

CT4 Question #3
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SA4 answer for question 3: The Object Distribution Method is uses FLUTE as transport protocol and each FLUTE channel is protected by a single MTK. Since the MBS security related interactions between MBSF and MBSTF are not standardized, implementations do need to provide the mapping information between a FLUTE channel and the according MBS key information. 


2. Actions:
To CT4

ACTION: 	CT4 is kindly requested to take the above information into account, to remove the Editor’s Note and to remove the MBS security related specification text from TS 29.581.

3. Date of Next TSG-SA WG3 Meetings:
SA4#126	13 -17 November 2023	Chicago, US
SA4#127	29 January – 2 February 2024	Sophia Antipolis, FR
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CT4 would like to apprise that its specification 3GPP TS 29.581 (Nmbstf. MBSDistributionSession Service) has following
Editor's Note in Rel-17 version of specification:|

Editor's Note:  Inclusion of Security Context is FFS and depends on alignment between SA3 and SA4.

CT4 defines security context inclusion across Nmb2 in create / update operations of above service, with the understanding
that MBSF is responsible for MSK generation and MBSTF is responsible for MTK generation as defined in 3GPP TS 33.501
Annex W.4.1.2. This editor's note was inserted based on the feedback that SA3 & SA4 (and SA2) were yet to align on
MBSTF role in MTK generation,

CT4 would hence like to ask SA3 and SA4 following regarding the Control-Plane procedure:

Question 1: Since Rel-17 is frozen, CT4 intends to discuss deletion of above Editor's note in Q3 without
changing CT4 specifications. Kindly provide feedback if any.
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CT4 additionally notices that a new network function MBSSF was recently introduced which is responsible for key
generation and distribution in case of User-Plane procedure. This function can be co-located with MBSF or MBSTF for
user-plane security handling as defined in 3GPP TS 33.501 Annex W.4.1.3

CT4 would like to ask SA3 following regarding the User-Plane procedure:
Question 2: If MBSSF is co-located with MBSF, does CT4 need to update Nmb2 APIs to support transferring

both MSK and MTK from NF-Service-Consumers of Nmbstf MBSDistributionSession Service (e.g. MBSSF)
to MBSTF over Nmb2?
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Lastly, it is CT4's understanding that SA3 has defined sending MBS Security Context over Nmb2, which contains a plural
number of MbsKeyInfo, where each MBSKeyInfo contains {Key Domain ID, MSK ID, MSK, MSK Lifetime, MTK ID,
[TK}. Further, 3GPP TS 33.246 Clause 6.3.2.1A defines that User Service Announcement contains:

Mapping information how the MSKs are used to protect the different REP-sessions-o=-FLUTE channels.

CT4 would like to ask SA4 following regarding the User-Plane procedure:

Question 3: Does such mapping information for FLUTE channels need to be passed over Nmb2 Interface as
well and whether SA4 specifications need updates to specify such mapping?




