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1 Introduction
The present document introduces an AI/ML format called special_k that has the particularity to focus on security aspects when deserialiazing models in the UE. It is presented for information and suggested to be documented into the permanent document
2 Proposed text
6.5.7	Special_k AIML format
6.5.7.1	Introduction
Special_k [ref: https://github.com/kensho-technologies/special_k ] is a format designed to be extensible to any type of AI/ML model and provides security guarantees against remote code execution vulnerabilities. Deserializing models is a critical operation from a security standpoint as malicious code could be executed.
6.5.7.2	Serialization
Special_k model serialization API uses cryptographic verification of models to prevent deserialization of malicious files. Each attribute of a model is serialized individually, using the designated serializer for that attribute. Each attribute is then replaced with a sentinel value (so the attribute is not pickled), and then the model itself (the code gluing the attributes together) is pickled. The data for each object being serialized is written to an object called a VerifiableStream, after which the stream is “finalized”, disabling further writes and enabling reads. The VerifiableStream calculates the HMAC hashes of the data, and the hash of each serialized attribute is saved in a metadata file that is serialized along with the models. To ensure that these hashes themselves can be trusted, a GPG keypair is used to sign the metadata. Because the metadata is signed before being written to a file, even an attacker that has (non-root) access to the machine serializing models would not be able to tamper with the model before the metadata is signed.
6.5.7.3	Deserialization
During deserialization, this process happens in reverse. Trusted GPG keys are used to validate the signature on the model metadata, ensuring that the metadata file has not been changed. The HMAC hashes of each serialized model attribute are then calculated and compared to the hashes present in the metadata file. Since the metadata is guaranteed to not have changed, if these hashes match those present in the metadata, we can be sure that none of the attributes have been changed either. Therefore, the model is safe to deserialize! The model is then unpickled, the sentinel values replacing model attributes are verified, and then each attribute is deserialized using the appropriate serializer for that attribute. Finally, user-provided validation code is run once the model has been pieced back together.

3 Proposal
It is proposed to include the updates to the permanent document.



