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1. [bookmark: _Toc504713888]Introduction
During SA4#120-e, there were multiple discussions around MBS security. The discussion from SA4#120-e is summarized. New actions in SA3 were triggered and the information is provided in clause 3.
1. SA4#120-e
On 2) a proposed LS was submitted to SA2.
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Answer 6:	Such designs were discussed during the study item phase in SA3. SA3 concluded that MBSF generates MSK while MBSTF generates MTK in control-plane procedure. As MBSTF is the anchor point for MBS traffic, it knows well about traffic information, which is beneficial for the key update. For the user-plane procedure, the security features are achieved in MBSTF.
and the corresponding procedures defined in TS 33.501 clause W.4.1.3. 

The current role of MBSTF in the existing architecture in TS 23.247 and the functional description of MBSTF defined in TS 23.247 clause 5.3.2.12 does not involve any interactions with the UE. In fact the statement in TS 33.501 clause 4.1.3: " MBSTF takes the role of the BM-SC in TS 33.246" is not inline with the SA2 assumption in the architecture for interworking with EPS (TS 23.247 clause 5.2) where "control plane" role of the BM-SC is understaken by MBSF and the "user plane" role as media and transport anchor by MBSTF. 

The text: "The UE authenticates to the MBSTF based on the GBA as in MBMS security (see TS 33.246 [102]) or based on the AKMA (see TS 33.535 [104])."

Would require the MBSTF to interface directly to UPF (N6) for unicast security signalling which is currently not supported in TS 23.247 architecture options. 

SA2 understands that the above comment may have signalling impacts for the security message exchanges in the interface between MBSF and MBSTF (Nmb2) that are too late to be addressed by SA3 and SA4 in rel.17, therefore recommends that for rel.17 the user-plane procedure is documented in Annex using "neutral" terms in terms of which NF defined in TS 23.247 can be collocated with. In practical deployments this security functionality can be collocated with either MBSF or MBSTF and can be up to the deployment choices of the PLMN. 

Taking the above into account SA2 has not updated TS 23.247 to update the functional descriptions and welcomes any feedback from SA3.

The LS basically proposes to not assign the security functions to MBSF. If SA3 agrees to this, SA4 should take this into account.

It was proposed to await the decision by SA2 and SA3 before completing the security architecture

1. Input to SA3
In order to address the comments from SA2 to SA3, a proposed clarification is provided in a CR.

	S3-223365
	Clarification on 5G MBS user-plane procedure
	Qualcomm Incorporated
	CR



	Reason for change:
	SA2 informed SA3 of spec misalignment with respect to the MBSTF role in 5G MBS user-plane solution, in their LS (S2-2207390). Specifically, SA2 referred to the following text in TS 33.501 Annex W:
"The UE authenticates to the MBSTF based on the GBA as in MBMS security (see TS 33.246 [102]) or based on the AKMA (see TS 33.535 [104])."
and indicated that “MBSTF takes the role of the BM-SC in TS 33.246” is not inline with the SA2 assumption.
At the same time, SA2 also acknowledged that it’s too late to define signaling between MBSF and MBSTF in SA3 and SA4 in Rel-17.
[bookmark: _Hlk118125920]Therefore, SA2 recommended to use the "neutral" terms in terms of which NF defined in TS 23.247 can be collocated with, by saying that “In practical deployments this security functionality can be collocated with either MBSF or MBSTF and can be up to the deployment choices of the PLMN.”
The corresponding changes are made to TS 33.501 Annex W.

	
	

	Summary of change:
	A new logical MBS security function (MBSSF) is defined and takes the role of BM-SC in TS 33.246.

	
	

	Consequences if not approved:
	Misalignment of specifications that lead to incorrect implementation of the 5G MBS feature.



************ START OF 1st CHANGE*******
1. [bookmark: _Toc114221236]W.4.1.3	User-plane procedure
The UE registers to the MBS service and receives the MBS traffic as specified in TS 33.246 [102] with the following changes. 
-	MBS Security Function (MBSSF)MBSTF takes the role of the BM-SC in TS 33.246 [102].
NOTE x: The MBSSF is a logical function that includes the security functionalities defined in TS 33.246 [102].
[bookmark: _Hlk118126133]-	The UE authenticates to the MBSSF MBSTF based on the GBA as in MBMS security (see TS 33.246 [102]) or based on the AKMA (see TS 33.535 [104]). When the AKMA is used, the MRK is derived from the KAF as specified in Annex F of TS 33.246 [102] by replacing the Ks_NAF for the GBA_ME run with KAF. Furthermore, when the AKMA is used, the MUK is set to KAF. When the authorization of MBS service to the UE is required, the user id (e.g., GPSI) provided to the MBSSF MBSTF by the AAnF shall be used.
-	The identifier(s) of MBS user service(s) in TS 26.502[108] is included in local configuration in MBSSF MBSTF or in UDM as part of MBS subscription data for a UE, which identifies the user service(s) that the UE is allowed to join. After receiving the HTTP POST message (see clause 6.3.2 of TS 33.246 [102]) that] includes the identifier(s) of MBS user service(s), MBSSF MBSTF shall authorize the UE based on local configuration if available. If no local configuration is available, the MBSSF MBSTF should send verification request with user id (e.g., IMPI in GBA or GPSI in AKMA) and identifier(s) of MBS user service(s) to UDM via MBSF/NEF to acquire the authorization result. If the UE is authorized, the MBSSF MBSTF registers the UE to the MBS user service(s). 
NOTE: the local configuration in MBSSF MBSTF may be preconfigured or provided by AF.
************ END OF 1st CHANGE*******
In addition, a proposed Reply LS to SA2 is proposed with SA4 in CC:

	S3-223366
	Reply LS on Security architecture for 5G multicast/broadcast services
	Qualcomm Incorporated
	LS out



1	Overall description
SA3 would like to thank SA2 for the "Reply LS on Security architecture for 5G multicast/broadcast services”. SA3 would like to inform SA2 that SA3 agreed the attached CR (S3-223365) in accordance with the SA2 recommendation.
2	Actions
To SA2: 
ACTION: SA3 kindly ask SA2 to take the above information into account.
1. Proposal
It is proposed 
· To take the information into account
· Once the SA3 CR is agreed, add the MBSSF as a separate function, but address deployment guidelines that this function is expected to be collocated with the MBSF.
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