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1 [bookmark: _Toc504713888]Introduction
Among the objectives of iRTCW was Objective 5: “Identify the minimum information / elements in the C/U-Plane signal to establish media sessions with appropriate QoS for WebRTC-based applications”. 
In this contribution, we propose a set of requirements for the WebRTC signaling protocol.
2 Proposed Requirements
Due to the lack of a standardized signaling protocol for WebRTC, it was identified that there is need for signaling protocol that is to be used by WebRTC signaling servers that are offered by the MNO. Both collaboration scenarios 3 “MNO-facilitated WebRTC services” and 4 “Inter-operable WebRTC services” presume WebRTC signaling servers that deploy a standardized signaling protocol. In addition, the signaling server is expected to act as a rendezvous point, where the communicating endpoints discover each other and match to establish a connection. For collaboration scenario 4, the matching must extend beyond a single server or the MNO’s domain into a cross-operator matching, which requires signaling server to signaling server exchange and a global matching scheme.
We propose a set of requirements for the WebRTC signaling protocol that 3GPP defines:
· It shall support any WebRTC application, i.e. it should not overfit for a specific use case.
· It shall enable communicating parties to match based on 
· Flexible matching with a wide range of matching criteria that suit the needs of different WebRTC applications.
· Secure matching to avoid security issues such as DDoS attacks
· It may be extended in the future to support
· Global matching possibilities for applications that work across multiple WebRTC signaling servers, potentially hosted by different MNOs.
· It shall enable communicating parties to verify each other’s identity, if required by the application.
· It shall support the secure exchange of messages supporting integrity-protection and/or encryption. 
· It shall protect user privacy and mitigate the linkability and tracking attack caused by unnecessary user information disclosure. 
Note: detailed security requirements and mechanisms need further co-work with SA3. 
· It shall support basic session setup messages allowing extensions for application-specific information.
· It should be web-friendly to support easy deployment in web environments 
· by using web technologies such as JSON, WebSockets, etc…
· complying with WebRTC standards (e.g., SDP for session description and supporting the exchange of ICE candidates, etc…) defined in IETF and W3C, with an exception for codecs
· It shall be simple to implement and deploy (e.g. simpler in complexity compared to SIP).
3 Proposal
We propose to agree and document the requirements in section 2 and start working on addressing them by specifying a simple WebRTC signaling protocol that meets these requirements.
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